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EVIDENCE FROM ITALIAN FIRM MICRODATA
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Abstract

This study develops and evaluates a framework for generating synthetic microdata for the
Survey of Industrial and Service Firms (INVIND), a large dataset of Italian firms observed
between 1993 and 2024. We extend synthetic-data methodologies, traditionally designed for
cross-sectional settings, to panel data and compare a sequential modelling approach based on
regression and classification trees with a joint modelling strategy employing Gaussian copulas.
The procedure differentiates between short and long firm histories to accommodate
heterogeneous time spans. We synthesize some key variables, including geographic area,
sector, employment, and turnover, and assess the resulting dataset along multiple dimensions:
reproduction of univariate and conditional distributions, stability of structural relationships
through fixed-effects regressions, and disclosure risk. While both modelling approaches ensure
strong fidelity to the original data distributions, re-identification risk is also sizeable. To address
this trade-off, we introduce controlled measurement errors, which significantly reduce risk
while preserving essential statistical properties.
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1 Introduction®

In recent years, synthetic data have become a promising tool for statistical
disclosure control of confidential data. Several Research Data Centers (RDCs)—
including those of national statistical institutes and central banks—are increas-
ingly experimenting the use of synthetic microdata as an alternative or comple-
mentary practice for data dissemination. The appeal of synthetic data lies in their
ability to mimic the statistical properties of original microdata while avoiding the
legal and operational constraints aimed at ensuring confidentiality of granular
data.

From the perspective of a RDC, virtual laboratories populated with high-
quality synthetic datasets offer a promising approach to reconciling the goal of
rich data dissemination with strict confidentiality requirements. In such environ-
ments, researchers are able to explore the data structure, conduct exploratory
analysis, develop and debug code, and specify empirical models without inter-
acting directly with confidential microdata. Once the analysis is finalized, the
corresponding code is submitted to the RDC and executed on the original confi-
dential data by RDC staff. The resulting outputs are released to the researcher
only after they have passed standard confidentiality checks. Importantly, dis-
closure control is concentrated in a single final validation step, rather than being
required throughout the research process, as in remote execution procedures. This
workflow preserves confidentiality while substantially reducing the burden typi-
cally associated with restricted-access environments. In particular, it alleviates
constraints such as physical access to on-site laboratories, scheduling bottlenecks,
repeated iterations of remote script submissions, long turnaround times for out-
put validation, and the high coordination costs between researchers and RDC
staff. By shifting most of the empirical work to a synthetic-data setting, both
researchers and RDCs can operate more efficiently.

The use of synthetic data, however, entails a fundamental tension. On the one
hand, analytical validity requires synthetic microdata to reproduce key features of
the original dataset, including marginal distributions, cross-variable dependencies,
and temporal dynamics. On the other hand, excessive similarity may increase the
risk that synthetic records lie too close to real ones, undermining confidentiality
protections. This intrinsic similarity—risk trade-off is the central methodological
challenge in synthetic-data generation: models that more accurately capture the
joint distribution of the original dataset tend to raise disclosure risk, whereas
methods that inject additional variability offer stronger privacy at the expense of
statistical similarity.

A further challenge arises from the fact that the synthetic-data literature and
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accompanying tools were primarily developed for cross-sectional data. Extending
these methods to panel data is non-trivial: a credible synthetic panel must pre-
serve time dependence, firm-specific heterogeneity, and the unbalanced nature of
the underlying microdata.

Against this background, our work contributes to the growing effort to build
high-quality synthetic data by focusing on a large dataset of Italian firms drawn
from the Survey of Industrial and Service Firms (INVIND). INVIND is a re-
peated cross-sectional survey in which a fraction of firms is followed over mul-
tiple waves. As a result, although the survey is not designed as a balanced
panel, it naturally gives rise to a rich unbalanced panel structure that can be
exploited for longitudinal analysis. In this paper, we first develop and evaluate
a synthetic version of INVIND, focusing on a relatively large set of key quan-
titative and qualitative variables—around 20 in total, including potentially in-
direct identifiers—substantially more than is typically considered in comparable
studies. Second, we adapt and extend synthetic-data methodologies originally
designed for cross-sectional databases to an unbalanced panel setting with het-
erogeneous firm-level histories. Third, we compare the two most widely used
strategies for synthetic-data generation—the sequential and the joint modelling
approaches—in terms of fitting accuracy and disclosure risk. Fourth, we show how
the introduction of controlled measurement errors can substantially improve the
accuracy—privacy trade-off, reducing disclosure risk while preserving the essential
statistical properties of the synthetic dataset.

The literature on synthetic data is rapidly expanding but remains largely
practice-driven, with limited theoretical foundations. The concept of synthetic
data is not new and dates back more than three decades, having been first intro-
duced by Rubin (1987, 1993). He suggested using multiple imputation techniques
to generate synthetic microdata that could be released without disclosing confi-
dential information about any individual unit.

As formalized in Drechsler (2011), a central aspect concerns the modelling
strategy adopted to generate, from a set of real observations Y, synthetic values
Yiew drawn from the posterior predictive distribution P(Yiew | Yobs). Within
this framework, two main approaches can be distinguished. The joint modelling
approach aims to directly estimate the full joint distribution P(Y"), often relying on
Gaussian copulas or their extensions (Patki et al., 2016; Gambs et al., 2021; Meyer
et al., 2021; Hofert et al., 2026). The sequential modelling approach, instead, orders
variables according to a predetermined criterion (e.g., from more exogenous to
more endogenous) and estimates a sequence of conditional distributions P(Y) |
yUu-b . ,Y(l)), where the distribution of the jth variable Y is conditioned on
all preceding variables Yy, o ye-h (Reiter, 2005; Kinney et al., 2011; Nowok
et al., 2016).

Focusing on firm-level data, one distinctive feature is the substantial hetero-
geneity they typically exhibit. In particular, many firms display unique character-
istics that make them readily identifiable, for instance due to the highly skewed
distribution of key - and sometimes publicly available - variables like turnover



or employment. The use of synthetic micro-data as an approach to release se-
cure firm level data remains relatively limited (see, e.g. Drechsler, 2012) and is
even more uncommon for panel data on firms. The longitudinal structure poses
additional challenges, as it entails higher disclosure risks due to the increased
potential for re-identification of individual units over time. Kinney et al. (2011)
provided the first application of synthetic data to firm-level longitudinal data in
the United States, through the release of the Synthetic Longitudinal Business
Database (SynLBD), which covers more than 20 millions firms, albeit with a very
limited set of variables. In a subsequent work, Kinney et al. (2014) improve their
original framework introducing greater flexibility in the synthesis methods us-
ing Classification and Regression Trees (CART) models and including additional
years. Jahangir Alam et al. (2020) replicate the SynLBD methodology by using
the same code on firm-level longitudinal data from Germany and Canada to as-
sess the extent to which this approach can serve as a cost-effective solution for
synthetic data generation. Drawing on this line of work, we aim to generate a syn-
thetic dataset testing alternative methods and including a richer set of qualitative
and quantitative variables than those considered in previous applications.

In addition, our paper relates to the literature on the use of controlled noise
as a tool to reduce the risk of re-identification (Brand, 2002; Kim and Winkler,
2003; Domingo-Ferrer et al., 2004; Shlomo, 2010). Adding noise or measurement
errors is a well-established disclosure—control technique, and it can be integrated
into synthetic—data workflows to attenuate excessive similarity to the original
micro—data.

The rest of the paper is organized as follows. Section 2 describes the dataset
used in the empirical application. Section 3 outlines the different methodologies
employed to generate the synthetic data. Section 4 evaluates the quality of the
data generated using the different methodologies and presents the corresponding
metrics used to assess disclosure risk. Finally, Section 5 offers some concluding
remarks.

2 Data

The Survey of Industrial and Service Firms (INVIND), annually conducted
by Banca d’Italia, covers non-financial firms operating in industry and private
services and collects detailed information on production, employment, investment,
and expectations.

The survey is designed as a repeated cross-sectional survey. While each annual
wave provides a cross-sectional snapshot of the firm population, survey waves par-
tially overlap, so that a subset of firms is observed for multiple years. Although
the survey is not conceived as a balanced longitudinal dataset, this overlap nat-
urally gives rise to a large unbalanced panel that researchers often exploit for
longitudinal analysis. The dataset used in this study spans the period from 1993
to 2024 and includes 13,837 distinct firms, with substantial heterogeneity in the
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Figure 1: Distribution of firms by number of observed time periods.

number of observed periods T; across firms (Fig. 1).

In this paper, we work with a subset of variables extracted from INVIND.
This choice reflects the proof-of- concept nature of our contribution: our aim is
not to replicate the full structure of the survey, but rather to develop and vali-
date a methodology for synthetic-data generation tailored to unbalanced firm-level
panels. The selected variables span the key dimensions of firm activity and expec-
tations, and they are sufficiently rich to stress-test the methodological components
of our pipeline. Moreover, this reduced set includes some of the most challenging
variables for synthetization, as they may act as potential indirect identifiers of
firms participating in the survey.?

Each firm ¢ is identified by the tax code ¢;, which will be replaced by a
pseudo-identifier in the disseminated synthetic dataset. For each firm we also
have the following time-invariant characteristics: the founding year Fj; the geo-
graphic macro-area A; of residence (taking four possible values, i.e. North-West,
North-East, Centre, and South); and the industry classification S; based on the
Italian NACE system (aggregated in 11 sectors, matching the survey’s stratifica-
tion structure).

The time-varying variables used in the analysis cover firm size, activity, and
short-term dynamics: employment is denoted by L;;; hours worked by H;;;
turnover by R;;; export turnover by X;;; investment by I;;; and the percent-

2 Additional, less sensitive INVIND variables may be added to the synthetic dataset using
nearest-neighbor matching, following the same logic described in Subsection 4.3.



age change in the price set by firm ¢ between ¢t — 1 and ¢t by AF;;. At each time
t, INVIND also collects one-period lags for several of these variables: in particu-
lar, we observe L; 1, H;1—1, R;1—1, Xit—1, and Ii7t_1.3 In addition, the survey
includes forward-looking questions, which elicit expectations formed at time ¢
about next-period outcomes, for turnover Rf, .1, export turnover X7, ., invest-
ment /7., and price percentage variation APf, ;. These expectation variables
play an important role in the modelling of cross-sectional heterogeneity and are
synthesised together with the corresponding level and lagged quantities. Table 1
below lists all the variables considered in our exercise.

Table 1: List of INVIND variables used in the analysis.

Description Symbol

Firm identifier

~

)

Calendar year t

Geographic area (4 levels) A;

Industry sector (11 levels) Si

Founding year E;

Employment (cur., lag) Liyt, Lit—

Hours worked (cur., lag) Hiy, Hip—1
Turnover (cur., lag, exp.) in k€ Rit, Ri—1, Rf 1y
Export turnover (cur., lag, exp.) in k€ X4, X; -1, Xiti
Investment (cur., lag, exp.) in k€ Lity Lig—1, If 1y

Price percentage variation (cur., exp.)  AP;;, APf, 4

3 Methodology

This section outlines the methodological framework underlying the construc-
tion of the synthetic dataset. Given the heterogeneous temporal structure of the
data, we distinguish between cross-sectional and panel components, allowing the
synthesis to flexibly account for their distinct informational content. Within this
framework, we develop and compare three alternative data-generating strategies:
(i) a sequential fully conditional specification based on regression and classifica-
tion trees; (ii) a joint multivariate model based on Gaussian copulas; and (iii) a
naive generator based on lognormal and normal approximations, used as a bench-
mark.The framework is further complemented by procedures aimed at balancing
analytical validity and disclosure protection, including the introduction of con-
trolled measurement error and post-processing steps designed to restore internal
coherence.

3For panel firms, these lags correspond to the contemporaneous values reported at time ¢ — 1.



3.1 Cross-sectional and panel partition

We begin by partitioning the dataset into a cross-sectional component C and a
panel component P. The purpose of this partition is methodological: the two sub-
sets are characterized by markedly different time structures and therefore call for
synthesis strategies that are better tailored to their respective features. Synthetic
data are generated separately for the two components using methods appropriate
to each case and are subsequently recombined into a single, coherent synthetic
dataset.

The classification is based on a threshold value # for the number of survey
appearances. Let T; denote the number of years in which firm ¢ appears in the
survey. Firms observed for fewer than 6 periods are treated as cross-sectional,
whereas firms with T; > 6 are treated as panel units:

1€C < T; <0, teP = T; > 0.

Although the natural cutoff for distinguishing between cross-sectional and longi-
tudinal observations would be # = 2, generating credible synthetic trajectories
requires richer time information. After a robustness analysis over 6 € {2,...,20},
balancing the need to preserve the panel structure of the original data against the
requirement of sufficiently long time spans, we set § = 10. With this threshold,
31% of firms (accounting for 65% of total observations) are in the panel com-
ponent. Across the three methodologies used to synthesize the dataset, outlined
below, cross-sectional and panel components are treated differently.

3.2 Sequential modelling approach via trees

The sequential method is based on a fully conditional specification and is
implemented using the synthpop package in R (Nowok et al., 2016). Following
Reiter (2005), each conditional distribution is estimated using flexible nonpara-
metric methods such as classification and regression trees (CART; see Breiman et
al., 1984). Given an ordering of the vector Y;; of variables, at step j we estimate
the following conditional model:

v = fO Y 2) + el (1)

?,

where fU)(-) denotes the predictive function estimated using CART for variable
j, and 51%) is the model residual. The vector Z;; may include variables that are
not synthesised but used in prediction (e.g., a time trend for panel data).

Once f (.)(j) is estimated, synthetic values are then generated recursively from
the conditional distribution:

79~ FO(]E0. T 2,). (2)

2,1t

where FG (. | -) is the estimated conditional distribution used for sampling (i.e.,
the stochastic completion around .]/C\(j)). In this setting, the stochastic component
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egft) does not represent an additive error term drawn from a parametric distribu-
tion. Rather, it captures the randomness arising from the resampling mechanism
used in CART, whereby synthetic values are generated by drawing from the em-
pirical distribution of observed outcomes within each terminal node of the fitted
tree.

We adopt an ordering of variables that follows a progression from more ex-
ogenous to more endogenous outcomes. Specifically, we begin with time-invariant
individual characteristics, followed by lagged variables, contemporaneous real-
izations, and finally expectations about future outcomes formed conditional on
information available at time t. This ordering reflects a natural causal and in-
formational sequence and is consistent with the fully conditional specification
framework. Importantly, our results are robust to alternative variable orderings,
yielding no material differences in the main distributional features of the syn-
thetic data. The method is implemented differently for the cross-sectional and
panel components, as detailed below.

Cross—section. We estimate fully conditional models separately for each cal-
endar year ¢, with no conditioning variables Z; ;:

Z5, =0, (i,t) € Cy.

The order of variables in the cross—section prioritizes time-invariant variables,
lags, contemporaneous levels, then expectations:

orderc = (A;, Si, Fy; Lig—1, Hip—1, Rig—1, Xiz—1, Liy—1,
Li,tu Hi,ta Ri,t7 Xi,ta I’i7t7 A-Pi,tu
L Bivvrs Xipns Loy APftH)’
The first element A; (geographic area, see Table 1) is generated by re-sampling

from its empirical distribution in year ¢ (not modeled). For each subsequent step
j in the order, we fit

v = 8D 8+ e, (3)
and draw » . " o
V9~ B (T 78), (4)

where fc(Jt)() and ﬁc(] )(- | -) are year-specific.

Panel. For observations in P, we pool all years and explicitly condition on time
and firm identifiers:
Zr, = (t,u), (i) eEP

The firm identifier ¢; is treated as a categorical variable and acts as a firm fixed
effect, capturing all time-invariant firm-specific characteristics. In contrast to

11



the cross—sectional component, geographic area and sector of activity are not
synthesized in the panel. These dimensions are instead absorbed by the fixed
effects structure induced by conditioning on the firm identifier itself.*

The order of variables in the panel follows a progression from lagged outcomes
to contemporaneous levels and, finally, expectations about future outcomes:

orderp = (Lit—1, Hip—1, Rijp—1, Xip—1, Li—1,
Ly, Hiy, Riy, Xig, Lig, AP;4,
€ € €
Li,t—i—lv Ri,t—i—lv Xi,t—&—la zt+17 AP t+1)

At step j, the conditional model and the synthetic draw are given by

v = v 2h) + el (5)
v ~ B (|7,. Y 2h), (6)

with f7()j )() denoting the tree-based predictor and ﬁg )(- | -) the associated condi-
tional distribution used for sampling.

3.3 Joint modelling via Gaussian copulas

For the copula-based method, we model the joint distribution of the vector of
variables to be synthesized, Y; . By Sklar’s theorem (Sklar, 1959), copulas allow
the separation of the dependence structure from the marginal distributions. Ac-
cordingly, each component of Y, is transformed into a uniform random variable
on the unit interval using its empirical cumulative distribution (CDF) function.
The dependence among the resulting uniform variables is then modeled through a
multivariate Gaussian copula. The entire procedure is applied within pre-defined
strata, which are identified by different sets of variables for the cross-sectional and
panel components, as detailed below.

In detail, the synthesis method proceeds as follows. Within each stratum c,
pseudo-observations are obtained by applying the empirical CDF of each variable
to the observed data:

Uf]t) _ Fd(y(ﬁ) j=1,...,D, (7)

where FCJ denotes the empirical CDF of the j-th variable computed using only
the observations in stratum c¢. We then model the joint distribution of the uniform
vector U;; conditional on the stratum identifier c. The vector Z;; denotes the
variables that define the stratum c and are not synthesised in the panel; condi-
tioning on Z;; therefore corresponds to estimating a copula and the associated
marginal distributions within the corresponding cell ¢(Z; ;).

4Because panel firms are economically important units, synthesis is performed conditional on
observed firm identifiers while preserving their original geographic location and sector, ensuring
realistic firm trajectories and a credible synthetic dataset.
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Conditional on a stratum c, the dependence structure is a Gaussian copula
Cy, <u§71t), .. .,uE?) = &y, <<I>_1 (ui?) o, 0t (uE?)) , (8)

where Y. is estimated by maximum likelihood from {<I>*1(Ui(7jt‘)) : Vi, (i,t) € c}.
Synthetic uniforms are drawn and mapped back to data space via empirical in-
version: ' '

Uir ~ Cg Yifi) = chjl(Uz‘(,i))a 9)
with chjl the empirical quantile function of coordinate j computed within c.
The Gaussian-copula based synthetic data are generated in R using the copula
package (Hofert et al., 2026)°. The method is implemented differently for the
cross-sectional and panel components, as detailed below.

Cross—section. In the cross-section we estimate one copula per stratum c(A4;, S;,
—identified by Geographic Area, Industry Sector and year—, so that both depen-
dence and marginals are area-, sector-, and year-specific. Given ¢, we compute
the elements of U, ; using (7), estimate S, via (8), draw U, as in (9), and invert
using the cell-specific chjl.

Panel. In the panel component we adopt broader strata c(A4;, S;), pooling infor-
mation across years to obtain more stable estimates of the dependence matrix .
In contrast to the cross-sectional setting, the calendar year ¢ is included among
the variables to be synthesized and therefore enters the copula as an additional
coordinate. This allows the Gaussian copula to capture how the joint distribution
of Z;+ co-moves with time within each area—sector stratum.

For each firm ¢ and for each observed year t € T;, we first draw a synthetic
uniform vector fJi?t from the copula associated with the firm’s stratum. The
coordinate corresponding to the year variable is then mapped through the em-
pirical quantile function of the firm’s observed years, producing a synthetic year
t},t = Fi;,}sar(ﬁgear)). The values t}t act as a latent time index and are used to
order the T; synthetic observations of the firm. Once this ordering is determined,
the synthetic years are discarded and replaced by the firm’s actual years, sorted
in increasing order. All remaining coordinates of fJ'i,t are then mapped back to

the data space using firm-specific empirical quantile functions: }72(1{ ) = Ffjl(Uﬂ))
3.4 Naive generative model

The naive model synthesises each component of Y;; independently, without
modelling cross—variable or temporal dependence. This method serves as a bench-
mark for assessing the extent to which the sequential and joint modelling ap-
proaches improve upon it.

For additional details, see also Hofert and Michler, 2011, Kojadinovic and Yan, 2010, and
Yan, 2007.
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For strictly positive variables (e.g. employment, turnover, investment and their
lags or expectations), synthetic values are generated from a lognormal distribu-
tion,

V9 = exp(pe+oel)), e~ N(0,1), (10)
where (u., o.) are the mean and standard deviation of log(Y(] )) computed within
stratum c. For variables such as AP;; and AP/, which may take positive or
negative values, we use a normal specification,

?;-ff) = ﬂc+0c6§,jt)7 6§,jt) ~N(0,1), (11)
with (ue,0.) defined as the empirical mean and standard deviation of Yl(i ) in

stratum c. This method is applied separately to the cross-sectional and panel
components, as follows.

Cross—section. Cross—sectional strata are defined as ¢(A;, S;,t), so that the
location and scale parameters reflect area—sector-year heterogeneity.

Panel. Panel strata are defined by the firm identifier ¢(¢;), and all variables
in Y;; are synthesised independently over ¢ € T; using firm-specific empirical
moments.

3.5 Measurement errors

To mitigate disclosure risk, we add controlled measurement error after the gen-
eration of the synthetic variables (Brand, 2002; Kim and Winkler, 2003; Domingo-
Ferrer et al., 2004; Shlomo, 2010). Let S?Z-,t denote the value produced by the
synthesis model (sequential or copula). The noisy version is denoted by ?z‘t

The noise is applied independently across (i,t) and is based on the empirical
variability of the synthetic values themselves. Specifically, for strictly positive
variables we use multiplicative lognormal noise:

i}iikt(j) (]) exp(w Tlog(V () 771( t)) nz(,Jt) ~ N(Oa 1)7 (12)

where Tlog (V1)) is the empirical standard deviation of log(Y ). The scalar ¢ > 0
is a global tuning parameter. In our implementation, ¢ is calibrated to 0.20 so that
the standard deviation of log(ffi*t(j )) is approximately 2% larger than the standard

deviation of log(Y; vy )) As discussed in Subsection 4.3, introducing a measurement
error of this magmtude allows the sequential tree and Gaussian copula methods to
achieve a level of protection against re-identification comparable to that provided
by the naive approach.

For variables which may take positive or negative values (such as AP;; and

€ 3 1 .
APf, ), we add Gaussian noise:

VD =YD v ypoppnl), 0l ~N©O,1), (13)

14



where oy is the empirical standard deviation of Y@, The same calibration princi-
ple applies: ¥ = 0.20 is chosen such that the noisy series has a standard deviation
roughly 2% larger than the unperturbed synthetic series.

3.6 Post—processing

A post—processing step restores the structural coherence of the synthetic panel.
In the copula—based and naive methods, the founding year F; is reconciled to
a firm—specific constant, using the median of its synthetic draws, in order to
ensure time-invariance and plausibility.® In all methods, lagged variables are
reconstructed to ensure temporal consistency within the panel structure(. )F or each
J
t

panel unit, at time ¢, we generate both the contemporaneous value Y;;" and its

lagged counterpart Yl(f)_l Since records for the same unit are generated separately,
this latter value will not match with the corresponding contemporaneous value
Yl(i ) in the previous time period. In order to restore temporal coherence, all lagged
values are rebuilt ex-post setting them equal to the synthetic contemporaneous
value in the previous year.”

Integer-valued variables, such as employment L;; and hours worked H;; (and
their lagged or forward-looking counterparts), are rounded to the nearest integer
to preserve their natural support.

As a final remark, it is important to stress that both synthetic-data generation
approaches naturally preserve the missing-data structure observed in the original
dataset. In the sequential tree-based approach, missing values are treated as
part of the conditional distribution and are reproduced during synthesis. In the
copula-based approach, dependence is estimated on complete cases, while the
quantile-inversion step propagates missing values without enforcing imputation.
In both cases, the resulting synthetic data replicate the extent and structure of
missingness present in the original data.

4 Analysis

There is no single measure of synthetic data quality, as different applications
may require different statistical properties to be preserved. Since the intended use
of the data by researchers is not known ex ante, the objective is to provide a com-
parative assessment of alternative methods across multiple relevant dimensions.
To this end, we assess the synthetic datasets produced by the three methods—
sequential trees, Gaussian copulas, and the naive generator—along three dimen-
sions: (i) the preservation of marginal and conditional distributions, (ii) the stabil-
ity of multivariate relationships under randomized regression specifications, and
(iii) disclosure risk measured using nearest—neighbour metrics.

5This also ensures that the synthetic founding year precedes the years of observation.
"It is worth stressing that this reconstruction procedure applies only to panel units. For
cross-sectional units we keep the synthetic version of lag values.
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4.1 Comparison of distributions

Comparing synthetic and original distributions serves a dual purpose: it pro-
vides an absolute assessment of data quality while also enabling a relative evalu-
ation of alternative methods. Indeed, the original distribution provides a bench-
mark against which the synthetic counterparts can be directly evaluated, making
it possible to assess not only how methods perform relative to each other, but also
how closely they reproduce the true underlying distributions.

Univariate densities for log—turnover, log—employment, log—exports, log—hours
worked, log—investment, and price variation in Fig. 2 show that the sequential
tree and copula-based generators perform very well in absolute terms. Across all
variables, their synthetic densities closely track—and in most cases almost entirely
overlap with—the original distributions, indicating a high degree of fidelity to the
empirical data. Adding noise mechanically increases dispersion for both sequential
trees and copulas, widening the distributions and producing smoother, flatter tails
without altering their fundamental shape.

In marked contrast, the naive generator fails to reproduce the asymmetry and
the dispersion of the true empirical distributions. Because it relies on stratum-
specific means and variances, the naive model generates approximately lognormal
shapes that are too regular and too symmetric to overlap perfectly with the origi-
nal data. Moreover, since the sample variance is particularly sensitive to outliers,
the naive method may also overestimate dispersion, leading to synthetic distribu-
tions that are spuriously more spread out than their original counterparts. These
distortions are especially evident in variables such as employment, where the syn-
thetic distribution based on the naive method fails to capture the asymmetry of
the original one, and in variables such as exports, investment, and price variation,
where the naive generator produces distributions that are more dispersed than
the original data.

The sequential tree and copula-based generators are also able to track condi-
tional distributions reasonably well. As an example, Fig. 3 shows the distribution
of the log-employment across geographical areas (North—West, North—East, Cen-
tre, South). Sector-level comparisons across the eleven NACE classes reveal the
same pattern, as depicted in Fig. 4 for the log-employment.

Finally, boxplots constructed over adjacent six-year periods confirm that trees
and copulas also preserve the temporal evolution of dispersion in employment,
turnover, exports, hours and investment and they always outperform the naive
method (Fig. 5). Adding measurement error increases variability uniformly but
does not distort temporal patterns nor the relative ranking of the three generative
models®.

8The downward shift observed in the boxplots during the second six-year period reflects
changes in sample composition driven by the expansion of survey coverage. In particular, the
inclusion of smaller firms (with 10 to 49 employees in 2001) brought in units characterized by
systematically lower values of key variables.
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4.2 Random regression experiments

To evaluate how well the synthetic datasets preserve multivariate relation-
ships, we run 100 random regressions as follows. In each iteration, we draw one
variable Y'U) at random from the set of all quantitative variables ) (which may
include contemporaneous, lagged, and expectation elements) and use it as the
dependent variable. We then select a random subset of regressors from the re-
maining variables ) \ {YW}. A random subset of fixed effects is drawn from
F = {area, sector, year, firm}; when firm fixed effects are selected, the regression
is estimated in deviations from firm means using only panel observations.

Each randomly generated specification s therefore takes the form:

log(Y\7) = as + Y Bus 1og(V4)) + 3 77 FEf +€i (14)
= 7

Variables that may take zero or negative values (e.g. price variation) enter in levels
rather than logs. Standard errors are clustered at firm level.

The purpose of this exercise is not to focus on economically meaningful mod-
els; some randomly generated specifications may lack a clear theoretical interpre-
tation. This is intentional, as the objective is to assess whether a wide range of
random specifications yields synthetic coefficients that are broadly consistent with
those obtained from the original data.

For each coefficient k£ that appears in a given specification s, we compute the
standardised error (Woo and Slavkovic, 2015; Snoke et al., 2018):

asyn Qorig
Ek s = M, (15)
T sd(BE)
where the numerator captures the difference between the estimates on the syn-
thetic and original data, while the denominator scales it by the clustered-robust
standard error from the original data. The resulting distribution of Ej  is ex-
amined across 100 randomly generated specifications, comparing around 3,500
coefficients. This distribution provides a direct assessment of the performance of
the different methods. In particular, goodness can be judged by how tightly the
distribution is concentrated around zero and by the absence of systematic distor-
tions: a distribution that is both narrowly dispersed and centred at zero indicates
high fidelity in reproducing the original multivariate relationships, while wider
dispersion and shifts away from zero signal poorer performance.

A clear ranking emerges from Fig. 6. The tree-based generator performs best
overall: its distribution is the most tightly concentrated around zero, with limited
dispersion and no evidence of systematic bias. In addition, more than 50% of the
mass lies within the interval [—2, 2], i.e. within two standard errors of the original
estimates, further confirming the strong absolute performance of the tree-based
method. The copula-based method ranks second, showing a somewhat wider dis-
tribution but still reasonably concentrated around zero. By contrast, the naive
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Figure 6: Standardized coefficients errors of the random regressions.

approach performs worst: its box is substantially wider and the tails of the distri-
bution extend much further, consistent with the absence of multivariate structure
in that method. Introducing measurement error in the tree-based and copula-
based methods increases dispersion in a mechanically predictable way. However,
this affects the two approaches differently. The tree-based method remains very
robust, with only a moderate increase in dispersion and no meaningful emer-
gence of bias. In contrast, the copula-based method deteriorates substantially:
once measurement error is added, its dispersion becomes comparable to that of
the naive approach. As a result, the performance gap between the copula-based
and naive methods largely disappears, while the tree-based generator continues
to clearly dominate.

4.3 Re-identification risk

As already mentioned, synthetic microdata must balance two objectives: achiev-
ing a high degree of statistical similarity with the original dataset, while keeping
the risk of re-identification sufficiently low. Methods that reproduce the joint
distribution more faithfully tend to generate synthetic records that lie closer to
real observations, thereby increasing disclosure risk; conversely, generators that
introduce greater variability tend to provide safer outputs at the cost of reduced
analytical validity. Understanding this trade-off is crucial for evaluating the over-
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all quality of the synthetic datasets.

Disclosure risk is assessed by measuring how close each synthetic record th
is to its nearest neighbor in the original data. We compute distances over the
following set of quasi-identifiers: year, geographic area, economic sector (NACE),
employment, turnover, exports, and investment. For each synthetic record we
compute the distance to its nearest (YRl) and second-nearest (YRZ) neighbors
in the original data and summarise the local disclosure risk using the nearest
neighbor distance ratio (NNDR, see Lowe, 2004):

a (s, YE)

NNDR(Y};) = W

€ (0,1). (16)

7t

Values of NNDR close to one indicate that the synthetic record lies in a region
of the data space where at least two original observations are similarly close,
implying a low risk of unique re-identification. Conversely, values close to zero
indicate that the synthetic observation is unusually close to a single original record
relative to nearby alternatives, suggesting a higher disclosure risk. Distances are
computed using both Euclidean and Gower’s metrics.

4.3.1 Euclidean distance

The Euclidean distance dg(+,-) requires all variables involved in its computa-
tion to be represented in numerical form.? We also standardise the quasi-identifiers
using the mean and standard deviation computed from the original dataset:

dg <?i,ta?j,s> = EK: (2(? - ?}(,];))27 (17)
k=1

where ?i,t = (z(tl ), o i(t )) denotes the vector of standardised quasi-identifiers.

Each component is given by Yigt) = (Yl(f) —Y®))/o®) with Y *) and ¢(*) denoting
the mean and standard deviation computed from the original dataset, respectively.

The empirical NNDR distributions reveal clear differences across synthesis
methods (Fig. 7). The naive generator attains the highest NNDR values be-
cause it does not reproduce the joint structure of the original data: its synthetic
records are more dispersed and therefore remain farther from any specific real ob-
servation. This reduced fidelity comes with the advantage of naturally providing
stronger protection against re-identification. The sequential tree method exhibits
the lowest NNDR values, consistent with its ability to reproduce multivariate
structure more faithfully and thus place synthetic records closer to real ones. The
copula-based generator lies in between: it preserves dependence more effectively
than the naive method, but the resulting synthetic points remain further from the
originals than those produced by the sequential approach.

9Hence, we assign numerical codes to the geographic area and the economic sector.
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Figure 7: NNDR computed using the Euclidean distance, by data synthesis method.

Introducing measurement error shifts the NNDR distributions of both trees
and copulas upward, restoring levels of disclosure protection comparable to those
of the naive generator. The added noise increases the local dispersion of syn-
thetic records without altering the qualitative ordering of the methods in terms
of statistical fidelity, thereby improving confidentiality while preserving analytical
usefulness. Importantly, the NNDR distributions of the noise-augmented tree and
copula generators remain concentrated around relatively high values, indicating a
satisfactory level of disclosure protection also in absolute terms.

4.3.2 Gower’s distance

Since quasi-identifiers comprise both continuous and categorical variables, we
also use the weighted Gower’s distance dg(+,-), which can handle mixed quanti-
tative and qualitative data:

dG <?i,t7?j,8) Zw(k)5 (}/tl,(f 75}( )) ’ (18)
where ? = (}A/'(t1 ), - }/}l(t )) denotes the vector of normalized quasi-identifiers,

w®) is a variable-specific weight, and & (Y( ) Y(k)) is the component-wise distance
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associated with the k—th variable. Quasi-identifiers are normalized as

Sk Y(k) — min (Y(k))

it
Bt max (Y(k)) — min (Y(k))

Following the standard specification the component-wise distance is defined as

|17Z.(f) — }A/j(];)] for continuous variables

s (?(f)’ }’}‘(k)) _
v S(k) (k)
1(Yigt #Y; ') for categorical variables

The weight vector w = (w(l), e wE )) is constructed to reflect the empirical
discriminative power of each quasi-identifier in the original dataset, following an
approach already adopted in re-identification risk literature (see, e.g. Dankar et
al., 2012). Specifically, weights are derived through a variable-type-specific mea-
sure of attribute distinctiveness, following a procedure that treats continuous and
categorical variables differently. For continuous variables, the weight is defined as

the coefficient of variation:
oK)

Y ®’

where Y*) and ¢*) denote the mean and standard deviation computed from
the original dataset, respectively. Variables exhibiting greater relative dispersion
are thus assigned larger weights, reflecting their stronger capacity to distinguish
between records. For categorical variables, the weight is defined as the normalized
Shannon entropy:

w®)

()
YT log (J(®) ’

where p%k) denotes the empirical relative frequency of the n—th category of variable

Yz(f ) and J® is the total number of distinct categories. Normalized entropy
attains its maximum value when all categories are equally represented, indicating
the highest discriminative potential. Conversely, a variable dominated by a single
category receives a lower weight. All weights are rescaled to the unit interval [0, 1]
and then used to compute the weighted Gower’s distance, ensuring that variables
with higher empirical discriminative power contribute proportionally more to the
overall inter-record dissimilarity measure.

When inter-record dissimilarities are computed using the weighted Gower’s
distance, NNDR values are uniformly higher across all synthesis methods (Fig.
8). This systematic increase likely reflects the inclusion of categorical variables, as
well as the use of variable-specific weights. Despite this overall shift, the relative
ranking of the methods remains largely consistent: the sequential tree genera-
tor continues to yield lower NNDR values than the copula-based approach, while
the naive method still provides stronger baseline disclosure protection than both
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Figure 8: NNDR computed using the weighted Gower’s distance, by data synthesis method.

structure-preserving techniques. As in the Euclidean case, introducing measure-
ment error shifts the NNDR distributions of both tree- and copula-based meth-
ods upward, indicating enhanced protection against re-identification. Notably,
however, using the weighted Gower’s metric, noise-based methods exhibit higher
NNDR values than the naive generator.

This result suggests that, once the discriminative power of the variables is
explicitly taken into account, incorporating controlled measurement errors can
outperform random dispersion.

4.3.3 Further discussion

The NNDR metric can be used not only as an aggregate indicator of disclosure
risk, but also as a diagnostic tool to identify potentially high-risk observations in
the extreme lower tail of the NNDR distribution.

A specific disclosure challenge arises for large panel firms, which are econom-
ically important units and may be inherently recognizable due to their size and
distinct combinations of characteristics. For reasons of realism and analytical
credibility, we deliberately avoid synthesising some key stratification variables
for these firms—mnamely geographic area and economic sector. Fully randomising
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these dimensions could generate implausible firm trajectories, such as large manu-
facturing firms originally located in the North being reassigned to the South or to
service industries in the synthetic data. Preserving these attributes ensures that
the synthetic panel retains a close resemblance to the real economic structure and
remains interpretable for empirical analysis.

For these units, alternative ad-hoc disclosure-control actions can be considered.
These include excluding selected records from dissemination or further perturbing
specific attributes through targeted noise injection or additional synthesis. Such
interventions should be evaluated on a case-by-case basis, balancing analytical
relevance against disclosure risk within the dissemination process.

5 Conclusions

This paper develops and evaluates a framework for generating and validating
synthetic microdata for large, unbalanced firm-level panels, using the INVIND
Survey as a case study.

By extending synthetic-data methodologies originally designed for cross-sectional
settings, taking into account the time dimension in the data-generation mecha-
nism, our approach addresses key challenges posed by heterogeneous firm histories,
rich multivariate structures, and temporal dependence.

Our empirical results point to three central findings. First, both the sequential
tree-based generator and the Gaussian copula approach are able to reproduce re-
markably well the marginal, conditional, and temporal distributions of the original
data, substantially outperforming a naive generative benchmark.

Second, the two multivariate approaches preserve complex multivariate rela-
tionships: random regression experiments show that synthetic coefficients closely
track their original counterparts across a wide range of specifications and fixed-
effects structures. Among the methods considered, the sequential fully conditional
specification based on regression and classification trees delivers the highest an-
alytical fidelity, while the copula-based approach provides a robust and inter-
pretable alternative with slightly lower but still strong performance.

Third, our analysis highlights the intrinsic trade-off between statistical accu-
racy and disclosure risk. Methods that better approximate the joint distribution
of the original data tend to place synthetic records closer to real observations,
thereby increasing re-identification risk under nearest-neighbor metrics. We show
that this tension can be effectively mitigated through the introduction of con-
trolled measurement error. Adding a carefully calibrated noise substantially in-
creases local dispersion in the synthetic data, raising disclosure-protection levels to
those achieved by much less informative generators, while preserving the key sta-
tistical properties required for exploratory analysis and model development. This
result supports the view that noise injection should be understood not as a crude
last-resort anonymization device, but as a flexible and transparent component of
a modern synthetic-data pipeline.
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Our findings have direct implications for confidential data disclosure. High -
quality synthetic panels can serve as a powerful intermediate access layer, enabling
researchers to explore data structures, design empirical strategies, and debug code
in an interactive environment before submitting final analyses for execution on
confidential microdata.

Overall, this paper shows that synthetic data for large, unbalanced firm-level
panels are both feasible and analytically valuable when generated with appropriate
methods and accompanied by systematic validation and risk assessment. We view
the framework proposed here as a practical step toward the broader adoption of
synthetic microdata by confidential data providers.
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