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Abstract

The Bank of Italy, Universita Cattolica del Sacro Cuore of Milan and Roma Tre University
have launched a research project on the characteristics of smart contracts for the provision of
banking, financial and insurance services. This paper aims to identify and analyse the legal and
technical issues related to smart contracts, to then develop guidelines derived from best
practices. It examines the concept of smart contract defined as: a) smart contract code, i.c. a
software program stored, verified, and executed on a blockchain; b) smart legal contract, i.e. a
means of articulating, verifying, and enforcing an agreement between parties that relies on
blockchain technology. Additionally it offers an in-depth analysis of the characteristics of
blockchain technology.
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Characteristics of Smart Contracts

EXECUTIVE SUMMARY!

As part of a Memorandum of Understanding, Banca d’Italia, the Universita Cattolica del Sacro Cuore
and Universita Roma Tre have started a research project on the characteristics of smart contracts for
the provision of banking, financial and insurance services.?

This topic is of great importance and relevance, in the light of both the diffusion of DLT technologies
in this context and the impetus that European legislation is giving to the development of experimental
activities (as in the case of the DLT Pilot Regime) or to the profiling of new products (such as crypto-
assets). To date, smart contracts represent the most well known application of distributed ledger
technology, together with crypto-assets and the tokenisation of assets (i.e. representation of real assets
in the form of digital tokens issued on the blockchain, which represent their intrinsic economic value
and ownership rights).

A working group was set up, composed of representatives of the signatories, which identified two
phases for the development of the project:

a) a survey of the main characteristics of blockchains and smart contracts;

b) the definition, in a best practice view and addressed to market participants, of the characteristics
that smart contracts should possess in order to be used in the provision of banking, financial or
insurance services.

This document illustrates the results of the first phase of this project by exploring the characteristics
of smart contracts, subject to the two definitions of smart contract code, a software program that is
stored and executed on a blockchain? or, more generally, on a distributed ledger technology (DLT),*

V' For Banca d’Ifalia, the contributors to the working group set up for this project and coordinated by M. Doria are: C. lacomini, S. Guida, G.
Goretti, A. Lentini, M. Snardi for the Currency Circnlation and Retail Payments Directorate General; G. Marcelli and F. Rossi for the
Information Technology Directorate General; L. Anchora, R. Mancini and G. Falcone for the Markets and Payment Systems Directorate
Generaly M. Bevilacqua, V. Cappa and C. Lanfranchi for the Financial Supervision and Regulation Directorate General; N. Brangoli for the
Economics, Statistics and Research Directorate General; M. L. Cartechini, M. Argiro, R. Loffredo, F. Squartini, C. Tabarrini and G. Tucci
Jor the Consumer Protection and Financial Education Directorate General; V. Profeta and G. Pala for the 1egal Services Directorate; 1. La
Rocca and M. Militello for the Financial Intelligence Unit for Italy; C. Galasso for the Anti-Money Lanndering Supervision and Regulation
Unit; R. Gabbiadini and E. Rubera for the Milan office and B. De Luca and S. Castrovinci Zenna for the Institute for the Supervision of
Insurance (IVASS).

For Universita Roma Tre, Prof. Fabio Bassan, Prof. Maddalena Rabitti, Dr Michela Mastrantonio, Dr Michele Mastrantonio and Dr Stefano
De Angelis.

For the Universita Cattolica del Sacro Cuore, Prof. Antonella Sciarrone Alibrandi, Prof. Ugo Malvagna, Dr Giulia Schneider,and Dr Federico
Panisi.

The document provides an acconnt of the work carried out from December 2022 to December 2023.

2 The initiative was launched in line with Banca d’Italia’s Communication of 15 June 2022 on decentralised technologies in
finance and crypto-assets, which drew attention to the opportunities and risks associated with their use [1].

3 Blockchain is a distributed ledger technology (DLT). Transactions performed on the blockchain are stored in the ledger
grouped in a ‘block’ data structure. These blocks are connected to each other by cryptography, through hash functions. In
this way, a record is generated in a chronological and non-editable order of all transactions made up to that time [1]. This
data structure ensures the immutability and traceability of transactions, as modifying a single element of the register would
require the cascading modification of subsequent ones. Please refer to Part II of this document for an in-depth analysis.

4 Banca d’Italia [1, 2, 3] addressed the issue on the basis of the consideration that ‘The development of decentralised
technologies in the field of financial services rests on the central role of cryptography and distributed ledger technology
(DLT/blockchain). The two technological paradigms are highly complementary. The first allows you to protect transaction
information and its non-repudiation; it ensures the integrity and, where applicable, confidentiality of the same information
and underpins the transaction authorisation mechanism. The second (DLT/blockchain) consists of a shared electronic
register in which data is protected both by cryptographic techniques and by “redundancy” (copies of the same information
can be validated and stored by all active participants in the register)” [1].
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and smart legal contract, a smart contract code when used to articulate, verify and apply an agreement
between the parties. The work highlights the issues that smart contracts pose on both legal and
technical levels, with the goal of producing, in a second phase, a set of guidelines that can be derived
from best practices.

In summary, it is argued that in the development of applications based on decentralized technologies,
the specificities of the adopted blockchain must be taken into account, not limited to technological
characteristics but also considering governance profiles, tokenomics and environmental profiles.
Finally, it should be noted that smart contracts introduce specific risk profiles in terms of
cybersecurity.

The document suggests a methodological approach for the acquisition of the information necessary
to evaluate the most appropriate platforms to be used in developing a specific application. In
introducing the technical peculiarities of smart contracts, the document adheres to a high-level
treatment in order to avoid any undue influence on the second phase of the project, which is intended
to provide the definition of certain guidelines.

In detail, the document is structured in two parts, each divided into Sections.

Firstly (PART I), we illustrate the main legal aspects addressed by Italian and foreign literature in
relation to the use of smart contracts, qualified as swart contract codes and smart legal contracts. In this
work, the distinction is relevant in order to identify the functions characterizing smart contracts. With
reference to the smart contract code, the work focuses on the technical characteristics of both the
code-language used and the blockchain on which it operates. With regard to the smart legal contract,
on the other hand, the document focuses on the suitability of the smart contract to perform its

function in such a way as to be solid and to protect the parties involved from a legal point of view.

On the basis of existing regulatory sources, within the European Union and at national level (Section
I), we set out the analyses carried out in the legal doctrine (Section II) and the solutions offered. Some
extra-European references are then proposed when they are deemed useful to understand certain
open issues (Box 1).

A further analysis of smart contracts in terms of the technology (PART II) completes the
representation of the issues raised by the doctrine to identify possible solutions through a specific
configuration of smart contracts or smart legal contracts, taking into account, where appropriate, the
relevant characteristics of the blockchain technology on which they insist.

The technical analysis is therefore divided into two sections. The first deals with blockchains, while
the second with smart contracts.

Section I analyses the state of art and goes on to list and describe the main characteristics of

blockchain technology divided into classes: technical characteristics,> economic model,6 ecosystem’
gy > > y

5 Among the technical characteristics are considered: architectural aspects of blockchain networks; security parameters, such
as confidentiality, integrity, availability, consistency (in the two meanings referring to the finality and fork blockchain) and
finally quantum resistance; efficiency parameters, such as scalability and decentralisation (number of nodes, distribution of
validation power and fairness); parameters from the point of view of application and usability: flexibility as programmability;
system configurability and interoperability as available techniques to facilitate interaction between different systems; energy
consumption and environmental impacts.

¢ Among the parameters of the economic model taken into account were: transaction costs; native token distribution
techniques (to ensure the proper functioning of permissionless blockchains, it is necessary to use a native token, which
allows you to define financial incentives for validators to act honestly and keep the network functioning); capitalisation
(meaning the total market value of all native tokens that have been put into circulation, valued at the market price at a given
time. This parameter can play a role in the analysis of the robustness and security of a blockchain, as it can have an impact
on the economic effort required to control the network).

7 The governance of a blockchain platform is another useful parameter for assessing its sustainability and durability. In fact,
blockchain systems, being decentralized, cannot have central authorities making governance decisions regarding, for
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and on-chain data.? In the document the classes are the analysed more deeply, motivating the choices
made for the selection of quality parameters. In conclusion, a methodological approach is proposed
that could be used for the acquisition of the information needed to describe and analyse the different
blockchains in relation to the identified characteristics. The proposed approach aims to identify a
taxonomy of parameters to answer the following question: ‘What are the main parameters or
requirements that should be taken into account when analysing the characteristics of a blockchain
platform?’ Identifying a set of main parameters makes it possible to analyse blockchain platforms and
could help develop the regulation of this technology.

The first part of Section 11 analyses the main components of smart contracts and presents account-
based and token-based status models, discussing their peculiarities and differences. In the context of
account-based models, the life cycle of smart contracts and known methodologies for model updating
and governance are also described. Subsequently, a taxonomy of the fundamental characteristics of
smart contracts is proposed, highlighting the tradeoffs between stateful and stateless execution
environments and between complete and non-complete Turing programming languages. The section
concludes with the high-level features, focusing the study on the costs of production and execution
of smart contracts. In the second part of the Section, we propose an in-depth analysis on security,
identifying the challenges that developers face for the creation of secure and reliable decentralized
applications and a classification of the possible vulnerabilities that can affect smart contracts.

The aim for the second stage of the project is to develop useful guidelines for blockchains (and the
technology used by them) and for smart contracts. The topic is of great importance: so much so that
both European authorities and international institutes have recently expressed their interest by
publishing works? that will be examined and taken into consideration in the second stage of our
analysis.

PART I - SMART CONTRACTS — TECHNOLOGY AND LEGISLATION

Introduction

To date, smart contracts represent the most well-known application of a distributed ledger
technology, together with crypto-assets and the tokenisation of assets, defined as the representation
of real assets in the form of digital tokens issued on the blockchain, which represent their intrinsic

economic value and ownership rights [4, 5].

The first to theorize the design of smart contracts, even before the advent of blockchain technology,
was the American computer scientist and cryptographer Nick Szabo!0in the early 1990s, with the aim

example, protocol updates or the management of undistributed native tokens; it is therefore necessary to identify which
governance mechanisms can be adopted depending on the context, to allow the actors involved to be able to participate in
the decision-making process.

8 Another useful parameter for the characterization of a blockchain could be the actual use of the platform; to evaluate the
use of a platform, the volume of transactions cartried out on the chain could be considered.

% Reference is made in particular to the principles developed by the International Institute for the Unification of Private
Law (Unidroit) ‘PRINCIPLES ON DIGITAL ASSETS AND PRIVATE LAW’ and to an article by the European Securities

and Markets Authority (ESMA) entitled ‘Decentralised Finance: A categorisation of smart contracts’.

10 The definition provided by Nick Szabo is the following: ‘A smart contract is a computerised transaction protocol that
executes the terms of a contract. The general objectives of smart contract design are to satisfy common contractual
conditions (such as payment terms, liens, confidentiality, and even enforcement), minimize exceptions both malicious and
accidental, and minimize the need for trusted intermediaries. Related economic goals include lowering fraud loss, arbitration
and enforcement costs, and other transaction costs’. Szabo had also described a decentralized system of generation and
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to: meet common contractual conditions (e.g.: terms of payment, rights, confidentiality) and minimise
the risk of default and limit the use of trusted intermediaties or traditional enforcement mechanisms
[6, 7, 8, 9, 10]. According to this original scheme, smart contracts make possible to reduce, or even

eliminate, any associated costs [114].

This idea was put into practice for the first time in the distributed ledger system [11]. This has allowed
developers to interact with smart contracts in order to build applications that run in a decentralized
way directly on blockchain technology.

In this work, we focus on smart contracts as programs on blockchain platforms. In addition, the
analysis focuses on the forms of smart contracts used in the insurance, banking and financial sectors,
which have specific needs and particular characteristics, imposed (also) by sector-specific legislation.
This document aims to illustrate the state of the art, in doctrine and in practice. It will be followed
by another research aimed at proposing guidelines for the use of smart contracts in the financial,
banking and insurance markets.

1. ‘Smart contract code’ and ‘Smart legal contract’

The term ‘smart contract’, now predominantly associated with blockchain platforms,'! does not have
a clear definition [12, 13, 14]. Some refer to the concept of ‘autonomous machines’, others to
‘contracts between parties stored on a blockchain’, others still associate the smart contract more
generally with ‘any calculation that takes place on a blockchain’. The defining attempts can be traced
mainly to two macro-categories [15, 16, 17, 18, 19] that we use here for the sake of brevity and clarity,
aware of the fact that it is not the only possible taxonomy and that it is not shared by all: a) smwart
contract code, to identify a specific technology or code that is stored, verified and executed on a
blockchain; and (b) smart legal contract, as a specific application of this technology as a complement to,
ot substitute for, traditional contracts.

In this work, the distinction is relevant in order to identify the functions of a smart contract [20, 21].
With reference to the smart contract code, it focuses on the technical characteristics of both
the code-language used and the blockchain on which it operates.

With regard to the smart legal contract, on the other hand, the work focuses on the suitability
of the smart contract to perform its function in a solid manner and to protect the parties from
a legal point of view.

1.1 Smart contracts as ‘Smart contract code’

The concept of ‘smart contract code’? is commonly used by developers working on blockchain

technology.!> Smart contracts have unique features compated to other types of software because: (i)

exchange of digital cutrency called ‘Bit gold’, a precursor to today’s and more famous Bitcoin. He advocated the use of the
smart contract in other areas, such as the purchase of an asset in instalments, for example a car, assuming a system whereby
the buyer’s default results in an automatic locking of the vehicle through the interaction of software and hardware capable
of recognising the fulfilment of a pre-established condition (e.g. the non-payment or late payment of the period installment),
without further human intervention being necessary or possible in order to achieve the relevant consequences.

11 Almost 20 years later, Vitalik Buterin in the Ethereum White Paper (Published online on 6 April 2014: V. Buterin, A
Next-Generation Smart Contract and Decentralized Application Platform) describes smart contracts from a technical-
computer point of view.

12'The reference to ‘Smart contract code’ was initially used in Ethereum documentation, on stackexchange and in technical
articles. Today, however, the term is used generically to refer to any complex program that is stored and executed on a
blockchain.

13 While the first blockchains were designed to perform a small set of simple operations — mainly, transactions of a token
similar to a currency — techniques were then developed to perform more complex operations, defined in real programming
languages.
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the program code is registered on the blockchain and thus acquires the characteristics of immutability,
security and transparency!# guaranteed by the shared register; (i) the execution of the programme is
deterministic and the result of the execution is stored on the blockchain and (iii) the program
automates the execution of certain transactions on the blockchain; for example it can act as a
repository of digital assets (including crypto-assets), approve the transfer of assets, or save certain
information in the register.

The smart contract code does not have the typical characteristics of a contract. Moreover, in many
cases, smart contracts do not have an autonomous function, but are instrumental to the success of a

broader application'’, executed on the blockchain — and therefore decentralized!® [13].
1.2 Smart contracts as ‘Smart legal contracts’

Among lawyers, the term ‘smart contract’ is often understood as a tool that insists on blockchain
technology to articulate, verify and enforce an agreement between the parties, with the aim of
complementing, or in some cases replacing, traditional contracts. This is known as a smart legal
contract. It is ultimately a combination of programming code and legal language!” [15].

Section I — Regulatory sources

2. European regulation of smart contracts

The EU legislator has intended to regulate smart contracts since the European Parliament asked the
Commission ‘to assess the development and use of distributed ledger technologies, including
blockchains and, in particular, smart contracts’ in 2020.8 On that occasion, the European Parliament
acknowledged the widespread use of smart contracts and the absence of an appropriate legal
framework; it has, therefore, presented legislative proposals regarding their use, the possibility of
intervention in transactions in the event of suspicious financial transactions, and protective measures
for small and medium-sized enterprises that decide to use these instruments. The Resolution adopted
by the European Parliament on this subject is part of the Blockchain Strategy'? [22]: the European
Union intends not only to regulate automated contracts but, recognising their innovative potential
for online transactions, to support European companies and technologies active in this sector.

14 The smart contract code is saved on the register shared by all participants in the network, so it is easily searchable and
verifiable.

15 The reference made is to DApps (Decentralized Applications), defined as applications that can operate autonomously,
typically through the use of smart contracts, which are run on a decentralized computer system, a blockchain or another
distributed ledger system. Each DApp or other blockchain-based application is built using smart contract code to perform
operations on the chosen blockchain. What differentiates them, therefore, from most common applications is that their
back-end code is running on a decentralized peer-to-peer network.

16 The term ‘smart contract’ is debated in legal literature because it emphasises a single restricted use case. Smart contract
programs can hold crypto-asset balances themselves or even control other smart contract programs. Once created, they can
act autonomously when called upon to perform an action. For this reason, many prefer the term ‘smart agent’, analogous
to the more general concept of software agent.

17 Commercial contracts often contain clauses that protect the parties from various borderline cases and that do not always
lend themselves to being represented and executed by code. Let’s imagine that a supplier of goods enters into a smart
contract with a retailer. Payment terms may be coded and executed automatically upon delivery. But the retailer will likely
insist that the contract include an indemnity clause, whereby the supplier agrees to indemnify and hold the retailer harmless
from claims for compensation arising from a defective product. It would not make sense to represent this clause in the
code, since it is a clause that must not be self-executed, but interpreted and applied by the parties and, in the event of a
dispute, by the competent court.

18 European Parliament resolution of 20 October 2020 with recommendations to the Commission on the Digital Services
Act: adapting commercial and civil law rules for commercial entities operating online (2020/2019(INL)).

19 For more information, see the European Commission’s website https://digital-
strategy.ec.europa.cu/en/policies/blockchain-strategy
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The European Commission has also set up the pilot project ‘European Blockchain Observatory and
Forum’, managed by the Directorate-General for Communications Networks, Content and
Technology (DG CONNECT), with the aim of: (i) accelerating the development of blockchain
innovation in Europe; (i) monitor European blockchain initiatives; (iii) propose recommendations
on the role that the EU could play in the blockchain sector. Among the Reports produced by the
Forum, there is also a specific one on smart contracts [23], which lists the benefits for the large-scale
adoption of smart legal contracts compared to real contracts; at the same time, it highlights its
limitations and proposes solutions.

In order to include a smart legal contract in the blockchain, the Report stresses the need for the legal
language to be fully translated into computer code. This is a major issue, as lawyers usually do not
have the technical skills of code developers, and vice versa. However, it is required a certain level of
trust and expertise to ensure that all parties can trust that the smart contract code truly reflects the
legal content and purpose [of the real agreement]’ (p. 29). Among the critical issues, there is also the
difficulty of assessing real-world events against which the Report identifies the oracle? as a tool to
connect reliable data to the blockchain.?!

In addition to the issues mentioned above, there are those relating to the risk of fraud, the protection
and management of personal data, as well as cybersecurity and vulnerability to attacks. Compared to
the latter, the Report proposes techniques to prevent operational risks, starting with preventive
security auditing tools and penetration tests. With regard to the financial sector, the instruments
identified in the DORA Regulation can also be useful, since it standardises and harmonises the rules
on the security of network and information systems that underpin the business processes of financial
entities. DORA’s objectives include the achievement of high standards in the field of cyber security
and governance of ICT and cyber risks, mandating financial institutions to define an organisational
and procedural governance framework, integrated into the broader operational risk framework.??

20 In the ELI Principles (European Law Institute) the oracle is described as a ‘Service that updates a distributed ledger (eg
a blockchain) using data from outside a distributed ledger system (outside the blockchain context). an oracle transmits off-
chain information in a computer-readable form to the network’ [5]. In other words, an oracle provides the smart contract
with the information from outside the network, which is the basis on which the smart contract performs the desired
functions. The execution assumptions can be acquired and verified directly on-chain if they are facts perceptible by the
blockchain itself (as in the case of digital currency transactions between multiple wallets connected to the smart contract);
in other cases, in fact, the elements ot events that allow the activation of the smart contract are external to the network
(off-chain), so respectively they exist and occur only in the real world: in these circumstances, the oracle aims to ensure the
connection between what happens on the blockchain and what happens outside, ‘certifying’ the originality and correctness
of the data entered on the blockchain. For this reason, some define oracles as a form of bridge. In this sense, see [94] which
define oracles as ‘sensors in the physical word’; [95] takes up the concept that ‘Oracles act as a bridge that can digest external
and non-deterministic information into a format that a blockchain can understand’; similarly, [96]. In particular, in cases of
objective oracle, the input provided by the oracle comes from software or a computer tool, which postulates standard,
simple and automatic transactions, dependent on the verification of an unquestionable objective fact (whether that fact A
actually occurred, which results in event B). In the case of a subjective oracle, on the other hand, the information acquired
by the oracle derives from a necessary preliminary assessment of human through his own judgment.

21 The Smart Contracts Report (pp. 6 and 27) clarifies that “The code contains the rules that define the conditions under
which the smart contract has to act and how it has to behave. Their domain of action is internal to the blockchain that
contains them. Although they can also receive information from external sources through the use of oracles [...] there are
different limitations for smart contracts, which depend on the perspective that the aspect being researched. For example,
the Ethereum blog provides two technical limitations existing in native smart contracts. The first one concerns the inability
of smart contracts to evaluate real-world events. This fact should not come as a surprise since blockchains are generally
independent and separate environments. The separation is a mechanism to guarantee the network’s security on the basis of
the consensus algorithm. As a result, data residing in databases ranging from employee information to weather data or
football game results are data outside of the blockchain network that are considered potentially dangerous for the network.
There are ways to mitigate this limitation, as oracles are a solution for bridging trusted data to the blockchain. In particular,
Chainlink’s blog points out blockchains’ isolation and the potential for hybrid smart contracts to bridge this weakness by
using oracles’.

22 Specifically, DORA is based on five key pillars:
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For the integration of large-scale smart legal contracts, the Report highlights the challenges posed to
consumers by the language used, so it seems necessary to: (i) ensure the usability of the information

and identify mechanisms to take into account the legal position of the consumer and (ii) apply strict
KYC procedutres and AML/CFT controls.

In addition, given the semi-irreversible nature of the data recorded on the blockchain, any error in
the code can take time and high costs to correct. From a legal point of view, it is therefore necessary
to inform the parties of the contractual meaning of specific legal concepts (e.g. good faith) and leave
room for flexibility.

A) ICT Risk Management: In order to achieve a high level of digital operational resilience, financial institutions shall
put in place an internal management and control framework that ‘ensures effective and prudent management of all I'T
risks by entrusting the internal management body with the task of defining and approving the implementation of all
provisions on the IT risk management framework, as well as overseeing and assuming full responsibility for their
implementation.

B) ICT - Related Incident Management: Incident management is a process necessary to avoid or minimise economic
and reputational impacts, due to a cyber incident, and thus be able to restore the normal provision of services as soon as
possible. It is essentially based on the standardisation of ICT incident classification and reporting activities.

C) Digital Operational Resilience Testing: to ensure adequate ICT risk management, a digital operational resilience
testing programme is one of the priorities of financial institutions. For the proper monitoring of the effectiveness of the
resilience strategy, digital operational resilience tests must be conducted taking into account the evolution of cyber threats.
D) ICT third-party Risks Management: Third-party risk management in the ICT sector aims to provide all the
requirements for financial institutions and ICT service providers to ensure robust monitoring of the risks associated with
them. In this context, the ESAs will be responsible for: conducting off-site and on-site inspections, requesting
information, issuing recommendations and requests, and imposing sanctions.

E) Information Sharing: One of DORA’s objectives is to encourage the exchange of information on financial threats,
through the establishment of a voluntary programme to enable financial institutions to establish arrangements for sharing

and exchanging information on cyber-threat intelligence.
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BOX 1 - Smart contracts and the proposal for a Regulation on Artificial Intelligence

The adoption of innovative technologies in the financial sector is constantly growing. Among the
most promising applications, the integration of blockchain and artificial intelligence (AI) assumes
a primary role, opening new frontiers for the automation of complex processes and the creation
of next-generation systems. In this context, the proposal for a European Regulation on Artificial
Intelligence? (Al Act) is of fundamental importance.

The AI Act represents a significant step towards regulating Al in the financial sector. While the
Regulation does not intend to introduce a comprehensive and detailed standardisation of every
aspect related to Al, it provides a solid framework for the assessment and development of
innovative technologies such as smart contracts.

The Regulation is based on a risk-based approach, which classifies Al systems according to the
level of risk they pose to the fundamental rights and safety of individuals. In particular, Al systems
are classified into four risk categories:

e Not acceptable: Prohibited systems (e.g. behaviour-based social scoring).
e High risk: systems subject to specific rules and controls (e.g. staff selection, credit risk

assessment).
e Limited risk: systems subject to transparency obligations (e.g. chatbots).

e  No risk: not subject to the Regulation.

For high-risk systems, the Regulation introduces a ‘horizontal protection clause’ to prevent non-
harmful systems from being subject to too stringent rules. Specific provisions ate also foreseen
for General Purpose Artificial Intelligence (GPAI) systems, including large generative AI models.
Additional requirements are introduced for models that could pose systemic risks and specific
transparency obligations apply to systems that perform a wide range of distinctive tasks, such as
generating videos, texts, images, computing data or generating computer codes.

Beyond the specific regulatory provisions, the Al Act offers crucial food for thought for the
regulation of smart contracts. First, the proposal highlights the need for a holistic approach that
must necessarily be taken into account, given the interconnection between blockchain, Al and
smart contracts. Secondly, it stresses the importance of identifying objective criteria to classify the
level of risk associated with the different types of applications that could also include the use of
smart contracts.

The adoption of the Al Act will have a significant impact on the financial sector, leading to the
need to adapt existing practices and technologies to the new requirements. Effective regulation is
fundamental in order to ensure the responsible development of financial Al and to maximise the
benefits of this technology, while minimising risks. Among the requirements that the Al Act
introduces, attention should be paid to data governance, automatic logging, risk management,
transparency and human oversight.

Particularly significant, in the context of smart contracts, is the requirement of transparency,
functionally linked to the requitement of human supervision. The Al Act requires Al systems to
be structured in a way that allows users to ‘understand and appropriately use the system’. This
objective translates into an obligation for companies to:

e adopt XAI (eXplainable Al) systems to make the logic behind the decisions made by Al

understandable;
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e carry out a cost-benefit analysis to choose the most suitable Al system based on the

context of use;

e ensure the knowledge of the system by a common user.

In cases of processing of personal data, the access rights provided by the General Data Protection
Regulation (GDPR) at Articles 12-15 and 22 may complement what is not explicitly provided for
by the Al Act on transparency. These rights apply, for example, to scoring models used in the
financial sector, which rely to a large extent on the processing of personal data.

The new Consumer Credit Directive extends the rights of the GDPR to Al systems used, for
example, for assessing the creditworthiness of consumers. These rights include:

e the right to obtain meaningful information about the evaluation carried out and the
functioning of the automated processing;

e the right to express their point of view and to challenge the creditworthiness assessment
and the decision;

e The right to human intervention.

In addition to the GDPR and the Consumer Credit Directive, the transparency of AI models used
in financial matters is underpinned by the general principles of best interest and adequate
information vis-a-vis?*the customer. As is well known, these principles require that the
information provided by financial institutions should be appropriate to the client who receives it
and therefore in line with his information needs.

‘Appropriate’ information on the Al systems used should be instrumental in providing the
customer with an understanding of how Al determines the provision of the final financial product
ot service, thereby increasing customers’ awareness of the technologies used, for example, for the
determination of the credit rate or the provision of investment advice.

In summary, transparency is a key requirement for the responsible use of Al in smart contracts.
The Al Act, the GDPR and the Consumer Credit Directive provide an articulated regulatory
framework for the protection of users' rights. However, users’ right to information needs to be

strengthened to ensure full transparency and effective control over the information rendered by
Al models.

Below is a brief overview of the primary and secondary disciplines already adopted (2.1) and under
discussion (2.2).

2.1 Speaking of DLT? (de iure condito)

On 24 September 2020, the European Commission published a package of proposals on the
digitalisation of the financial sector, including on DLT applications, which consists of two strategic

23 The proposal for a Regulation, presented on 21 April 2021 by the European Commission, aims to establish harmonised
rules for the use of artificial intelligence on the territory of the Union in compliance with the principle of technological
neutrality and safeguarding the rights of individuals and businesses. Assuming its publication by the first half of 2024, the
Regulation would apply two years after its entry into force, i.e. from the second half of 2026.
24 Under Article 5(3) of the Consumer Code: ‘Information to the consumer, from whomever it comes, must be appropriate
to the communication technique used and expressed in a clear and comprehensible manner, also taking into account the
manner in which the contract was concluded or the characteristics of the sector, such as to ensure consumer awareness’.
25 On the definition of DLT see footnotes 1 and 2.
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communications, the Retail Payments Strategy and the Digital Finance Strategy?. As part of the latter,
the proposals led to the adoption of the following legislation:

i.  Regulation (EU) 2022/858 of 30 May 2022 on a pilot regime for market infrastructures based
on distributed ledger technology (DLT Pilot Regime);
ii.  Regulation (EU) 2023/1114 of 9 June 2023 on markets in crypto-assets (MiCAR; Markets in
Crypto-Assets Regulation);
ili.  Regulation (EU) 2022/2554 of 14 December 2022 on Digital Operational Resilence for the
Financial Sector (DORA).

The aim of the EU DLT Pilot Regulation is to remove regulatory barriers to the issuance, trading
and settlement of financial instruments issued in digital form and to support regulators in gaining
experience in the use of DLT.

In so far as is relevant here, the Regulation deals with:

o granting, withdrawing and amending authorisations to operate, including exemptions and
compensatory or corrective measures, for the management of DLT market infrastructures
(identified by the Regulation as ‘DLT multilateral trading facility, DLT settlement system or
DLT trading and settlement system’, Article 2(5));

o the functioning and supervision of the DLT market infrastructure by competent authorities;

o cooperation between operators of DLT market infrastructures, national authorities and

ESMA.

In order to operate under the Regulation, operators of DLT market infrastructures must meet specific
requirements and provide appropriate collateral. These conditions are intended to preserve: (i)
investor protection, (i) market integrity and (iii) the financial stability of the system.

On compliance with these requirements and conditions and on the appropriateness of the type of
technology used, ESMA gives a non-binding opinion when granting authorisation (Article 8(7);
Article 9(7); Article 10(7)).

Infrastructure managers using DILT?7 shall, inter alia:
g g >

® cstablish rules on the use of the technology through clear and detailed business plans and up-
to-date publicly available and detailed written documentation (Article 7(1)28). The adequacy of
the DLT technology to comply with European legislation would appear to be the main element
on the basis of which the operator is allowed to operate;

® provide clear and unambiguous information to participants, issuers and clients;

26 https:/ /finance.ec.europa.cu/ publications/digital-finance-package_en

27 The Regulation identifies three entities as operators of DLT infrastructures:

(1) the operator of a DLT MTF, i.e. an MTF, which admits only DLT financial instruments to trading. It is subject to the
requirements that apply to an MTF under Regulation (EU) 600/2014 of the European Patliament and of the Council of 15
May 2014 on matkets in financial instruments and Directive 2014/65/EU of the European Patliament and of the Council
of 15 May 2014 on markets in financial instruments;

(ii) the central securities depository (CSD) of a DLT SS, a ‘DLT settlement system’: settles transactions in DLT financial
instruments against payment or delivery. The CSD of a DLT SS shall be subject to the requirements that apply to a CSD
operating a secutities settlement system in accordance with Regulation (EU) 909/2014;

(iii) the operator of a DLT TSS, a ‘DLT trading and settlement system’ a DLT TSS or a DLT SS combining the services
provided by a DLT MTTF and a DLT SS. It is subject to the requirements that apply to an MTF under Regulation (EU)
600/2014 and Directive 2014/65/EU.

28 ‘operators shall [...] establish or document, as appropriate, rules for the operation of the distributed ledger technology
they use, including rules on access to the distributed ledger, participation of validation nodes, resolution of potential
conflicts of interest and risk management, including any mitigation measures to ensure investor protection, market integrity
and financial stability’.
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® cnsure the security, continuity and continuous transparency, availability, reliability of all I'T and
cyber devices related to the use of DLT technology, ‘including the reliability of smart contracts
used in the DLT market infrastructure. Such devices shall also ensure the integrity, security and
confidentiality of all data stored by the operators concerned and that such data is available and
accessible’ (Article 7(4));%

® preparing specific operational risk management procedures (Article 7(4)(2));

® scgregate funds and provide collateral for the DLT financial instruments. The DLT manager is
responsible for any loss of funds and guarantees (Article 7(6));

e Plan a timely and clear ‘transition strategy’: there is a strategy for the transition or reconversion

of distributed ledger technology operations into traditional market infrastructures where: (i) the
total value of DLT financial instruments reaches EUR 9 billion (Article 3(3)); (i) there is a
voluntary or involuntary cessation of the operation of the DLT market infrastructure; (iii) a
specific authorisation or exemption granted under the DLT Pilot Regime is revoked or
otherwise suspended (Article 7(7)).
With regard to the withdrawal or suspension of authorisation, the case most frequently referred
to in the Regulation is that in ‘the operation of the distributed ledger technology used or in the
services and activities provided by the operator [..]| a flaw has been detected which represents a
risk to investor protection, market integrity or financial stability and the defect has greater weight
than the benefits offered by the services and activities being tested’ (see Article 8(12); 9,
paragraph 12; 10, par. 12);

® cooperate closely with the competent authorities designated by the Member States of the Union
and submit a six-monthly report.

In addition, operators, in order to be authorised under the DLT Pilot Regime, must demonstrate that

they:

® comply with sufficient prudential requirements to meet liabilities and compensate clients;

® have taken appropriate measures for the safekeeping of clients' DLT assets;

® have put in place and implemented measures to ensure investor protection and to handle
customer complaints and disputes, including through digital media. The International
Organization of Financial Market Supervisory Authorities (IOSCO) published a report in
January 2021 [25] describing good practices for developing and improving complaint-handling
procedures and mechanisms for retail investors. IOSCO prioritises investor protection through
access to independent, affordable, fair, accountable, timely and efficient dispute resolution
mechanisms.

Another important application of DLT is crypto-assets, which in the context of the European Union,
are regulated by MiCAR. Crypto-assets are digital representations of value or rights that can be
transferred and stored electronically, using DLT or a similar technology. MiCAR regulates the
issuance and trading of e-money tokens (EMTS), asset-referenced tokens?® (ARTs)3! and unbacked

crypto-assets (also called ‘other than’), as well as the provision of crypto-asset services (e.g. custody,

2 Recital 41 states that: ‘DLT market infrastructures should have specific effective IT and cyber arrangements regarding
the use of distributed ledger technology. Those tools should be proportionate to the nature, scale and complexity of the
business plan of the operator of the DLT market infrastructure. Those tools should also ensure the continuity and
continuous transparency, availability, reliability and security of the services provided, including the reliability of any smart
contracts used, regardless of whether those smart contracts are created by the DLT market infrastructure itself or by third
parties as a result of outsourcing procedures. DLT market infrastructures should also ensure the integrity, security,
confidentiality, availability and accessibility of data stored in the distributed ledger. The competent authority of a DLT
market infrastructure should be allowed to request a verification to ensure that the general IT and cyber tools of the DLT
market infrastructure are fit for purpose’.

30 A type of crypto-asset that aims to maintain a stable value by referring to the value of an official currency.

31 A type of crypto-asset that is not an e-money token and that aims to maintain a stable value by reference to another value
or right or a combination of the two, including one or more official currencies.
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exchange for official currencies, exchange between crypto-assets, trading). In this way, a specific and
harmonised framework for markets in crypto-assets is introduced at European Union level, with the
aim of defining specific rules for crypto-assets and related services not yet covered by the existing
financial services legislation. MiCAR, in addition to providing safeguards to protect users and
prudential aspects, contains specific provisions aimed at safeguarding financial stability and the
smooth functioning of payment systems and addressing the risks to monetary policy that could arise
from crypto-assets. However, MiCAR, while basing the definition of crypto-assets on the concept of
DLT, does not regulate aspects related to the underlying technology, which should be described in
the white paper, ie. the document containing the information on each crypto-asset, the entities
issuing or offering it, the rights and obligations attached and the related risks.

Crypto-assets already regulated by law that fall under the definitions of financial instruments,
deposits, funds (except where they qualify as e-money tokens), securitisation instruments, insurance
products and pension products are outside the scope of MiCAR. Tokenised financial instruments are
therefore regulated by MiFID 2, as well as by the DLT Pilot Regime Regulation and by the national
transposing legislation. The MiCAR will be fully applicable from 30 December 2024 but Titles 111
and IV (relating respectively to the issuance of ART and EMT) apply from 30 June 2024. The
technical standards (RTS and ITS) and guidelines that will complement the MiCAR framework, are
currently being defined at EU level. In the meantime, on 21 February 2024, the draft legislative decree
was put into public consultation with the provisions for the adaptation of national legislation to
MiCAR and which, in particular, identifies the Bank of Italy and CONSOB as the competent national
authorities.?

2.1.1 Anti-Money Laundering/Countering the Financing of Terrotism (AML/CFT)

Due to the typical characteristics of the blockchain technology they use, smart contracts, under
specific conditions, could contribute to the implementation of measures to mitigate the risks of
money laundering and terrorist financing. Moreover, the interrelationships between smart contracts
and cryptoassets are significant, as is the rapid evolution of the anti-money laundering rules applicable
to the latter.

The fifth Anti-Money Laundering Directive (Directive 2018/843, cd. ‘“AMLDS5’) included some
virtual currency service providers (i.e. exchange and wallet service providers) as obliged entities. The
Italian legislator had already introduced similar legislation with the Legislative Decree 90/2017
(implementing the Fourth Anti-Money Laundering Directive). The Legislative Decree 125/2019
(implementing the AMLD5) then extended the scope of the activities of Virtual Asset Service
Providers (VASPs) subject to anti-money laundering obligations to?? include any service functional
to the use, exchange and storage of virtual assets. *

In 2021, the European Commission presented a package of legislative proposals on the argument
(the ‘AML Package’), which extends and precisely defines the group of entities subject to AML/CFT
obligations, including crypto-asset service providers (CASPs) as defined by the MICA Regulation,
and introduces specific rules for the information accompanying transfers of crypto-assets, in order
to increase transparency and traceability in line with FATF standards.

32 https://www.dt.mef.gov.it/en/department/public consultations/micar.html.

3 On both occasions, national regulatory measures have set out a broader framework than that provided for in the
directives, in order to cover, on the one hand, the risks associated with the use of virtual currencies and, on the other, the
Recommendations issued by the FATF (see the legislation on the prevention of money laundering: authorities, rules and
controls — Anti-Money Laundering Notebooks — Analysis and Studies No 20, 2023).

34 See Article 1(2)(ff) and (ff-bis) of Legislative Decree 231/2007.
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Specifically, the rule requires crypto-asset service providers to collect and make accessible to the
authorities certain information relating to the payer and the beneficiary of transfers, thereby ensuring
their traceability and facilitating the identification of suspicious transactions.?

However, this approach does not fully exhaust the risk associated with the anonymity of transactions,
as virtual currency transfers can take place even without the involvement of a service provider that is
the recipient of the AML/CFT obligations. This risk may become even more acute in the context of
decentralised finance, in the most extreme forms of which it would be possible to set up service
platforms in ‘decentralised’ virtual assets, which may not be easily traceable to entities subject to
AML/CFT obligations. Cutrently, some platforms do not adopt such control tools (i.e. KYC
procedures) and are therefore more attractive for illicit purposes?” than providers of services in

‘centralised’ virtual assets.

The European legislator is aware of this and states in recital 9 of the Fifth Anti-Money Laundering
Directive:® ‘the inclusion of service providers whose activity consists in the provision of exchange
services between virtual assets and real assets and digital wallet service providers does not fully
address the problem of anonymity of virtual currency transactions: in fact, since users can carry out
transactions even without having recourse to such providers, a large part of the virtual currency
environment will remain characterised by anonymity.’

In other words, the current legislation does not apply to transactions carried out in the absence of
intermediaries [85] for which the problem of anonymity clearly emerges; furthermore, it does not
consider the differences between different blockchain technologies (i.e. private and public,

permissioned and permissionless, etc.).

The investigation into the technical aspects of blockchains and smart contracts therefore leads to
considering the potential of these technologies for storing information and tracing transactions. In
fact, a transaction carried out through blockchain platforms that have appropriate technical and
governance characteristics to achieve these objectives, could be transparent and unchangeable as well
as secure and traceable. In this context, smart contracts used in the financial sector on blockchain
with the characteristics that allow the identification of the parties to the transaction and their
traceability, can also be an opportunity for banks and financial intermediaries to facilitate the
fulfilment of AML/CFT obligations. In-depth studies in this direction could allow synergies to be
identified for the benefit not only of obliged entities, but also of the activities of the competent
authorities for the control and monitoring of transactions.

2.1.2 Experimental initiatives: the European Blockchain Regulatory Sandbox

On 14 February 2023, the European Commission launched a European Blockchain Regulatory
Sandbox for innovative use cases involving Distributed Ledger Technologies and/or Blockchain.?

3 The proposal for a Regulation of the European Parliament and of the Council on information accompanying transfers
of funds and certain crypto-assets (recast) — COM(2021) 422 final — is being finalised. One of the innovative elements of
the proposed Regulation is that all information on the originator (asset owner) ‘travels’ simultaneously with the transfer of
the crypto-asset (the travel rule), regardless of the amount of crypto-assets involved in the transaction.

36 The matter is being brought to the attention of several authorities. In a recent report by the U.S. Treasury Department,
it is reported that the level of decentralization pursued by such platforms would be verified on a case-by-case basis. In fact,
a certain degree of centralization remains, referring for example to the group of subjects who maintain the code of these
applications or who hold the administrative keys.

37 See the Report of the International Organisation of Financial Market Supervisory Authorities cited [27].

38 Directive (EU) 2018/843 of the European Patliament and of the Council of 30 May 2018 amending Directive (EU)
2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing,
and amending Ditectives 2009/138/EC and 2013/36/EU.

3 https:/ /digital-strategy.cc.curopa.cu/en/news/commission-launches-european-regulatory-sandbox-blockchain.
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The initiative builds on the need to overcome the current legal uncertainty caused by complex
governance of the process. The new methodology aims to simplify and strengthen the dialogue
between regulators and innovators. Specifically, the Commission identifies regulatory barriers to the
rollout of solutions, and provides advice, experience and regulatory guidance in a safe and secute
environment for participants.

Briefly, the Commission will use operators to investigate the technical aspects of these technologies,
while operators will help identify best practices for the market,*’ following the participatory regulation
process (see below, BOX 3 — Participatory regulation).

2.2 Concerning smart contracts (de iure condendo)

The proposal for a Regulation by the European Parliament and the Council on harmonised rules on
fair access to and use of data, published on 23 February 2022 (Data Act), aims to establish a
framework of interoperability measures, including procedural measures, for the creation of a single
internal market for data, in line with the European Data Strategy. Data governance is the cornerstone
of the European Digital Transition Programme*' and the Green Action Plan.

Among the objectives of the proposal, there is the definition of rules for the ‘smart contract’, defined
as a ‘computer program stored in an electronic registry system in which the outcome of the execution
of the program is recorded in the electronic registry’ (Article 2, point 16 - ‘Definitions’), considered
a tool potentially able to ‘provide data holders and recipients with guarantees of compliance with the
conditions for data sharing’ (paragraph 1 of the Report - ‘Context of the proposal - Reasons and
objectives of the proposal’).

40 The criteria for selecting candidates clarify the fact that the initiative is not merely exploratory but has a strong impact on
the ground: Priority will be given to more mature use cases for the development of which legal issues of wider relevance
arise and are already being brought to the attention of European regulators. Specifically:

- As for the participants in the call (lett. A - ‘Identity and eligibility of the applicant’), the Sandbox is open to companies
from all industrial sectors and public bodies for projects that go beyond the proof-of-concept phase and are already
close to the market or at an early stage of operation;

- asregards thesuitability of the use case (lit. B — ‘Elibigility of the use case’), the call requires that this has been validated
in a ‘relevant environment’; furthermore, it must be determined in the context of EU-funded projects and in particular
projects funded under the Horizon 2020 and Horizon Europe framework programmes;

- thelevel of development of the use case (paragraph D — ‘Maturity of the use case’), the call specifies that the use cases
closest to commercialisation will obtain a higher score based on the assessment of the maturity of technological
solutions in the context of EU-funded projects and in particular projects funded under the Horizon 2020 and Horizon
Europe Framework Programmes;

- as regards the link with regulatory issues in all industrial sectors (lit. E — ‘Link with novel regulatory issues across

industry sectors’) and relevance to EU policy priorities (lett. F — ‘Relevance with the EU’s wider Policy Priorities’),

the Commission objectively verifies the continuity of the use case presented with the topics already on the European
debate tables and still under development;

- the Commission is interested to know if the participant is assisted by one or more European and/or national
regulators and to indicate which in particular (lett. H — ‘Regulator support’).

41 See: European Commission, Annexes to the Commission Work Programme 2020 — ‘A Union that strives for more’
COM(2020) 37, 29 January 2020, p. 4 (“ 2.2. A Europe fit for the digital age: A new European data strategy will allow us to
make the most of the enormous value of non-personal data, an ever-expanding and reusable resource in the digital economy.
The Commission also intends to present ‘a new Digital Services Act [that] will strengthen the single market for digital
services and help provide smaller businesses with the legal clarity and level playing field they need’ [...], ‘review the Directive
on security of network and information systems and put forward initiatives to make digital finance more robust against
cyber-attacks, including a proposal on crypto-assets’.
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The Data Act regulates three central aspects related to each other: (i) access, (i) use and (iii)
interoperability of data. In all three areas, the proposal for a regulation refers to the smart contract as
a tool available to the data space operator.*?

(@) In Chapter IIT (‘Obligations for data holders required by law to make data available’), Article 11
classifies smart contracts among the technical protection measures that the data holder*> may use to
prevent unauthorised access to data and to ensure compliance with Articles 5, 6, 9 and 10 ,* as well
as with the contractual clauses agreed for making data available.

However, the smart contract, together with any other technical protection measures that may be
adopted, must not ‘obstruct the user’s right to effectively provide data to third parties pursuant to
Article 5 or any right of third parties pursuant to Union law or national legislation implementing
Union law referred to in Article 8(1)” (Article 11(1), second paragraph).

The Data Act, read together with the working documents that preceded its publication,* confirms
that, in balancing the different requirements, data shatring (the content of a right for the uset, on the
one hand, and an obligation for the holder, on the other) prevails over the protection of data against

misuse.

(i) Chapter VIII of the Data Act (‘Interoperability’)* sets out minimum conditions to promote
interoperability in smart contracts and identifies some essential requirements that operators have to
comply with.

In particular:

e with regard to interoperability, Article 28 requires operators drawing up smart contracts to
provide ‘the means to enable smart contracts to be interoperable within the framework of their
services and activities’ (Article 28(1) (d)). This provision provides a presumption of conformity
for smart contracts that meet the conditions set out in harmonised standards adopted by
European standardisation organisations at the request of the Commission, in accordance with
the Regulation on European standardisation (Regulation (EU) 1025/2012). Furthermore, in the
absence of such harmonised standards, it is provided that the Commission may adopt, by means
of implementing acts, common specifications relating to each requirement referred to in
paragraph 1;

e with regard to data sharing, Article 30 is addressed to the ‘seller of applications using smart

contracts or, in his absence, the person whose commercial, business or professional activity

42 See: 2018, White Paper on ‘Recommendations for the adoption of common standards in Europe on blockchain and
DLT’ by CEN (European Committee for Standardisation) and CENELEC (European Committee for Electronic
Standardisation); 2018, European Parliament, ‘How blockchain technology could change our lives’ (in which the economic
and social impact of blockchains is analysed and the benefits highlighted); 2018, EBP (European Blockchain Partnership),
Declaration signed by 22 countries for the creation of the EBSI (European Blockchain Services Infrastructure) with the
aim of ensuring the provision of cross-border digital public services with the highest standards of security and privacy.

43 The Proposal for a Data Regulation defines the data holder as ‘the natural or legal person who has the right, obligation
[...] or, in the case of non-personal data and by controlling the technical design of the product and related services, the
ability to make certain data available’ (Article 2(6)).

4 These articles are contained both in Chapter II (‘BUSINESS TO CONSUMER AND BUSINESS TO BUSINESS
DATA SHARING’) in which they relate to the obligation of the data holder to make available to third parties the data
generated by the use of a product or related service, at the request of the user (Article 5), or to the obligation of the third
party receiving the data to use them only for the purposes and under the conditions agreed with the user (Article 6); both
in Chapter 111, with reference to the fair compensation agreed for the making available of data between the holder and the
recipient (Article 9) and to the resolution of disputes through out-of-court bodies (Article 10).

4 Buropean Parliament resolution of 3 October 2018 on distributed ledger and blockchain technologies ‘building trust
through disintermediation’ (2017/2772 (RSP)); European Patliament resolution of 13 December 2018 on blockchain ‘a
forward-looking trade policy’ (2018/2085(INI)); European Partliament resolution of 25 Matrch 2021 on ‘A European strategy
for data’ (urges the Commission to present a Data Act) (2020/2217/INI)).

4 ‘Interoperability: the ability of two or more data spaces or communication networks, systems, products, applications or
components to exchange and use data to perform their functions’ (Article 2(19)).
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involves the implementation of smart contracts for others in the context of a data provision
agreement’. These entities must ensure that the smart contract meets four key characteristics:

a) robustness: it must have been designed in such a way as to offer a high degree of
robustness in order to avoid functional errors and to withstand manipulation by third
parties (Article 30(1)(a));

b) safe termination and interruption: it must provide for a mechanism to stop the
continuous execution of transactions.*’ In particular, ‘[the smart contract must]
include internal functions that can reset it or instruct it to stop or stop its operation
in order to avoid future (accidental) executions’ (Article 30(1)(b));

c) data storage and continuity: in the event that it is necessary to terminate or
deactivate a smart contract, it is necessary to ‘provide for the possibility of storing
transaction data and the logic and code of the smart contract to keep track of the
operations carried out on the data in the past (verification)’ (Article 30(1)(c));

d) access control: a smart contract must be protected by strict access control
mechanisms at the level of governance and of the smart contract itself (Article 30(1)

(d))-

(iif) Article 30 requires obliged entities, seller and/or entrepreneur or professional, to catry out an
assessment of the compliance of smart contracts with these requirements and to issue an EU
declaration of conformity.

Seller and/or entrepreneur or professional shall be responsible for the correspondence of the EU
declaration of conformity with the essential requirements of Article 30(1).

The standard also introduces a presumption of conformity for smart contracts that meet harmonised
standards adopted in accordance with the rules of the European Standardisation Regulation that
impose requirements similar to those of Article 30(1) (Article 30(4)).

Regulatory power in this area is shared between the Commission and the European standardisation
organisations (CEN, CENELEC, ETSI). The latter shall develop European standards at the request
of the Commission. The rules ‘take into account the public interest and policy objectives clearly
specified in the Commission’s request and are based on consensus. The Commission shall lay down
the content requirements to be met by the document and a time limit for its adoption’ (Article 30(5)).
The Commission intervenes with its own implementing acts containing common specifications only
where harmonised standards are lacking or insufficient (Article 30(0)).

3. Italian regulations on smart contracts (de iure condito)

In Italy, the legislator paid attention to the phenomenon and has intervened promptly, compared to
other countries, having already partially regulated smart contracts in 2018.

The ‘Dectreto Semplificazioni’ 135/2018, converted with amendments by the Law Nr. 12 of 11
February 2019, allowed the use of distributed ledger technologies and their applications, including
smart contracts, and established a framework for regulating the legal effects reagarding their use.

Article 8b(2)* of Law Decree Nr. 135/2018 states that:

47 This is a prescription opposed by the scientific community on the assumption that an interruption of the mechanism of
the smart contract imposed by regulation would affect an indispensable requirement of blockchain technology:
‘immutability’. The proposed Data Act (..) ‘would put smart contract immutability in check, thus challenging technology’s
survival. Immutability indeed differentiates smart contract from other contractual methods; it creates value’ [26].

48 Furthermore, in paragraph 1, the legislator defines distributed ledger technologies as I'T technologies and protocols “which
use a shared, distributed, replicable, simultancously accessible, architecturally decentralized register on cryptographic bases,
such as to allow the recording, validation, updating and storage of data both in the clear and further protected by
cryptography verifiable by each participant, not alterable and not modifiable’.
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‘A smart contract is a computer program that operates on distributed ledger technologies
and whose execution automatically binds two or more parties based on predefined effects
stipulated within the contract itself.’

With reference to the legal effects, Article 8b(2) establishes that smart contracts ‘satisfy the
requirement of written form’, provided that the interested parties have been previously identified
electronically. The rule assigns to the Agenzia per I'Italia Digitale (AgID) the task of defining, through
guidelines, the requirements for carrying out I'T identification. Although a structured contribution is
not yet in force, a first step in this direction has been proposed by AgID with the drafting of
‘Guidelines for the Modelling of Threats and Identification of Mitigation Actions Conforming to the
Principles of Secure/Privacy By Design’, and in patticular with reference to the ‘Best Practices of
Secure Design for Architectures Based on Distributed Registers (DLT)’. AglD proposes a high-level
analysis of the integrity, availability and confidentiality requirements of a DLT system, with a
particular focus on infrastructure components such as the network, data structure and consensus
algorithms. Finally, the AglD Guidelines identify smart contracts as the most critical component of
DLT; however, they merely suggest a traditional secure-coding approach in software development,
without detailing specific threats and vulnerabilities of smart contracts. In fact, the recent provision
of 15t June 2023 on surety guarantees,* in implementation of Article 26 of the Code of Contracts
(Legislative Decree 36/2023), led AgID to issue a decision defining the technical requirements and
certification procedures for digital supply platforms.50 In this decision, the AglD recognzses among
the conditions that surety guarantee platforms must meet, the requirement to write surety guarantees
using smart contracta. Also on this occasion, the AglD merely provides, for the use of this
instrument, a single condition regarding the characteristics the entity must possess to issue
guarantees, not those concerning the technology used.>!

Article 8b (3) also states that, where distributed ledgers comply with the technical standards identitied
by the Agenzia per I'Italia Digitale, the storage of an I'T document using distributed ledger technology
‘produces the legal effects of the electronic time stamp referred to in Article 41 of Regulation (EU)
910/2014 of the European Parliament and of the Council of 23 July 2014’ on electronic identification
and trust services for electronic transactions in the domestic market. The reference to the Regulation
implies that the data recorded in the blockchain: (a) is assighed a certain date and (b) is recognized as
having legal effects and admissibility as evidence in coutt.

In this regard, the eIDAS Regulation provides the principle of non-discrimination of electronic
documents compared to paper documents: the legal effects of the document cannot be denied solely
because of its electronic form or because it does not meet the requirements of the advanced electronic
signature.’? By distinguishing the different types of electronic signatures (simple, advanced and
qualified),’® which differ in the degree of security they provide in identifyingi the signatory and
providing the document’s authenticity, 5 the eIDAS Regulation leaves it to the national regulators of
each European country to define the legal effects of the different electronic signatures.

49 Chapter 6 ‘Guarantee management platforms’.

50 Ruling 137, in agreement with ANAC and the Prime Minister’s Office — Department for Digital Transformation

51 Paragraph 6.2-5.2 specifies that: ‘the writing of the guarantee issued in the distributed ledgers is carried out by means of
a smart contract that must ensure that this operation is possible only by a person who is allowed to issue guarantees pursuant
to Article 106(3) of the Code is authorised to write in the distributed ledger, subject to electronic identification with a
significant or high level of guarantee with reference to the eIDAS Regulation’.

52 Recital 49 and Article 25(1) ‘Legal effects of electronic signatures’. Furthermore, Recital 48 states that ‘Although a high
level of secutity is necessary to ensure mutual recognition of electronic signatures, in specific cases such as in the context
of Commission Decision 2009/767/EC, electronic signatures with a weaker security guarantee should also be accepted’.

53 Section 4 (‘Electronic signatures’), Articles 25-34 of the Regulation.

5 Article 8(3) of the eIDAS Regulation (‘Guarantee levels of electronic identification schemes’). The degree of trust
achievable depends on the complexity and quality of the systems used.
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In Italy, qualified electronic signatures are widespread and also known as digital signatures,
representing the highest level of security for an electronic signature. It is not, therefore, a simple
electronic signature, but a specific type of signature that requires the use of a qualified certificate and
employs encryption. According to the provisions of the Code of the Digital Administration, which
identifies its characteristics and functioning (Articles 24 to 37), a digital signature> grants legal value
to documents®” and is equivalent to the signature of a paper document (handwritten signature)>® as it
guarantees the security requirements required by the legislation.”® Therefore, the technical-IT process
for the creation of this type of electronic signature is based on the concepts of:

— authenticity: to ensure that the person who signed the document has also taken responsibility
for its content;

— integrity: to demonstrate that the document, from the moment it was signed until the moment
it was used, has never been modified;

— non-repudiation: to ensure that the person who signed the document by means of an electronic
signature cannot disregard it; this means that in case of disputes it will not be possible to prove

that the owner of the electronic signature did not sign that document.

On a practical level, with reference to the legal effects deriving from the use of electronic signatures,
the Code of the Digital Administration® states that the legal value of advanced and qualified
signatures is that of a handwritten signature, while the other levels of electronic signatures have merely
probative value. Specifically, following the use of the simple electronic signature, it is for the court to
assess the reliability of the signature because of the security, integrity and immutability characteristics
of the system used to affix the electronic signature.

With regard to advanced and qualified electronic signatures, the law establishes the requirements of
security, integrity and unchangeability of the systems used and therefore the traceability of the
signature to the author. The distinction between the two signatures affects the burden of proof in the
event of a dispute of the signature in court: for advanced electronic signatures, if the person against
whom the document is produced fails to comply with his handwritten signature, the burden of proof

55 In Italy, according to the Digital Administration Code (CAD) and the then CNIPA Resolution 45 of 21 May 2009, the
three formats allowed for qualified electronic signatures are: Cades (CMS Advanced Electronic Signatures, which creates a
cryptographic envelope with an extension of .p7m); Pades (PDF Advanced Electronic Signature, which creates a
cryptographic envelope always with an extension .pdf); Xades (XML Advanced Electronic Signatures).

5 Article 1 of the CAD provides the definition of a digital signature: ‘A particular type of qualified signature based on a
system of cryptographic keys, one public and one private, interrelated, which allows the holder (electronic signature) via the
private key (and a third party) via the public key, respectively, to make manifest and verify the provenance and integrity of
an IT document or set of IT documents’.

57 Art. 24 of the CAD: ‘The digital signature must refer unambiguously to a single person and to the document or set of
documents to which it is affixed or associated. The affixing of a digital signature complements and replaces the affixing of
seals, hallmarks, stamps, markings and marks of any kind for any purpose provided for by the legislation in force’.

58 The definition of handwritten signature is that provided for in Article 8 of Royal Decree 1669-1933 of the Law on Change:
‘Every underwriting of a promissory note must contain the full name or business name of the person who undertakes to
do so. However, a subscription in which the name is abbreviated or indicated by the initial alone shall be valid’.

5 Under Article 35 of the CAD, the devices and procedures used to generate signatures must have security requirements
that ensure that the private key (a) is confidential; it cannot be derived and its signature is protected against counterfeiting;
be sufficiently protected by the holder against use by third parties. In addition, these devices must meet the requirements
set out in Annex II to the eIDAS Regulation.

00Art. 20, paragraph la: The electronic document meets the requirement of written form and has the effectiveness provided
for in Article 2702 of the Civil Code when it is affixed with a digital signature, another type of qualified electronic signature
or an advanced electronic signature or, in any case, is formed, after computer identification of its author, through a process
having the requirements set by the AgID pursuant to Article 71 in such a way as to guarantee the security, integrity and
immutability of the document and, clearly and unequivocally, its traceability to the author. In all other cases, the suitability
of the electronic document to meet the requirement of written form and its probative value are freely assessable in court,
in relation to the characteristics of security, integrity and immutability. The date and time of the IT document shall be
enforceable against third parties if affixed in accordance with the Guidelines’.
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lies with the other party; with regard to qualified electronic signatures, the burden of proof lies with
those who claim that the signature is not valid.

Moreover, the difference in the effectiveness of strong signatures (advanced and qualified) also
concerns the type of acts that can be signed in this way. If, in fact, the qualified electronic signature
and the digital signature can be adopted for each of the acts provided for in Article 1350 of the Civil
Code ‘Acts to be done in writing’, the advanced electronic signature can be used only for the acts
expressly provided for in point 13 (Article 21(2-bis) of the CAD).

Ultimately, only qualified electronic signatures are legally recognized in all Member States of the
European Union.

There are some gaps and ambiguities in Article 8b. The definition of smart contracts is general, and
somewhat generic [17]. It refers to the execution of the program, other than the contractual execution,
and therefore implicitly presupposes a prior phase of the formation of the agreement. The provision
also qualifies the smart contract as legally binding on the parties, leading many to believe that the
smart contract itself is source of the legal constraint.

Precisely, these critical issues suggest conducting this work on the characteristics of smart contracts
in a holistic way, considering both national and international scientific debate and the regulatory
choices made by legislators in other countries.

In this regard, the ‘Fintech Decree’®! by which the Italian legislator transposed the Regulation (EU)
2022/858 (DLT Pilot Regime), which establishes a pilot regime for market infrastructures based on
‘Distributed Ledger Technology’ and the simplification of Fintech experimentation, is particularly
relevant. The provisions of the DLT Pilot®? introduce the necessary regulatory framework for issuing
and trading of tokenised financial instruments. The possibility of tokenising various goods, products
or services and thus generating a token in the virtual world and linking it to a real-world good through
a smart contract, could have a significant impact in terms of increasing speed and security, but also
reducing transaction costs.

Specifically, the DLT Pilot considers smart contracts as one of the elements that can be used by the
DLT market infrastructure in carrying out activities, and whose reliability must be guaranteed as much
as the continuity, transparency, availability, reliability and security of the services and activities that
infrastructure managers offer through IT and cyber devices related to the use of their distributed
ledger technology®? [27, 28, 29].

In this perspective, aimed at ‘capturing’ the phenomenon of smart contracts in their complexity, the
work attributes central importance to the legal doctrine that has addressed the issue of defining the
state of the art, to which is added a recognition on the regulatory level, also in a comparative manner.
For further details on this second aspect, please refer to BOX 2 — Comparative analysis at
first and second level.

1 Decree Law 52 of 17 March 2023, converted into Law 52 of 10 May 2023 establishing urgent provisions on the issuance
and circulation of certain financial instruments in digital form and simplifying Fintech experimentation.

02 More generally, the DLT Pilot aims to enable the use of new technologies, in line with market needs, and to make DLT
market infrastructures interoperable with those of the traditional financial system.

03 Article 7(4) of the DLT Pilot ‘Additional requirements for DLT market infrastructures’.
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BOX 2 — Comparative analysis of primary and secondary legislation

In the comparative analysis of the legislation of different jurisdictions on Distributed Ledger
Technologies and/or blockchain and related softwate applications commonly referred to as smart
contracts, the focus was mainly on jurisdictions of the Member States of the European Union.

The jurisdictions were selected according to a ‘snowball’ or ‘snowball’ research methodology, based
on the information found online.

The final sampling counts around fifty jurisdictions. For this reason, the results of this survey do
not claim to be exhaustive.

For each jurisdiction, the DLT/blockchain and smart contract areas were analysed sepatately
according to the following variables.

With regard to the DLT/blockchain:
* legislation;
* legal definition of DLT/blockchain;
* any additional conditions;

* presence of regulatory acts (i.e. secondary rules).

With regard to smart contracts:
e legislation;
* legal definition of smart contracts;
* qualification of smart contracts as mere software;
* qualification of smart contracts also as a contract;

* possible legal effectiveness of smart contracts.

Each variable was analysed according to a binary approach, verifying for each the presence of data
(Y) or its absence (N). For each thematic area, information on the presence or absence of
legislation was considered ‘preclusive’ of all others. In other words, the research on the other
variables was based on the positive result for the variable ‘legislation’.

Results of the analysis

The analysis highlights the absence of legislation targeting specifically DLT/blockchain in the
majority of jurisdictions considered. The jurisdictions for which legislative activity has taken place
are mostly European, with a few sporadic exceptions (e.g. Israel where legislation on digital assets
is in the process of being approved). Some States of the United States of America have also
legislated in this regard (e.g. Wyoming).

As for smart contracts, no specific legislation was found in the jurisdictions considered, except for
the legislation of Wyoming, Arizona and Tennessee. Wyoming’s legislation broadly encompasses
digital assets in general and contains a definition of smart contracts, such as ‘an automated
transaction, as defined in W.S. 40-21-102(a)(ii), or any substantially similar analogue, which is
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comprised of code, script or programming language that executes the terms of an agreement, and
which may include taking custody of and transferring an asset, or issuing executable instructions
for these actions, based on the occurrence or non-occurrence of specified conditions’. The Arizona
legislature (Ariz. Rev. Stat. Ann. § 44-7061 (2018)) defines smart contracts as ‘an event-driven
program, with state, that runs on a distributed, decentralized, shared and replicated ledger and that
Tennessee (Tenn. Code Ann. § 47.10.202 (26 March 2018)) can take custody over and instruct
transfer of assets on that ledger’. The Tennessee system further specifies the activities carried out
by smart contracts, defined as ‘an event-driven computer program, that executes on an electronic,
distributed, decentralized, shared, and replicated ledger that is used to automate transactions,
including, but not limited to, transactions that:

c Take custody over and instruct transfer of assets on that ledger;
. Create and distribute electronic assets;

c Synchronize information; or

c Manage identity and user access to software applications.’

In addition to the aforementioned American States, in the panorama of the systems considered,
the Malta Digital Innovation Authority Act, 2018, must be mentioned, where smart contracts are
defined as a ‘form of innovative technology’ arrangement consisting of::

(a) a computer protocol; and, or

(b) an agreement concluded wholly or partly in an electronic form, which is automatable and
enforceable by execution of computer code, although some parts may require human input and
control and which may also be enforceable by ordinary legal methods or by a mixture of both.’

In addition, Israel appears to be in the process of approving a general law on smart contracts.

On the international scene, the laws of Vermont must also be mentioned, where a definition of
Blockchain is found as ‘a cryptographically secured, chronological, and decentralized consensus
ledger or consensus database maintained via the Internet, peer-to-peer network, or other
interaction’ and a discipline on digital records that ‘shall considered a recotd of regularly conducted
business activity pursuant to Vermont Rule of Evidence 803(6) unless the source of information
or the method or circumstance of preparation indicated lack of trustworthiness’ (12 V.S.A. 1913,
Title 12, Chap. 081 of 30 May 2018); Ohio, which defines ‘electronic record’ as ‘a record created,
generated, sent, communicated, received, or stored by electronic means’ and ‘electronic agent’ as
‘a computer program or an electronic or other automated means used independently to initiate an
action or respond to electronic records or performances in whole or in part, without review or
action by an individual’; and Nevada, where an ‘electronic record’ is defined as a ‘record created,
generated, sent, communicated, received or stored by electronic means’. (Nev. Rev. Stat. Ann. §

719.09.0).

In Europe, the Lichtenstein Blockchain Act of January 2020 includes a definition of ‘trustworthy
technology’, understood as ‘technologies through which the integrity of Tokens, the clear
assignment of Tokens to TT Identifiers and the disposal over Tokens is ensured’ and ‘trustworthy
technologies systems’ defined as ‘transaction systems which allow for the secure transfer and
storage of Tokens and the rendering of services based on this by means of trustworthy technology’.
Without entering into the field of smart contracts, the Liechtenstein legislature pays attention to
the underlying market infrastructure, laying down general requirements relating to: i) certainty of
the allocation of tokens and ii) secutrity of the transfer of tokens.
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From the above framework, it can be concluded that the Italian case remains, to date, unique in

Europe from the legislative point of view.

Most European legal systems (in particular France, Germany, Luxembourg, Poland, Switzerland)
have set up rules on securities tokens, with widely varying guidelines regarding the definition of
the regulated subject matter and, therefore, the identification of which securities tokens fall under
the new rules. German law, for example, regulates only tokens representing bearer securities, Polish
law only unlisted shares, French law all securities not subject to a dematerialisation regime, while
Luxembourg and Switzerland seem to open (albeit in different ways given the subordination of
the former to supranational legislation, in particular CSDR) to the tokenisation of most securities.
From this perspective, these legal systems impose obligations on DLT service providers only to
the extent that they facilitate the trading of relevant securities.

Finally, in this work we have adopted an interdisciplinary perspective. Law and technology require a
comprehensive overview. Technical aspects supported by the best scientific literature will therefore
also be considered, as far as they can help in the legal analysis of the assumptions and consequences
of the use of smart contracts.

It is possible to make a methodological choice precisely on the basis of the Italian legislation, which,
as has been pointed out, does not clearly distinguish between the execution of the contractual
agreement and the execution of the computer programs. Therefore, the analysis will proceed with a
firm distinction between smart contracts and smart legal contracts, in order to assess their legal
advantages and limitations.

Section II - Doctrine: Themes and Issues

4. The different approaches to the nature of smart legal contracts

Understanding the legal nature of the smart legal contract and proceeding to its qualification is
considered essential by the legal doctrine, both to establish the use cases and to identify the applicable
regulation. Therefore, assessing whether the smart legal contract has the sole function of
automatically execute certain contractual obligations, or whether it can be considered as a real
contract is obviously not only a theoretical issue. It determines significant practical consequences
regarding the technical characteristics that technology must guarantee to ensure compliance with
regulatory requirements and enable the legal effects desired by the parties.

Qualification entails the need of identifying the constraints that regulate the entire lifecycle of the
contractual relationship, taking into account the different rules operating in different sectors and
different types of customers involved.

That said, there are three main approaches proposed by the legal literature to adress the issue of
smart legal contracts.
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4.1 Smart legal contracts as a mechanism of fulfilling obligations

According to this approach, the smart legal contract is a computer program used only to execute, in
whole or in part, a contract. It serves as a computerized transaction protocol that automatically
executes orders (in this case, the terms of an off-chian contract) upon the occurrence of
predetermined conditions.

A smart legal contract does not represent, therefore, according to this thesis, t a real contract, but
rather the software (or information protocol) developed for its execution [30]. In this sense, a smart
legal contract is ‘programmed’ so that it does not need additional rules to those incorporated in the
code and is, therefore, (self-)sufficient [31, 32, 33, 34, 35]. The terms and conditions of the contract,
agreed between the parties, written in code and stored in the blockchain, become verifiable,
immutable and irrevocable [36]. When the requirements of the agreement are met, the smart legal
contract evaluates the terms defined by the agreement (following an ‘if-then’ logic) and, if
possible,automatically enforces the expected effects, such as approving the exchange of a token
between the parties.

The automation of the execution of the smart legal contract ensures compliance. The blockchain
architecture, in fact, does not allow for voluntary violations of the established conditions. In this way,
the degree of enforcability of the agreement derives from the code layer upon which the smart legal
contract is executed, rather thanfrom an exogenous (regulatory) source [37]. In the application of
smart legal contracts, this interpretation involves a shift in contractual practice, from ex-post
authoritative judgement typical of traditional contracts, towards an automated ex-ante evaluation [38].

4.2 Smart legal contracts as a technological expression of the business agreement

According to this approach [39, 40, 41, 42, 43, 44, 45], the smart legal contract is a computer program
also employed to form (in computer language), in whole [46] or in part [47], the content of the
contract which is then executed automatically. The program, therefore, although not without
challenges in the application of certain legal institutions [48, 49, 50], is able to integrate some
contractual phases (agreement and execution), as already assumed in legal literature concerning
standardized contracts [51]; Ultimately, it expresses the legal relationship between the parties as
mutually agreed upon. Moreover, by removing the human factor from the performance of the
setvices inferred from the contract due to the ‘notarisation’ of the clauses on the chain, the smart
contract would automatically avoid, or at the very leasr significantly mitigate, the risk of default by
one of the contracting party|[17].

4.3 Smart legal contracts as ‘reinforced contracts’

Within legal literature [52, 53, 54, 55], there are those who believe that the smart legal contract has a
negotiating value and can contribute to generate a ‘reinforced’ contract. This is attibuted to the fact
that it is the result of a negotiation process that allows some characteristics of traditional contracts to
be combined with the additional ones typical of the blockchain technology. This strengthens their
effectiveness in terms of negotiation, self-execution, dispute resolution and negotiation link. This
thesis must be distinguished from the more radical positions of those who assert that the smart legal
contract is a phenomenon that, due to its degree of autonomys, is destined to replace with algorithms
(Rule of Code) the legal rules grounded in the principle of the rule of law (Rule of Law) [57].
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4.4 Technical limitations of smart legal contracts

Qualification in one sense or another is not only of theoretical importance but also influences the
assessment of the smart legal contract in terms of opportunities and limits.

In ummarizing the doctrinel literature on this subject, it can be noted that several authors [58, 59, 60,
61, 62, 63, 64] focus on the technical limitations of smart legal contracts because the technological
guarantees of contract execution would not be sufficient to prevent unjust or unforeseen outcomes
[65]. Moreover, while acknowledging the potential of smart legal contracts to foster trust in
environments where it is lacking, this perspective does not recognize that they play a decisive role in
resolving the problems of bargaining [66]. Broadly speaking, the most widely identified limitations
are:

- language: smart legal contracts are inherently limited. The computer, operating on Boolean
logic and formal coding language, seeks sharp categorical distinctions in phenomena, unlike
the far more indeterminate and ambiguous real world [13, 20, 67, 68, 69]. The need to
predetermine a clear and well-defined semantic horizon (which is an advantage in terms of
transparency on the agreement’s content and leads to a greater degree of certainty concerning
future obligations) would, however, lead to a lack of flexibility, compared to real world
negotiation ;

- Judgment: some decisions necessitate an assessment of multiple factors, such as industry
standards, the regulatory framework and the business relationship between the parties. It is
not easy to express in a code, standards and principles such as, for example, ‘good faith’ [57];

- limited self-determination: contracting parties lack the possibility to make rational choices
after the signature of the contract, such as, assessing the appropriateness of compensating
damages instead of proceeding with enforcement. Opportunities for ‘efficient breach’ are
lacking [15];

- Vulnerability: susceptibility to attacks, risk of fraud and privacy breaches , all linked to
cybersecurity issues. On this point, the European Parliament [23] has proposed technical
specifications to prevent such operational risks from operators;

- performance of obligations is not always the sole purpose of a contract: not all agreements
are designed for a precise execution. Many open clauses are intentionally drafted to provied
parties with discretion, foster long-term relationships in duration contracts and allow the
parties to respond flexibly to unforeseen circumstances without the need to redraft the
agreement [70, 71];

- the smart contract’s ability to represent reality is limited: this is the Digital Twin Problem,
according to which the creation through smart contracts of a digital copy of an existing asset
(tokenisation of the asset) is not always self-sufficient compared to external reality. In other
wortds, the tokens issued exist on the chain (‘digital twin’), while real goods remain ‘off-chain’,
resulting in difficult ‘coexistence’. The scenario of digital native goods that do not exist
outside the chain is different: in this case, the smatt contract enables the issuance of 'native'
blockchain tokens, built directly on-chain and residing exclusively on the distributed ledger.®

4.5 Smart legal contracts and financial inclusion

A part of the doctrine views the phenomenon of the smart legal contract in the perspective of the
potential of the instrument to promote social justice and equity goals [72].

According to some authors [70], smart legal contracts are not designed to accommodate the social
complexities involved in traditional contracts, so much so that they are inadequate for social

4 For further information, see Consob, Tokenisation of shares and token shares, Legal Notebooks, January 2023; see also
OECD, Crypto-Asset Reporting Framework and Amendments to the Common Reporting Standard, 2022 [75, 76].
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applications. Developers prioritize the technical form of smart contracts, neglecting both the social
contexts in which contracts operate and the ways in which parties utilize them. This critical
observation is particularly widespread in relation to the financial sector [73]. In this context, the prior
assessment of an investor’s financial capacity, as the skills necessary to understand the financial
markets and their associated risks, is essential for safeguarding less financially informed or more
vunerable clients. In the absence of traditional contract law instruments, the application of these
contracts could generate undesirable outcomes for investors [74]. On closer examination, this critical
finding can be addressed if a smart contract is drafted in natural language and their use in the financial
field is accompanied by adequate information and financial education (see below BOX 4 -
Transparency).

In addition, a significant reduction in processing time and transaction costs could contribute to
enhancing financial inclusion [71].

5. Legal issues raised in the legal literature

The legal distinction between traditional electronic agreements and smart legal contracts on
blockchain originate from the different methods by which contracts are executed and enforced.

5.1 With reference to the smart contract code

In the analysis of smart contracts as code, ‘translational’ issues [13] arise from the process of creating
computer programs. The main critical issues are focused on the transition from natural language to
two other languages comprehensible by machines: programming language and machine language
(usually distinguished as high-level and low-level languages, respectively).

‘Programming language’ refers to a language expressed through words, numbers, punctuation
symbols and other graphic symbols®® and that is expressed in a plurality (hundreds) of languages and
even ‘dialects’ that vary in syntax and semantics. This language is intended for the processing
instructions to be translated into machine language for execution by computers. ‘Machine language’,
on the other hand, is a language composed of bits, conventionally represented by the numbers 0 and
1 (alphabet or binary bitcode). It also manifests itself in a plurality of ‘languages’ or codes, diversified
according to the characteristics of the computers (hardware architecture).%

In order to transfer to the computer the instructions originally conceived and expressed in natural
language, it is necessary to translate them into a programming language (first translation) and then
from the programming language into a machine language (second translation). Programmers are
responsible for the first phase, while the second phase is handled by the computer automatically
through specialized programs designed for this purpose (compilers).¢”

Therefore a problem of adaptability atises, due to the need to transpose the contractual semantics
into an algorithmic framework.: human language is ‘converted’ into programming code, replacing the

% The programming language is categorized in high-level programming language, which is normally the first language used
by programmers, and low-level programming language, called assembly, whose syntax and semantics ccloasely resemble to
machine language. [97] notes : ‘The transition from semantic to computer language, on the one hand, involves several
iterations, before reaching the final version of the contract rewritten with the criteria of computer logic, on the other hand,
assumes an important ‘filter function’, since it also appears decisive for discerning which clauses, conceived in the legal
world, are or are not translatable into binary language and, therefore, are or are not exportable in the computer context. In
addition to having to reconstruct the meaning of the clauses in a methodical, logical and sequential manner, using simple
and unambiguous phrases, reducing, to a good approximation, the traditional negotiating rules within theframework of the
instructions to be carried out, the court must, with the help of the computer, draw up the pseudo-code and the flowchart,
depending on the competence’.

6 A program written in a programming language is referred to as ‘source code’, whereas a program written in machine
language, which is executed by a computer, is called ‘machine code’ (or ‘object code’).

7 In fact, and in almost all cases, there are three translations, as two levels of programming language are used before
proceeding with the machine language translation.
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comprehensibility, flexibility and ductility of natural language with the binary dialectical rigidity of Oa
and 1s [17, 77].

5.2 With reference to smart legal contracts

Lawyers consider the smart legal contract an innovative instrument to articulate, verify and enforce
an agreement between the parties. However, in the absence of a clear and unambiguous definition of
the phenomenon, scholars have put forward various logical and legal arguments to legitimise the use
of smart legal contracts in the practice of the traditional transactions.

According to part of the doctrine, it would be superfluous to investigate the discipline applicable to
smart legal contracts: because of their inherent ability to survive outside any legal system, they
constitute a genuine alternative to contract law [77]. For example, by virtue of their functional link
with distributed ledger systems, the assumption of non-execution of the agreement would have no
relevance in terms of application. Moreover, even if there were malice or violence in the formation
of the contract, or hypotheses of its invalidity, it would still be impossible to modify the blockchain
database ex post. On the basis of this reconstruction, any actions for compensation and/or refunds:
a) would be unlikely, given the difficulty of identifying the parties, and b) could never affect the
functioning of the blockchain.

Another part of the doctrine considers that the agreement between the parties is both essential and
sufficient for a valid contract to be concluded. This reconstruction detives, on the one hand, from
the comparative analysis that identifies the lowest common denominator of the contract in the
agreement, and, on the other (as regards Italian law), from the reading of Article 1321 of the Civil
Code, which defines the contract as ‘the agreement of two or more parties to establish or terminate
a property legal relationship between them’. From this point of view, the elements identified in Article
1325 of the Civil Code% must be considered additional to the essential one: the Agreement [13]. In
other words, the smart legal contract can be conceptually assimilated to the traditional contract if it
is suitable to achieve the effects desired by the parties.

Within this approach, some have enhanced the agreement not only from a substantive point of view,
with specific regard to the agreements covered by the contract, but also from a functional point of
view. In this perspective, the material action of ‘starting’ the programme will be evidence of a party’s
willingness to accept the instructions contained therein; it will therefore be the joint launch of the
programme by the interested parties that will document its agreement [77].

According to others [30, 78], however, the smart legal contract designates, in a more general way, a
contractual structure, the nature of which lies not in the contents, but in a particular architecture of
the contract. What legitimizes this technique of contract construction is the agreement of those who
program it, choose it and decide to use it: it is the agreement on the technique (i.e. on the specific
structure to be given to the contract) that preserves the negotiating nature of the ‘product’ of the
technique itself. Ultimately, the smart legal contract is a ‘contract on the contract’ [79] and the valid
conclusion of the relationship is determined on the basis of the theory of reliance on the IT
instrument [80].

Consequently, those authors recognize that smart legal contracts have the function of producing legal
effects that are appreciable for the legal system by reason of their ability to express the will of the
parties, even if only on the choice of the contractual architecture to be used to bind themselves to
the performance of certain services. From this perspective, the use of the Italian legislator’s
expression ‘effects predefined by the parties’ in Article 8b of the ‘Decreto Semplificazioni’ does not

8 Article 1325 of the Civil Code: ‘The requirements of the contract are: 1) the agreement of the parties; 2) the cause; 3) the
object; 4) the form, when it appears that it is prescribed by law under penalty of nullity’.
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demonstrate the absence of the agreement, but, on the contrary, the existence of the willingness of
the parties to implement (automated) a negotiating agreement, establishing a sort of reality that does
not take the form of a #aditio, but rather through the execution of the contractual terms agreed.

A part of the doctrine [48], on the other hand, starts from the assumption that the digital world
cannot be considered detached from the real world, and it is, therefore, necessary to verify what
critical issues may arise in the application of the rules designed for traditional transactions to the new
phenomenon of smart legal contracts understood as contracts between two or more parties. In other
words, for a smart legal contract in order to produce legal effects that are relevant to the law and
therefore binding on the parties, it is necessary that the essential elements of this new contractual
instrument and the relevant applicable rules are compatible, as far as possible, with the civil law
framework governing traditional contracts [20, 36, 81, 82, 83]. In this regard, the issues most
concerning by the doctrinal debate concern:

1. Recognition of the actors involved in the negotiating agreement: the question arises with
regard to the need to verify, in the first place, the legal capacity and capacity to act of the parties,
as required by Article 2 of the Civil Code; secondly, to identify with certainty the party that may
be sued in the event of a dispute;®

2. the conclusion of the contract, which is relevant to the application of Article 1326 of the Civil
Code (‘Conclusion of the contract’), on the basis of which the contract can be considered
concluded when ‘the person making the proposal is aware of the acceptance of the other party’.
The complexity here arises from the nature of the proposal and the acceptance: as declarations
of intent, expressed in the smart contract in a programming language, the intention must be
perceptible and comprehensible to all the parties. The issue is treated differently in relation to a
negotiated agreement or a standard-form contract.”

3. the form of the contract, relevant in cases where the law requires under penalty of nullity the
written form pursuant to Article 1350 of the Civil Code or in any case when the form ‘of
protection’ is required, for example, in the case of investment or banking contracts: here the
issue does not concern the suitability of the smart legal contract to guarantee the origin of the
declarations, but the possible need to reconstruct the intention of the parties ex post, its
knowability and enforceability against third parties, or the cases in which the form is established
to protect the weak party, in order to guarantee correct and adequate information to ensure their
awareness [84, 85];

4. The application of general principles of law such as the duty to perform the contract in good
faith pursuant to Article 1375 of the Civil Code (‘good faith performance’), compliance with
which may be assessed after the conclusion of the agreement, since it is linked to the conduct
of the parties in the course of its performance;

5. the nullity of the clauses included in the contract on the ground that they are contrary to
mandatory rules or in the event that, even if there is a valid clause, the smart legal contract code
specifically determines their application contrary to the law;

6. contingencies, which are of fundamental importance in long-term relationships: the doctrine
in this regard questions the ability of the smart legal contract to guarantee certainty in the
performance of the service referred to in the contract even in the event of events not originally
foreseen by the parties;

6 This issue has already been addressed by the legal literature with the dissemination of contracts concluded electronically,
for the security and validity of which electronic identification techniques were required. However, the solutions identified
there, based on centralised systems, are not compatible with DLT systems, whose added value is represented by
decentralisation.

70 With specific reference to the way in which the contract is concluded, there are those who argue that a smart contract is
not conceptually different from an advertisement [86].
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7. from a broader perspective, reflection on the implementation of the concept of substantive
justice which is expressed in the mandatory duty of solidarity under Article 2 of the Constitution
which, with reference to contract law, (i) complements its content or effects (Article 1174 of the
Civil Code); (ii) guides its interpretation (Article 1366 of the Civil Code) and (iii) directs its
execution (Article 1375 of the Civil Code);

8. the resolution of disputes, which are reduced to a greater or lesser extent by reason of the
characteristic of the smart contract code used and which can be resolved within the smart legal
contract by means of a set of instruments (relating to the concept and function of ‘oracle’) again,
more or less automatically depending on the smart contract code used.”! Some of these profiles
are also connected to the issue of banking transparency, understood as the comprehensibility of
the content and effects of the contract, also in the perspective of assessing the correctness of
the intermediary, which is also linked to the identification of the remedies recognized to the
customer and / or consumer for the violation of their rights in the execution of the contract.
On this aspect see BOX 4 - Transparency

More generally, some authors [15] point out that the use of the code leads to uncertainties regarding
the protection of the integrity of the parties’ wishes [72] as well as the intelligibility of the agreement
by the parties and, consequently, the validity of the consent given by them, especially if they lack
special IT skills and/or belong to protected categoties [97].

That process of adaptation is entrusted to the judgment of the programmer who, if not assisted by a
lawyer, may produce a negotiating result, which does not correspond to the will of the contracting
parties as they understand and express it, and may give rise to questionable or distorted results.”

Moreover, in regulated markets (and in this study mainly those in the banking, insurance and financial
markets were assessed), the relationship between the programmer and the jurist may not be sufficient.
In many cases, regulatory and/or supervisory authorities must be involved from the beginning in
order to cooperate in verifying that the minimum safeguards provided for by the rules are actually in
place. The relationship between these entities is defined in the doctrine as ‘participatory regulation’
[52, 53, 54, 55].

' From the characteristics of the blockchain technology of teference detive, on a technical level, different methods of
dispute resolution: the parties will be able to identify by mutual agreement the one chosen on the basis of the criterion of
convenience, in relation to the characteristics of the contract itself. Within this perimeter moves that part of the doctrine
that embraces all the limitations and advantages of the different approaches in a coherent and inclusive system, which
contains all the possible methods of dispute resolution. In this sense we see: [98], [99].

At present, there are already Decentralized Dispute Resolution (DDR) projects on the market that adopt solutions based
on human oracles, which allows to overcome (in part) the limits of traditional dispute resolution systems using: (i) the
traceability and immutability characteristics of the blockchain; (i) self-execution typical of smart contracts; (iii) the flexibility
of the intervention of a human agent. However, the efficient use of DDR is limited in these trials to medium-low-value
disputes, which do not require complex technical and legal investigations and which have as their object the mere transfer
of sums of money. For a detailed analysis of the functioning of some of the current GDRs, see: [100], [101]. For a broader
insight into the role of blockchain technology compared to traditional justice see: On the one hand, online dispute resolution
based on blockchain technologies seems to be a growing reality, meeting a demand for adjudication that cannot be satisfied
by state courts due to the excessive costs of litigation. On the other hand, however, traditional avenues of court litigation
could become more attractive for users if blockchain technologies were to become relevant on a wide scale for high-value
transactions. In the light of this, claims that blockchains are radically disrupting the way justice is administered by courts
are excessive’.

72 It is possible that: (a) thsre is an unjustified exclusion from the computer program of some instructions implicitly or
explicitly contained in the text to be translated (because, for example, some instructions are not recognised as such by the
programmer or are deemed by the programmer to be irreducible to the logic of if — then, or because the programmer,
while acknowledging that a part of the text contains an instruction reducible to the logic of if — then, nevertheless considers
that one or more of the elements of that instruction is too ambiguous and it is therefore not possible to proceed with
certainty to identify it), or (b) there is an incorrect translation into programming language due to a misunderstanding or a
voluntary deviation from the meaning that is textually recognisable or otherwise known by the programmer and recognisable
on the basis of extra-textual elements.
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BOX 3 — Participatory regulation

In DLT and blockchain, the rules are embedded in the technology. The smart contract can orient
economic flows, but also compress fundamental rights. It is therefore impossible for the
supervisory or regulatory authority to intervene ex posf, imposing not only obligations of
transparency and non-discrimination, but also technical requirements that guarantee a minimum
level of rights and protections provided for by law. It is therefore necessary that the authorities
intervene from the outset, cooperating with the operators, allowing the development of the
technology according to shared minimum conditions and requirements, compliant and consistent
with the welfare that corresponds to the legal tradition that is intended to be defended.

This regulatory procedure is defined in the legal literature as ‘participatory regulation’ [52, 53, 54,
55] in order to differentiate it from other forms of cooperation between authorities and the market,
such as consultation procedures on measures taken by the authorities, or the definition of
behavioural or structural commitments of undertakings in a dominant position (competition law)
or holding a significant market position (regulation of electronic communications).

5.3 Translation risks in smart code and smart legal code

Taking up the language theme downstream of this analysis, the ‘translation risks’ are greater when
the original text of the natural language to be translated into programming language is technically
connoted [87]. In this case, the programmer is required to understand the technical language used in
the natural language text to be translated, or to have or use the means of an organisation that has
sufficient resources to hire, manage and assimilate a consultant that is itself sufficiently qualified to
fill the knowledge gap of the programmer for the purposes of interpreting the text and translating it
into the chosen programming language. This is also the most critical aspect in terms of safeguarding

transparency.

According to others [88, 89] instead, computer language has the power to eliminate the vagueness
and ambiguity typical of human language. The code structured according to the scheme ‘if X then Y’
does not know the polysemy, but is characterized by a uniqueness aimed at achieving a message for
the machine. The variables and conditions have only one meaning, and deliver to the parties a
contract free of ambiguity and ambivalence, both interpretative and executive. The smart contract
therefore ensures certainty: (i) in its intrinsic semantic meaning; (ii) in its formal extrinsic meaning;
(iii) in the performance of the obligations referred to therein. The smart contract is thus subtracted
from possible discordant interpretations of its content. Otherwise, there could be an ‘endemic
situation of precariousness’, given that each of the parties could, in fact, refrain from performing the
contract as long as the performance of the contract is not imposed on it by the authorities, where
and when this actually happens [89, 90].
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BOX 4 — Transparency

Irrespective of the legal classification of the smart legal contract that is assumed to be correct, the
latter, if used for banking and financial transactions and services, must also ensure compliance with
the provisions on the transparency of contractual conditions and relations with customers,
provided for, as regards the specific sector, which is assumed here as a paradigmatic hypothesis
even if certainly not exhaustive, in Title VI of the Testo unico delle leggi in materia bancaria e
creditizia (TUB, as well as in ad hoc regulations, such as those on the rights and obligations of the
parties in payment setvices pursuant to Legislative Decree 11/2010) and in the provisions on the
transparency of banking and financial transactions and services,”>which regulate relations between
intermediaries and their customers. It is therefore necessary that the smart legal contract should
be formulated in a manner consistent with the current regulatory system also as regards the profiles
of protection of transparency, an area regulated by a transversal corpus that affects different sectors
of our legal system (e.g. Bank of Italy, but also CONSOB and IVASS, to remain in the financial
and insurance sector).

Transparency and information are essential instruments for protecting customers, especially retail
customers, who must be able to make informed contractual choices functional to theitr needs. At
each stage of the contractual relationship (advertising, pre-contractual, contractual, in the course
of the relationship and upon its termination) the legislation, including European legislation,
establishes rules of conduct for intermediaries, based on compliance with specific requirements as
well as a general duty of correctness, which are based, in a nutshell, on: (i) assistance and
information obligations to allow the customer to understand the characteristics and costs of the
service and / or product, compare them easily with those offered on the market, and make
thoughtful decisions; (if) standardisation of certain information documents; (iii) requirements
regarding the form and content of contracts; (iv) remedies for non-compliance with the rules. The
scheme envisaged is then ‘variable geometry’, in view of the principle of proportionality: the rules,
in fact, are articulated according to different methods in relation to the needs of the different
customer groups and the characteristics of the services.

The use of the smart legal contract instrument to provide financial services or to conclude banking
contracts, does not seem in abstract to undermine the objectives of transparency by being able, on
the contrary, where possible, to comply with regulatory requirements and managed by conscious
customers, for some profiles, to promote clear, certain and transparent relationships. Blockchain
technology allows the market to use new tools to efficiently offer financial and banking services,
in accordance with the regulatory protection goals. However, this is a hypothesis that will have to
be verified, given that to date there is still no such experimentation to guarantee the stability of the
mechanism with respect to the rules in force.

On this issue, the fact that supervisors must be able to verify in practice there is no harm for
customers and possible gaps in respect of compliance with transparency rules is important; It
should be added that, in addition to strict compliance with the rules, the authorities must also be
able to ascertain the correctness of the conduct, which depends not only on the way in which the
rules themselves have been translated into code for the creation of the smart legal contract, but
also on the representation of the contractual conditions to the customer.

As mentioned above, the legislator, who recognised the legal value of smart contracts by means of
‘Decreto Semplificazioni’ 135/2018, converted with amendments by Law 12 of 11 February 2019,
expressly gave smart contracts the same probative value as written contracts, provided that the
parties concerned were identified electronically.
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Article 8 ter (2) provides that ‘smart contracts shall meet the requirement of written form after
computer identification of the patties concerned, through a process having the requirements set
by the Agenzia per I'Italia digitale with guidelines to be adopted within ninety days from the date
of entry into force of the law converting this Decree’.

The provision does not expressly refer to Regulation (EU) 910/2014, known as eIDAS, and to
Legislative Decree 82/2005, establishing the Code of Digital Administration (CAD), which, in
Article 20 (1-bis) of the specification, provides that the electronic document ‘satisfies the
requirement of written form and has the effectiveness provided for in Article 2702 of the Civil
Code when it is affixed with a digital signature, another type of qualified electronic signature or an
advanced electronic signature ot, in any case, is formed, after computer identification of its author,
through a process meeting the requirements laid down by the AglD pursuant to Article 71 of the
Code, in such a way as to guarantee the security, integrity and immutability of the document, as
well as its traceability to the author. In all other cases, the suitability of the electronic document to
meet the requirement of written form and its probative value are freely assessable in court, in
relation to the characteristics of security, integrity and immutability.’

This rule, laid down for the electronic document, may also be useful for interpreting Article 8 ter
in a way that is functional to the protected interests. For the purposes of the probative value
provided for in Article 2702 of the Civil Code, the characteristics of safety, integrity and
immutability are relevant. These prerogatives can be guaranteed by the use of smart legal contracts
on blockchain.

On the basis of this consideration, even in the banking sector it can be considered that the smart
contract can satisfy the formal requirement laid down in Article 117(1) of T.U.B., according to
which ‘contracts shall be drawn up in writing and a copy shall be delivered to customers’,’* failing
which they will be null and void. Also from this perspective, the immutability and traceability of
contractually relevant actions make it possible to determine with certainty when the agreement is
finalised and recognise the smart contract as having the same effect as a written contract. The
system that distinguishes the transparency regime also provides for a formal invalidity regime that
concerns the necessary content of the contract, the contractual conditions and, more generally, the
completeness and consistency of the contractual terms, also in relation to the information
publicised and provided in the pre-contractual context (for example, those that provide for non-
publicised fees). The smart contract must therefore be aligned with the requirements laid down by
the rules or by the operators themselves, including giving the customer the opportunity to exercise
all legal rights, especially for the purposes of withdrawal from the negotiation relationship. It
remains clear that these potentialities of the smart contract are still to be verified in the
experimentation phase and presuppose that the problem of language is solved.

More generally, the hopefully positive impact on the degree of transparency of the use of this
technology would depend on the characteristics of the smart legal contract of traceability and
immutability, which could provide greater certainty to the relationship between intermediaries and
customers, for the benefit of the parties to the relationship themselves and, in the future, of the
supetvisory authorities in carrying out supervisory tasks. If well structured, the smart legal contract
could also help to handle complaints and disputes that may arise between the parties.

Once again, the issue of language and translation is of central importance, highlighted by many as

the most complex aspect, and is also reflected in the way in which the Authority can carry out the

73 Reference is made to Banca d’Italia’s measure of 18 June 2019 laying down provisions on the transparency of banking
and financial transactions and services [91], which concerns the correctness of relations between intermediaries and thier
clients. The measure implements Directive 2014/92/EU (Payment Account Ditective, or PAD) and Chapter II-ter, Title
VI, of the Consolidated Banking Act.

74 For the sake of completeness, paragraph 2 gives to the CIRC (Inter-Ministerial Committee for Credit and Savings) the
power to provide that, for justified technical reasons, particular contracts may be concluded in another form.

31



Characteristics of Smart Contracts

supervisory tasks for which it is responsible. In the long run, it seems that these critical issues can
be overcome through the possibility (to be technically verified) of making the smart contract
readable in natural language.

A delicate aspect, which is relevant for a broader consideration on the consistency of smart legal
contracts with the protection rules, is that of the meaning of transparency in the substantive sense,
as comprehensibility of the content and effects of the contract, to protect above all the consumer.
However, the theme, by its complex nature, does not seem to be placed in too different terms for
the on-chain contract and for the traditional off-chain one.

Moreover, the application must make it possible to protect the customer, but also to the
authorities, not only an understanding of the contract expressed in natural language, but also that
the translation into computer language accurately reflects what is expressed in natural language.

Or rather, the problem of poor comprehensibility arises if in the smart contract the agreement is
‘translated” into computer language that cannot be read or understood, if not by cryptographers.
In this regard, however, part of the legal literature has objected that the smart contractis a summary
of the agreement and that the rules are ‘pre-set’ by the parties and therefore ‘pre-understood’
before being codified. This conclusion is based on the assumption that the computer language
limits (even if it does not prevent) the comprehensibility of the agreement once it has been
uploaded to the chain. A different approach, which can be pursued in the abstract, is instead to
articulate the process of creating the smart legal contract by providing that, in the end, it is, in
some way, readable in natural language, or its consistency with the text in natural language is
ensured, so as to ensure clarity and comprehensibility for customers of the terms of the agreement.

In any case, must be guaranteed to the contracting party the right to the conformity of the
computer language version with the natural language version, and appropriate information should
be provided by the intermediary on how to exercise this right and on the characteristics of the
service or product offered. More generally, intermediaries wishing to use the smart legal contract
instrument will have to correctly identify the groups of customers willing to use this instrument
(also in order to assess a certain gradualness in its dissemination) and provide adequate
information. In other words, there is a question of assessing the correctness of the intermediary in
order to protect transparency.

In addition, in order to ensure substantial as well as formal transpatency, it is possible to envisage
the use of automation systems (for further details see Box 1 — Smart contracts and the
proposal for a Regulation on Artificial Intelligence) in the execution of the smart contract, for
example, by providing, when concluding the agreement, for questionnaires to be submitted to
customers aimed at verifying their actual level of technical awareness of the agreement they are
negotiating, concluding and/or executing. This would guarantee an additional instrument of
protection with respect to those imposed by the legislation in force. Moreover, the smart legal
contract instrument has the purpose and the capacity to substantially reduce cases of breach of
contract.”

It is therefore highly desirable that the smart legal contract should, for this purpose, lay down by
design, not only in legal terms but also in technological terms, the appropriate rules to ensure the
minimum protections provided for by sectoral legislation [93].

75 See the survey conducted by Banca d’Italia in 2017 on Fintech in Italy. Fact-finding survey on the adoption of
technological innovations applied to financial services, www.bancaditalia.it., [92] according to which: these are contracts
written in a computer language that is intelligible by special software, and is able to enter into execution and enforce the
clauses contained therein automatically, once the predefined conditions are met.

32



Characteristics of Smart Contracts

Again, as we have seen, the smart legal contract does not pose a problem of non-compliance with
the written form, if it meets the above requirements, without prejudice to compliance with the
rules on unfair clauses that should be signed independently.

In addition, the withdrawal can be exercised with a so-called Kill function at the occurrence of
regulatory preconditions.

Finally, the rules governing the remedies available to the customer/consumer upon the occurrence
of events that prevent the proper execution of the agreement concluded can also be complied
with: remedial protection is reproducible in the way smart contracts are ‘created’ and applicable.
The market should look to this standard as a benchmark.

It is agreed that, and assumes central importance also for the purposes considered here of the
protection of transparency, if the contractual clause written in natural language is ambiguous or
unclear, the smart legal contract could provide for the possibility of contacting a third party (an
oracle); hypotheses that could already be ‘planned’ during the creation of the smart legal contract.
The profiles related to the management (possibly automated) internal and / or external (also with
possible attachment to the competence of already existing ADRs, e.g. Banking Financial
Arbitrator) is an open front from a conceptual and operational point of view, therefore it will
require further monitoring and deepening.

5.4 Outline of private international law

A particularly debated issue in legal doctrine concerns the identification of the rules applicable to
agreements that are based on the use of blockchains and smart contracts and that have elements of
extraneousness with respect to a given order. The issue does not arise to determine the validity of an
agreement that, although concluded through the use of new technologies, concerns national
counterparts and must be executed in the national territory: in this case, the relevant national law
would be applicable, both substantively and procedurally. The case is different instead of a contract
on the blockchain that regulates legal relationships that have elements of internationality and for
which one wonders whether or not the traditional connecting criteria established by private
international law are effective. In fact, some [100] believe that regulators should not adopt specific
rules for blockchain; applying the principle of proportionality, this would be a last resort measure, to
be used only when a careful and extensive interpretation of the existing regulatory framework does
not prove to be sufficiently elastic and flexible. The applicability of existing contractual and
commercial rules should not be excluded  priori.

Another part of the doctrine, on the other hand, argues that the solution is to be found at international
level, and consists in identifying common principles, suited to the nature of the technology:7
Blockchains, while operating on a technically similar basis, face fragmentation of the applicable rules,

76 Thus [104], according to which In the opinion of the writer, while assuming that it is desirable to regulate the subject,
the preferable solution should be sought at international level (for example within the European Union) and, in particular,
through the preparation of common ctiteria, even flexible, adapted to the nature of the technology in question. The choice
to promote competition between the legal systems in regulating the matter risks, in this specific field, favouring the adoption
of hasty, and sometimes poor-quality, measures’. In the same sense also [106]: “The decision to promote regulatory state
competition as well as any passive approach with a similar outcome is highly risky in a context where there are no parameters,
in terms of both regulation and case law. In such a context, the competition among state may lead to a ‘race to the bottom’;
[107] argues that “What many considered to be a “vehicle” of part of the civil law doctrine to create common principles (the
Jexc mercatoria) applicable to international contracts, the subject of at most volumes intended to enrich some legal library,
becomes a real economic necessity in the common awareness, on the one hand, that national private law cannot regulate
contracts for “a-territorial” definitions and, on the other, that a “third” right can constitute a common legal basis to prevent
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due to the multiplicity of legal systems.” It follows that the possibility of applying the rules, including
the criteria for resolving the conflict of laws, also to the blockchain is an essential element. Indeed,
some authors argue that the smart legal contract would not be contrary to the contract law of
individual States and that, on the contrary, the connecting factors on which private international law
is based, in particular in the European Union the Rome I Regulation, would make it possible to
define the national law applicable to the relevant smart legal contract even in the absence of an express
indication of that effect by the parties.” Moreover, the principle of contractual autonomy® allows
the parties to determine their preferred national law by settling any disputes relating to the agreement
they wish. This would also be possible by considering the applicability of the law ‘in an algorithmic
way’ (representing the choice of law using the technology that underpins the smart legal contract)
and allowing the parties to adopt a supplementary agreement to the smart contract specifying the
applicable national law(s).8? On the other hand, the situation is different where the parties have not
expressly chosen the applicable law and it is not possible to determine it implicitly on the basis of the
content of the contract. In this case, in the European Union, the Rome I Regulation,? with the
principle of characteristic performance based on the identification of the domicile or residence of the
contractual parties (and which depends on the specific nature of the obligation relied on in the
contract), presents significant problems of adaptability to the blockchain, characterised on the one
hand by decentralisation and on the other by the possible ‘pseudo anonymity’ of users.3

With regard to this approach, some consider that the only way forward is through the explicit decision
of the parties both to the law governing their relationship and to the court having jurisdiction to give

77 [105] identifies, as part of the various national initiatives to regulate the phenomenon, an important risk, capable of
undermining those advantages that the use of blockchain is intended to achieve: ‘there is a strong risk that the blockchain
will be made subject to diverging legal rules [...] Unless some degree of uniformity is sought, the result will be tremendous
legal fragmentation around the world. It would become impossible, or at least significantly difficult, to trade on various
types of blockchains at the same time. That is because the diverging governing laws will necessarily have an effect on their
functioning. Different interfaces will be required to trade in financial instruments on a French DEEP or a Liechtenstein
TT. In the absence of common rules, these interfaces will not be interoperable among each other. The inevitable
consequence is a rise in transaction costs. Economically beneficial diversification into multiple crypto assets will be made
more difficult. Some national markets will be too small and lack sufficient liquidity for trading, with the result that they may
eventually be extinguished altogether’.

78 Regulation (EC) 593/2008 of the European Parliament and of the Council of 17 June 2008 on the law applicable to
contractual obligations (Rome I), OJ L. 177, 4 July 2008, 6-16. This Regulation therefore applies, in circumstances involving
a conflict of laws, to contractual obligations in civil and commercial matters.

79 1108] concludes that ‘Blockchain technology is a novel phenomenon, but it does — in most cases — not necessitate new
connecting factors or conflict rules [...] technical developments may and should act as an impetus to legislators for legislative
amendments but should not prevail over the existing rules of law. Those who desire legal advantages — such as a limitation
of liability or even a uniform statute — must in exchange fulfil and adhere to the laws’ requirements’.

80 Article 3.1 of the Rome I Regulation (entitled ‘Freedom of choice’) provides that “The contract shall be governed by the
law chosen by the parties. The choice is expressed or is clear from the provisions of the contract or the circumstances of
the case. The parties may designate the law applicable to all or only part of the contract’.

81 Tt must be a smart legal contract, therefore understood as an agreement between the parties in the legal sense, regardless
of whether it has been concluded on the blockchain or elsewhere: the application of the Rome I Regulation is possible in
the event that the smart contract is able to (i) represent the content and conditions of the contract (i) execute bilateral or
multilateral contracts concluded completely or partially outside the blockchain. It does not, therefore, contemplate the case
in which the smart contract represents only a mere computer program. In the latter case, the smart contract would still be
subject to applicable national and international laws, although not necessatily to the rules of contract law. See: [109]; [110]

82 Article 4 of the Rome I Regulation (‘Law applicable in the absence of choice’), which is based on the search for the
criterion of the ‘closest connection’ between the law and the contract in question.

83 In this regard, [104]; [111] points out that it is also ‘curious to imagine that a party intends to conclude a commercial
agreement with an anonymous party. In any case, where the parties want to conclude a legally binding agreement, it is
obviously desirable to choose to operate on a blockchain in which the participants are identified or identifiable in the real
wortld, for example by means of a reference to the place of residence, or the registered office of the company’.
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a ruling.3* There is no alternative solution capable of ensuring an appreciable degree of certainty as
to the definition of the applicable law.85

Moving from the application of international law to contractual dynamics involving the use of
blockchain, some authors consider it necessary, but also decisive, to create a uniform private law of
blockchain, understood as a set of rules reasoned and created ad hoc, for contracts using blockchain
and smart contracts. Doctrine proposes two solutions in this direction. On the one hand, someone8¢
pointed out that the reference by rules of private international law to rules of national law still leaves
the question of ‘which law applies’ unresolved, since by definition blockchain is linked to multiple
legal systems and jurisdictions. The lack of clarity on the identification of the applicable law and the
diverging conflict-of-law rules would give rise to disputes that would last for three reasons: (i) each
jurisdiction may have different rules of choice of law;®” (ii) the conflict-of-law rules identified suggest
that the courts of the reference countries will not easily accept the ‘choice’ of the law of another State;
(iii) there is also uncertainty about the content: investors cannot be expected to be familiar with the
variety of blockchain laws, without considering that the costs of such information would become
significant.

On the other hand, there are those who, with specific reference to business-to-consumer contracts,
would appreciate an international convention ‘drawn up by the highest number of States’, capable of
overcoming the limits of the extraterritoriality and a-territoriality of the blockchain. From that point
of view, the smart legal contract cannot be regarded as self-sufficient.s

84 Moreover, the limits that the autonomy of the parties would encounter when one of them is a worker or a weak contractor,
protected by a necessary and mandatory regulation, are clear. See [104]. The same view is also expressed in [107], according
to which ‘where the smart contract is concluded on the blockchain between a trader and a consumer, the conclusion
protocol and the implementation protocol must be set up in compliance with consumer protection legislation’. From an
even broader perspective, there are those who have even gone so far as to argue that ‘what is needed, at least in our reality,
is not (only) yet another European Directive (although necessary, at least for some of the issues described above), but rather
a new “Vienna Convention”, to which the construction of a real world code of the algorithmic contract is to be entrusted.
Oriented not (only) to “legitimate” a technique, but to make it compatible with the higher values of equality and solidarity,
to which it must conform, whatever the technique to which its formation or execution is entrusted’ [112]

85 [104]. In the same way [109]

86 [105]

87 Think of the Wyoming draft law that provides for its applicability in the event that a digital asset is in that state, which is
considered as such when this asset is held by a custodian resident there, if the holder or the guaranteed part is incorporated
or organized in Wyoming. Other jurisdictions may have different choice of law rules and therefore not apply Wyoming law
in these same circumstances. Thus [105] ‘Given the division of the world into different states with diverging legal systems,
each and every form of property exists by virtue of its recognition under some applicable national law. It is first necessary
to identify this law through the mechanics of conflicts of law before it can be applied to any phenomenon of the real or
virtual world’. See [113].

88 [107] argues that ‘If it is true that mathematics uses a universal language, the attentive observer cannot fail to note that in
smart contracts the mathematical language presupposes the “translation” of natural language: it is, in fact, the computer
scientist, who creates the program, who translates the concepts taken from natural language into algorithms. It follows that
IT would become a legislator if, in creating the algorithms, it did not follow the legal rules’.
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PART II - SMART CONTRACTS: TECHNOLOGICAL PROFILE

Introduction

In order to address the legal questions surrounding smart contracts and smart legal contracts, it is
essential to examine the solutions that technology provides and the problems it solves. This analysis
can then inform the identification of minimum standards that guarantee the safeguards imposed by
current legislation and the protections that technology allows to be strengthened, for example, in
terms of certainty and transparency. In fact, technology can perform regulatory functions (ex ante) or
control and supervision functions (ongoing and ex post) by integrating the activity of the regulator.
These functions are defined in regulation by technology [74, 75] or rule of code [76, 77] doctrine.

This second part of the document focuses on the technological profiles, respectively of blockchain
(Section I) and smart contracts (Section II).

In particular, in Section I, the elements (or properties) of the technology that are considered relevant

for the development and execution of smart contracts are illustrated from the perspective of
blockchains.

Section I — Taxonomy for the analysis of blockchain platforms

1. Introduction

Blockchain technology enables the decentralisation of transactional systems through the application
of a decentralised protocol executed on a peer-to-peer network.8? The protocol associated with the
blockchain defines the rules for updating the shared ledger and ensures the security and integrity of
the data stored without the need for the intervention of a trusted third party.

The data stored in the register can represent any change in status and thus they are organised into
transactions. Transactions are ordered chronologically and grouped into blocks.” Each block
contains a group of transactions that have been cryptographically sighed by one or more participants
in the protocol. The organization of the block and the structure of the transaction are dependent on
the specific blockchain technology in question. A transaction is typically constituted by the recording
of an event (for instance, a transfer of value between two or more users, the invocation of a smart
contract) that results in a change in the status recorded in the ledger. In order to guarantee the
immutability property, each block is connected to the previous one in a cryptographically secure
manner. This is technically accomplished by means of a pointer to the previous block, which is
calculated by applying a hash function®! to the contents of the current block (which includes the
pointer, hash, to the previous block). Consequently, the result of the hash function is an integral part

8 Networking type where each node can communicate directly with another node without going through a centralized
point. (Source NISTIR 8202).

% The organisation of the transaction ledger in the form of cryptographically linked blocks characterises blockchains within
the broader context of ‘Distributed Ledger Technologies’ (DLT). Although in this document we focus on blockchains and
explicitly refer mainly to them, net of this difference, what is described has general value also for DLTs. Exceptions, if not
casily deduced from the context, are reported.

91 A hash function is equivalent to the application of a mathematical algorithm to input data (of any type and size: files,
texts, images, etc.) able to produce in output a synthetic and relatively unique representation of the input data. (Source
NISTIR 8202).
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of the block. As each block is cryptographically linked to the previous block, by means of the hash
pointer, it follows that a change to one block invalidates the integrity of all subsequent blocks.

Blockchain technology represents a fundamental shift in the way information and infrastructure are
managed. It is therefore essential, that the protocol adopted is able to ensure the security, integrity
and efficiency of the system. In the event that a blockchain is required to operate on a large scale and
process a large number of transactions, it is of the utmost importance that this is done without

compromising the availability and integrity of information.

In recent years, blockchain has been applied in numerous sectors [1, 2, 3], as evidenced by the
numerous studies and report that have been published on the subject. The interest of industry and
academia has fuelled the offer of new layer 1 protocols and platforms.?? To date, there are dozens of
blockchains, each with its own characteristics and trade-offs [8]: some encourage scalability, while
others aim to optimize the development of decentralized applications or provide advanced privacy

mechanisms.

Despite the potential for process improvement that blockchain technology and smart contracts have
proven to guarantee in different domains (for example, supply chain management [62], finance [63],
health care [64]), their application in regulated contexts is still limited and has ample room for
improvement, both in technical terms (for smart contract codes) and in transparency (for smart legal
contracts). Indeed, the current regulation framework is fragmented, which makes it challenging to
adopt the technology on a large scale, particularly in the context of government and institutional
applications [4].

The introduction of new technologies, particularly those that facilitate advanced forms of
programmability, has enabled the incorporation of rules. For instance, those developing smart
contracts may direct financial flows, restrict fundamental rights, guarantee the immutable execution
of contracts on time, offer simultaneous performance and counter-performance, utilise a national
jurisdiction, or even employ preventive forms of conciliation, such as oracles [5]. Consequently, the
supervisor is unable to limit thier intervention to a posteriori analysis and must be able to verify the
process at the time it is being drawn up. Furthermore, the characteristics of smart contracts can also
be influenced by the particular blockchain technology they use. Therefore, it is considered useful to

preface the analysis of the taxonomy of smart contracts with an analysis of some characteristics of
blockchains.

Moreover, blockchain technology remains a tool of complex understanding to this day; as discussed
in BOX 5 on the state of the art (see below); defining strategies for analysis and comparison between
the different platforms is an open topic in the scientific field.

92 It means a basic blockchain network that defines the essential functionalities of a blockchain protocol: executing
transactions on the blockchain and updating a shared ledger. Different layer-1 networks differ in consensus protocol, degree
of decentralization, security properties, efficiency, interoperability, technical functionality, ledger structure, and scalability.
Instead, we speak of a ‘layer 2’ framework or secondary protocol in the case of technological solutions built on top of an
existing blockchain; this is often done in order to change some of its characteristics (e.g. scalability, decentralisation, visibility
of information).
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BOX 5 - The state of the art

To date, following the analysis conducted on the state of the art, it would appear that there is no
single shared tool available to compare different blockchains and analyse their peculiarities in terms
of, for example, the security and efficiency of platforms. Indeed, a significant proportion of the
studies conducted to date have focused on specific characteristics, with the objective of identifying
the advantages and disadvantages of a blockchain in comparison to others or to illustrate specific
use cases on an experimental basis. For example, [79] presents a taxonomy of blockchains and an
ontology of key features, yet it lacks an analysis of the security aspects of key components such as
the consensus protocol. Other studies [8] propose a classification of the fundamental properties
of the blockchain and their trade-offs, focusing on general security and performance features. A
qualitative approach has also been employed by those who, in evaluating blockchain consensus
protocols, have concentrated on the security and performance aspects that they can guarantee,
without however assessing the impacts on the infrastructure, such as decentralisation and privacy
[9]. Others propose [10] a qualitative analysis of the consensus protocols used by permissioned
blockchains.?? Some researchers [11, 12] have conducted a fairness/adequacy analysis with respect
to safety and liveness propetties, focusing their study on a small set of permissioned blockchains.
In contrast, those who [13] have proposed a quantitative analysis have offered experimental
benchmarking analyses of the performance of the Ethereum and Hyperledger Fabric blockchains,
without evaluating other fundamental properties such as security and decentralization. Finally,
others [14] analysed the efficiency of permissioned blockchains in financial use cases, but did not
assess their requirements in terms of, for example, security and reliability.

The objective of the subsequent in-depth analysis is to identify a taxonomy of parameters useful for
answering the following question:

What are the principal parameters or requirements that should be taken into account in order
to analyse the characteristics of a blockchain platform?

The identification of a set of main parameters enables the analysis of blockchain platforms, which
could prove to be a useful tool in the development of regulation for this technology. This will enable
the construction of a taxonomy of smart contracts in terms of technology (Part II, Section 1I), which
will in turn be a prerequisite for the subsequent definition of guidelines.

2. Methodology

The functioning of a blockchain relies on the convergence of multiple domains within the field of
computing and mathematics, including cryptography, distributed systems, and telecommunications.
The objective of blockchain technology is to guarantee the authenticity and treaceability of
transactions even in the absence of mutual trust between the parties involved, through the
implementation of a shared protocol and a decentralised technological infrastructure.

Despite the promised benefits of the technology, the implementation of specific applications has
revealed dependencies among the typical properties of blockchain technology that lead to necessary
compromises [8, 15]. In summary, the improvement of one property can lead to the worsening of
another property. For example, there is a trade-off between the availability of stored information and
the consistency guaranteed within distributed ledgers [8]. Consequently, it is crucial when developing
applications based on blockchain (or smart contracts) to keep these trade-offs in mind.

93 Permitted blockchains are a particular type of blockchain where the nodes that can upgrade the blockchain are limited,
known, and authorised. Please refer to section 3.1 ‘Network architecture’ for further information.
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This document outlines the main qualitative characteristics (or parameters) that are fundamental for
the analysis of blockchains. The choice of parameters was based on the state of the art (for example,
[8, 9, 10, 12, 16, 17, 18, 19]) and the qualitative aspects deemed useful to represent blockchain
technology. This document presents an analysis of three main verticals:

1. technical characteristics;

2. economic model;

3. ecosystem and on-chain data.

The following sections present a more detailed examination of the individual verticals, which serves
to reinforce the rationale behind the selection of quality parameters. Additionally, a methodological
approach is proposed as a potential framework for the acquisition of information necessary for the
analysis of a specific blockchain technology in relation to the aforementioned parameters.

3. Technical characteristics

This section considers the architectural aspects of blockchain networks, the parameters of efficiency
— understood as scalability and decentralisation — and security, as well as flexibility — understood as
computational capacity (programmability) obtained through the use of smart contracts, system
configurability and interoperability with other platforms.

3.1 Network architecture
A blockchain network is a decentralized system of nodes connected through the network in order to:

® maintain a shared ledger on each node of the network;
® create and validate transactions and blocks;

® update the ledger through specific rules (or protocol).

In order to analyse the robustness of the network model proposed by a blockchain, it is necessary to
hypothesize unsafe communication channels, which can be corrupted or prone to failure. A partially
synchronous network [20] is considered to provide for asynchronous communications where
messages are delivered within a certain time limit. This model is recognized by distributed systems
theory as a reference model for the simulation of an Internet network.

The network nodes should be separated between client nodes and validator nodes. The role of
validating nodes is to verify the validity of transactions and blocks and to participate in the mechanism
for selecting the next block to be added to the chain (consensus protocol). Client nodes are
responsible for maintaining the state of the blockchain and for providing users with interfaces
through which they can interact with the blockchain protocol functionalities, such as sending
transactions or invoking smart contracts.

It should be noted that client and validator nodes could operate on networks with different levels of
visibility [21, 22, 23, 24]. These levels are defined as follows:

1. Public network: there is no restriction on the visibility of the information stored on the
ledget,

2. Private network: only a small group of authenticated participants can access the information
stored in the ledger.

Each network model is also characterized by two distinct permission levels:
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1. Permissionless: nodes are not required to have permission to join the network and participate
in the consensus;

2. Permissioned: only authorised nodes are enabled; they participate in the consensus and,
therefore, in the validation and writing of the information on the ledger.

The network architecture has implications for the activities a blockchain can guarantee. Public
blockchains facilitate the transparency of transactions and data, which are inherently non-
confidential. This is a fundamental aspect of the design of public blockchains, even in the presence
of technical solutions such as data masking. In contrast, permissioned blockchains are characterised
by a restricted consortium of actors managing their infrastructure and the underlying ledger. In
permissioned blockchains a degree of trust is required with respect to the security of the system. If
the core group were corrupted the entire blockchain would be corrupted. [8, 15, 32].

3.2 Security, scalability, decentralization

The three fundamental properties of blockchains are commonly described as security, scalability and
decentralisation. Vitalik Buterin, the creator of Ethereum, developed the ‘Scalability Trilemma’ [25]
to illustrate the need to balance the trade-off conditions of security, scalability and decentralisation
in a blockchain network. The trilemma posits that it is not possible to achieve an equal level of priority
for all three properties simultaneously: a compromise must be reached at the expense of one of the

three dimensions.

The subsequent sections present the three properties and the characteristics of the blockchains that
influence them in detail.

3.2.1 Safety Parameters

This section outlines the principal profiles to be analysed in order to assess the security aspects of a
blockchain. The fundamental security properties of confidentiality, integrity, availability and
consistency are referenced [8, 26]. Confidentiality is defined as the ability of a system to prevent the
disclosure of information to unauthorised users. Integrity is the ability of a system to maintain the
transactions and information contained in the ledger. Availability is the probability that a system is
able to receive update requests (and therefore process transactions) at any time. Consistency is
defined as the absence of divergent ledger states between the blockchain nodes. The following
sections will analyse in detail the characteristics of blockchains that affect security properties.

3.2.1.1 Confidentiality

The prevailing narrative (37) posits that blockchain, by virtue of its immutable and decentralised
nature, is incompatible with confidentiality requirements and the European regulation on the
protection of personal data (GDPR). Actually, the GDPR stipulates that: (i) The data must be under
the control of an individual who is responsible for them; and (ii) at any time these data can be
modified or removed from the reference information system. It is not the case that any type of
blockchain is guaranteed to possess these properties. However, it is necessary to consider the
potential trade-offs that may arise when addressing the issue of personal data protection in the
context of blockchain technology.

Permissioned blockchains offer a controlled system where only authorised and authenticated parties
have access to information. This type of network is distinguished by a defined and limited set of
validators who exercise control over the network, the shared ledger, and the information contained

therein. In a permissioned system validators are able to modify and, in certain circumstances, even
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delete transactions from the ledger as they effectively control the infrastructure. This has an impact
on the security of the system. On the one hand, it allows a small group of participants to invalidate
the immutability property of data in the blockchain. On the other hand, it makes it easier to correct
any clerical errors. Consequently, the trust model in permissioned blockchains must take these
characteristics into account and, where appropriate, be more stringent than in permissionless
networks where trust is distributed over the entirety of the decentralised network [15].

In public networks (permissionless or permissioned), any entity connected to the network is able to
read the information written in the ledger. In these systems, the immutability of transactions is
ensured by a larger decentralised set of validators. In particular, in permissionless cases, the deletion
or modification of data from the ledger would require a global consensus and the implementation of
a ‘hard fork’ (see section 3.2.1.4.2). An alternative to the implementation of hard forks is the use of
application approaches, in which an entity is able to ‘invalidate’ a data item by providing an ‘updated’
version of it. However, given the immutability of the ledger, that information would remain tracked
and thus visible.

Compliance with regulations on the protection of personal data in the context of public blockchains
can be ensured through data-masking and information anonymization mechanisms. This would result
in the creation of an encrypted trail of the data on the ledger without the necessity of verifying its
extent. Some platforms have proposed alternative solutions including the utilisation of advanced
cryptographic techniques for the right to be forgotten on-chain (RTBF), zero-knowledge mechanisms
[38], implementation of ‘controlled access platforms’ or private sub-networks.

3.2.1.2 Integrity

The integrity property of a blockchain indicates that transactions and blocks adhere to the validity
rules defined by the blockchain protocol. For example, the protocol may require that a transaction
transferring funds from one user to another is only valid if it spends a specified amount of available
funds (either from a previous transaction or from the uset's balance sheet) and is signed by the usetr
who has the authority to spend those funds.

Typically, the validity rules defined by the blockchain protocol can make use of cryptographic
functions, such as hash functions and digital signatures. Hash functions permit the derivation of
control values from data (typically an entire block), thereby facilitating the identification of any
unauthorised alterations to the same. In contrast, digital signatures permit the authentication of data
from a sender, thereby providing a guarantee of non-repudiation. The maintenance of integrity is of
paramount importance in ensuring the security of a blockchain [8].

3.2.1.3 Availability

In general, the availability of a system is defined in terms of probability that the system will operate
correctly at every moment in time. Given the replicated nature of the blockchain, each node holds a
copy of the entire ledger and, therefore, the data is available as long as there is at least one active node
with an updated copy of the ledger. However, in order for a blockchain to be considered available, it
is also necessary for the system to be able to process new transactions to be added to the ledger. This
is guaranteed by the underlying consensus algorithm which assumes the existence of an adequate
number of ‘validator’ nodes with different requirements depending on the specifics of the algorithm.
In protocols such as Proof-of-Wotk (PoW), the presence of a single node capable of producing
blocks is potentially sufficient, although in this limit scenario no decentralisation would be
guaranteed. In other Proof of Stake (PoS) based protocols, consensus sets limits within which the
protocol ensures availability.

3.2.1.4 Consistency
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All nodes of a distributed ledger (in this case, a blockchain, maintain a local replica of the ledger;
consequently, all nodes must be synchronised and must agree on the changes to be applied to the
stored data (i.e. status) in order to ensure the consistency of the ledger. A consensus protocol is used
for this purpose.

In general, a consensus protocol enables the managment of negotiations between the nodes and the
achivement, within a certain period, of an agreement on how to update the shared state, even in the
presence of node or network failures [10, 18, 27]. Specifically, in blockchains, consensus is used to
define the order of transactions to be added to the ledger and to ensure that network nodes converge

on the same state by solving (probabilistically or deterministically) problems such as double-spending
[10].

In literature [11, 27, 29, 30], the correctness of a consensus protocol is evaluated in terms of its safety
and liveness properties. Safety represents the ability of the protocol to execute correctly even in the
presence of adverse conditions (failures). Liveness represents the ability of the protocol to progress
and terminate correctly, even in the presence of failures.

Some authors [59] argue that the properties of safety and liveness are related to the CAP theorem?,
which is defined in distributed systems [28]. For the purposes of this work, the CAP theorem can be
expressed as follows: it is impossible for a distributed, shared, replicated and synchronized ledger
between multiple nodes to guarantee, in the presence of communication errors between the nodes,
the simultaneous execution of both reading and writing atomic data and the availability of the most
recent data writings. In CAP theorem, consistency is linked to the property of safety: any replication
of the data will always be correct (i.e. updated). Availability, on the other hand, is linked to the
property of liveness: at the end, every request to update or read the data will eventually receive a
response. Consequently, the CAP theorem posits that it is not possible for any protocol that
implements a log with atomic read and write operations to simultaneously guarantee safety and
liveness in a partitioned network.

The following section will examine two concepts related to consistency in blockchain technology,
namely finality and forks.

3.2.1.4.1 Finality

The concept of finality (or purpose) is a fundamental property that is introduced in order to determine
the differences between various blockchain consensus algorithms. This property is applied to ledger
blocks (and transactions) and defines the ability of a system to consider an immutable and irreversible
transaction within the ledger. Two types of finality are distinguished [23]:

Probabilistic finality: indicates that the probability of a transaction being valid and, therefore,
irreversibly part of the ledger, increases with the number of new blocks following the block
containing the transaction. Proof-of-Work (PoW) is a consensus algorithm in which the
computational work required to modify or remove a transaction from the ledger is inversely
proportional to the number of blocks that follow the transaction. In contrast, in some versions
of Proof of Stake (PoS), the objective is pursued by economically discouraging the behaviour of

94 The CAP theorem was introduced as a trade-off between consistency, availability and partition tolerance in distributed
systems where a service is implemented and provided by multiple nodes. Consistency refers to the ability of each node to
provide a correct response to each request made. Availability means the ability of the service to always provide an answer
for each request made. Tolerance to network partitions means that the service continues to operate even in the face of
failures in communication between nodes.
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malicious actors. However, the probabilistic purpose does not offer strong guarantees of
consistency, as the transactions of a ledger could be replaced with others in the event of conflicts.

Deterministic finality: ensures that a transaction is valid immediately after it has been inserted
into a block of the blockchain. The Practical Byzantine Fault-Tolerant (PBFT) protocol and its
variants [18, 33] are part of the consensus algorithms with deterministic purposes. In such
protocols, validators vote on the next block to be added to the chain; when a certain number of
votes is reached (quorum), each node in the network updates its ledger simultaneously. A
transaction, if approved by a quorum of validators, is immediately part of the ledger irreversibly.
Assuming an adversarial system where nodes can be faulty or corrupted (i.., prone to Byzantine
failures), distributed systems theory sets the minimum value of the approval quorum at 2/3 of
the total number of validating nodes in the network [33].

It is important to note that additional dimensions are employed in the literature to classify consensus
algorithms. For instance, in [24], a distinction is made between lottery-based and vote-based
consensus algorithms. The former involves the selection, based on a specific criterion of the protocol
itself, of a validator node to propose the next block to be added to the chain. In contrast, the latter
employs a more traditional approach based on rounds of votes. PoW and PoS are representative
examples of lottery-based consensus algorithms, whereas the proposed by the forking technique
(PBFT) is a representative example of a vote-based consensus algorithm.

3.2.1.4.2 Fork

The consistency property is lost in a blockchain system in the event that several versions of the shared
ledger exist at the same time. Consequently, the different nodes of the blockchain network are not
synchronized on the same state as the ledger in a certain instant of time. This scenatio gives rise to
the phenomenon of forks. In general, forks can be accidental or intentional.

In the case of accidental forks, the consensus mechanism employed by the specific blockchain
technology is typically the cause. In the event that two or more new, valid blocks are created almost
simultaneously by validator nodes, the blockchain will be divided into two or more valid branches.
In this instance, the consistency of the blockchain is temporarily breached [31], rendering it
susceptible to issues such as double-spending [10, 31]. Typically, conflicts between the different
versions of the chain are resolved within a certain time window. This is achieved through the selection
and consequent extension by the nodes of the network of a single branch formed from the chain of
blocks [32]. The selection of the branch is conducted in accordance with the specific criteria inherent
to the particular blockchain technology. For instance, in the case of Bitcoin, each node is required to
select and extend the branch that leads to the definition of the blockchain for which the most work
has been done. This criterion is known as the ’longest chain criterion’ [24]. In this scenario, the
consistency is referred to as final (or eventual consistency) because, over time and with the occurrence
of updates, all the replicas of the register will converge towards the state of the register defined in the
longest chain of the blockchain. In the event that a blockchain is unable to resolve potential fork
events, the security of the blockchain is compromised. This is evidenced by the findings of [10, 32,
60].

The consensus protocols are capable of maintaining the property of safety at any given moment in
time, thereby preventing accidental forks even during periods of adverse network activity. This
property is secured at the cost of grid stall periods, as outlined in references [33, 34]. Conversely,
there are consensus protocols that prioritize liveness, thus preventing stalemates by adopting models
of final consistency simultaneously, though this may result in the occurrence of accidental fork events
[16, 31, 35].

Intentional forks, however, occur during planned updates of the blockchain protocol (software). In
particular, the upgrade process necessitates that the network nodes update the software
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asynchronously and autonomously, which can result in a network fork (for instance, in the event that
a protocol parameter or block structure is altered). In such instances, two distinct types of forks are
identified, namely soft forks and hard forks [30]. In the case of soft forks, the protocol update does
not result in the loss of backward compatibility, and therefore is not considered a mandatory update.
Network nodes continue to interact with each other, even with different versions of the protocol. In
contrast, in the case of hard forks, updating the protocol results in the loss of backward compatibility,
which is why the update is considered mandatory. Nodes that fail to upgrade to the new version will
be unable to interact with the rest of the network, but will continue to operate on an outdated ledger.

3.2.1.5 Quantum Resistance

Quantum computers are expected to | be capable of solving complex computational problems in a
significantly shorter time than traditional computers. This represents a significant challenge to the
foundations of modern cryptography and blockchain security. For instance, a quantum computer
could be employed to detive a uset's private key or even to forge blocks arbitrarily with the intention
of manipulating the shared ledger.

The asymmetric cryptography schemes currently in use for computing digital signatures are
insufficiently secure to withstand attacks from quantum computers. Nevertheless, the NIST is
currently engaged in the development of new standards for the definition of post-quantum
cryptographic algorithms, which will facilitate the definition of digital signatures that are resistant to
attacks from quantum computers [65]. The majority of the proposals currently under evaluation by
NIST are based on lattices, a mathematical abstraction that appears to be capable of defining
computationally complex problems even for quantum computers [39].

Quantum computers represent a pioneering technology that is not yet ready for large-scale
deployment. Consequently, they do not pose a significant threat at the writing time of this document.
Nevertheless, the parameter of quantum resistance is a useful tool for evaluating the robustness and
security of a broad-spectrum blockchain platform over the medium to long term?.

3.2.2 Scalability parameters

In distributed system theory, scalability is defined as the ability of a system to maintain an adequate
level of performance as network complexity (number of nodes) or workload (number of operations
required) increases [40]. A number of metrics can be employed to assess the performance of a system.
These include throughput and latency [41].

Throughput is a metric that quantifies the number of operations completed by the system within a
specified time interval. In the context of blockchains, throughput is defined as the maximum number
of transactions per second (ITPS) that the blockchain is able to confirm?.

Latency measures the time required by the system to complete an operation. For blockchains, latency

is measured as the average time required by the protocol to process and finalize transactions. This is

% Crypto agility is often referred to as a possible mitigation approach to the threats posed by quantum computing. This
term indicates the ability of a computer system to implement alternative encryption methods, thus making them able to
react quickly to any cryptographic threats. In this sense, a ‘crypto-agile’ blockchain should make it possible to modify
signature and/or hash algorithms in an easy way, also outlining a change management path that makes it possible to manage
transitional periods in which different categories of algorithms coexist within the same protocol.

% A transaction is considered confirmed when ‘purpose is achieved’, i.e. the property that guarantees its immutability and
irreversibility on the shared ledger. Please refer to section 3.5 for further details on the purpose.
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usually measured as the difference between the time when a transaction is considered finalised and
the time when the transaction was sent by a user to the client node (‘time to finality’).

In recent years, platforms called ‘layer-2’ [80] have been proposed, alongside a blockchain with the
aim of maximising transaction throughput and latency, and reducing costs. These solutions offer
blockchains parallel to the already known ‘layer-1” blockchains (e.g. Bitcoin and Ethereum) which
constitute a fundamental infrastructure. The most well-known ‘layer-2’ approaches are those based
on payment channels (i.e. Bitcoin’s Lightning Network [81]), those based on ‘optimistic rollups’ in
which transactions are considered valid and possibly verified using the underlying layer-1, or “zero-
knowledge rollups’ based on zero-knowledge evidence [38].

3.2.3 Parameters of decentralization

A decentralized system is defined in the literature as a system in which the nodes of the network atre
not managed by a single authority but by multiple independent actors [15].

The number of validating nodes participating in the consensus helps determine the level of
decentralization of the network. In general, permissioned networks have a lower level of
decentralization than permissionless networks because they generally use a predefined and limited set
of validators. In contrast, in a permissionless network, all network nodes can act as validators, thereby
increasing the level of decentralization of the network [8, 15].

As described in the Scalability Trilemma [25], ensuring scalability and decentralisation in a blockchain
network is a challenging task. Increasing the number of validators makes it more complex to reach
consensus and ensure tolerance to Byzantine failures simultaneously [10, 18, 33].

In the PoW consensus, the consensus is reached probabilistically, utilizing the computational
resources available to the network nodes for the resolution of a complex mathematical puzzle.
Validators with greater computational power are more likely to be selected as proposers of the next
block [31, 42]. In other systems, based on PoS, validators must deposit money (stakes) to be selected
to propose a block. In this case, the block proposer can be elected in two ways:

1. A deterministic approach is employed, whereby the proposing validator is selected based on
the proportion of stakes deposited.
2. A Probabilistic approach is used, whereby the proposing validator is chosen at random.

In both solutions, the deposited stake plays a fundamental role as it increases the chances of being
selected as a proposing validator. The degree of decentralization of a blockchain system is then
evaluated according to two dimensions [8]: (i) the number of validating nodes participating in the
consensus, (i) the distribution of validation power, ie. the distribution of resources (e.g.,
computational as in PoW). Dimension (ii) is relevant in the context of lottery-based protocols of
which PoW and PoS are part. In the following discussion, we adopt this perspective.

3.2.3.1 Number of validator nodes

In permissioned blockchain networks, the number of validator nodes is typically a predefined set of
nodes. In contrast, in permissionless networks all nodes must be able to update the shared ledger by
participating (explicitly or not) in the consensus protocol. In PoW, validators are those nodes that
participate in the process of mining, which is solving the cryptographic puzzle. In PoS, validators are
all those nodes that are registered to participate in the consensus. The greater the number of validating
nodes in a blockchain network, the more decentralized the system can be.
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3.2.3.2 Distribution of validation power

It is essential to identify within the system how the validation power is distributed between validator
nodes. In PoW, for example, miners with greater computational resources are more likely to solve
the mathematical puzzle and thus more likely to propose a block. Consequently, PoW is conditioned
by a mechanism called pooling, whereby multiple miners tend to combine their computational
resources in order to enhance the probability of producing new blocks. This results in a more
centralised network, with the production of blocks entrusted to a few miners. This exposes the
network to the 51% attack, whereby the majority of the network’s computational power is in the
hands of a group of miners [43].

A comparable process can be observed in PoS, whereby validators and other stakeholders can
combine their stakes to enhance the probability of producing blocks. This is known as ‘pooled
staking’. [6]. In PoS, some penalty rules can be defined, whereby a portion of the stake deposited by
the validator (or the entire amount) is deducted in the event of malfunctions or malicious behaviour.
This mechanism is referred to as ‘slashing’. It is, therefore, important for a staking pool to minimise
the risk of slashing. This can be achieved by offering an efficient and reliable validation service in
order to attract more stakes and thus maximise the chances of producing blocks. As in mining,
pooling introduces risks of centralisation. As the stake is distributed among a few groups of validators,
security risks such as the attack increase by 51%.

BOX 6 — PoS systems

It should be noted that not all PoS systems are identical, and in certain implementations, the
risk of attack at 51% of the stake can be mitigated. In particular, PoS-based blockchains can
adopt different election approaches, including:

e Bonded Proof of Stake: a set of nodes is designated as validators, with stakeholders

depositing their stake in the protocol to acquire voting rights and indicating one or more
validators. Nodes with multiple votes are elected as validators and then allowed to
produce new blocks. The distribution of the stake is concentrated on a group of
validators who are willing to deposit the required stake.

e Delegated Proof of Stake: the validators are elected through a stake-based voting system.

The stakeholders express their preference by delegating the stake to a validator. The
validators with multiple delegated stakes are elected. A relatively small number of
validators are usually chosen in order to maintain a balanced trade-off between security
and scalability. The distribution of the stake is limited to the number of validators elected
[60].

e DPure Proof of Stake: each stakeholder has the authority to participate in the consensus

as a validator and thus, be elected as a proposer of a new block. Validators are elected
randomly using a cryptographic mechanism that does not require high computational
costs. This type of PoS does not provide for mechanisms of aggregation of the stake to
increase the chances of being elected as proposers of a block. Furthermore, it does not
pose economic or computational barriers to participation in the consensus. The
distribution of the stake is broad across all stakeholdets [60].
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3.2.3.3 Fairness

In numerous blockchain platforms, access batriers for validators could potentially impede their
impartiality. To illustrate, in PoW-based systems, the access barrier is the cost of the hardware and
energy required to participate in the consensus. In contrast, in some PoS protocols, the barriers are
represented by the minimum amount of stakes that must be deposited in order for a node to be
considered a validator. To enhance fairness, some PoS solutions provide Tliquid staking’ features,
wherein validators receive an alternative asset representing a one-to-one ratio of the staking tokens
deposited. This provides a form of ‘liquid’ staking in which assets are locked, but their counter-value
remains available for use as collateral.

The lower the access batriers, the greater the possibility of having a highly decentralised network.

3.3. Flexibility

In the previous sections, we presented the infrastructure features and the security, scalability and
decentralization parameters that differentiate blockchains. This section will analyse the differences
between them from an application and usability perspective. The former will be considered in terms
of the ability to build applications on the blockchain, while the latter will be evaluated in terms of
ease of use and interaction between the blockchain and other systems. In particular, we identify three
key characteristics of blockchain flexibility: programmability, network configuration, and
interoperability.

Blockchain programmability refers to the ability to implement and run decentralized applications

through the development of smart contracts.

Blockchain network configuration refers to the ability to customize the network according to specific

rules.

Blockchain interoperability refers to the techniques available to facilitate interaction between different

systems.

3.3.1 Programmability

Programmability is defined as the capacity of a blockchain to interpret and execute programs (smart
contracts) in a decentralized manner. The execution of a smart contract is deterministic, and the result
of the execution, stored immutably on the blockchain, depends on the input parameters and the state
of the blockchain. Smart contracts permit the definition of business logic for the approval of
transactions or for updating the status of the ledger itself. They are adopted for the creation of
decentralised applications. A more detailed examination of smart contracts is provided in Section II.

3.3.2 Configurability

Each blockchain system is characterised by a set of parameters that influence its operational
efficiency, usability and security. For instance, it may be necessary for a validator node to be able to
determine the memory space made available to manage the queues of incoming transactions (for
example, in the case of limited memory of the node), or even configure protocol parameters such as
the size of the blocks produced and the frequency. In this case, flexibility is impacted, and it is
necessaty to distinguish the trade-offs between blockchains that provide a configurable execution
environment, and therefore more flexible, compared to systems that do not allow ‘custom’
configurations of the node, in favour of a more stable and consolidated system [8].
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3.3.3 Interoperability

Several blockchain platforms are emerging and gaining a significant presence in the market, attracting
users and new decentralized applications. It is crucial to enable interoperability mechanisms that
permit users to operate on different blockchain platforms (e.g. transferring assets from blockchain A
to blockchain B, or invoking a smart contract from blockchain C) [49].

BOX 7 - Interoperability and Bridges

To date, the objective of interoperability is typically achieved through intermediaries (known as
notaries) operating cross-chain atomic exchanges. Intermediaries are typically represented by smart
contracts, or pairs of smart contracts defined on the relevant blockchains [50]. These components
act as centralised or semi-centralised oracles and are commonly referred to as ‘Bridges’. Given that
blockchains are typically incompatible?’with one another, the problem of exchanging an asset or
information from one platform to another is not straightforward to solve. In order to enable this
type of operation, Bridges are in charge of ‘deleting’ (burning) information from the sending
blockchain and creating (minting) the same information in the destination blockchain. This process
is typically conducted through the use of smart contracts for burning and minting operations, in
conjunction with a software component (middleware) between the two blockchains to certify the
correctness of the process itself. Given their inherent complexity, Bridges represent a significant
vulnerability in the security of cross-chain exchanges. Both the smart contracts and the middleware
component may be susceptible to compromise. In 2022, Bridges were among the primary targets
of blockchain attacks that resulted in the theft of hundreds of millions of dollars [51].

An alternative to notary bridges are interoperability solutions based on relays, i.e. systems run
directly within a blockchain, capable of validating their status through the verification of validators’
signatures, and communicating the latter to a second blockchain [52]. Relay-based mechanisms are
convenient in extremely efficient networks, but verification can become a bottleneck if this
involves one blockchain with longer confirmation times than another. This represents a limitation
in the context of cross-chain market exchanges where transaction validation time is a key element
[50]. However, alternative solutions exist in the literature that mitigate the problem of verifying
the validation signatures of a blockchain using compact encrypted certificates [53]. These
cryptographic objects can be readily exported from one blockchain to another, thus enabling the
state to be verified directly on the blockchain (for instance, through a smart contract that interprets
the certificate) in an efficient and reliable manner, without the need for external bridges.

3.4 Energy impact

As with any IT infrastructure, blockchains require a certain energy consumption in order to operate
efficiently and securely. The system performs transaction processing and smart contract execution
operations, necessitating the synchronisation of network nodes via the consensus protocol
characteristic of the blockchain. It is evident that these operations necessitate the utilisation of

computational resources, which subsequently results in an associated energy expenditure.

The Crypto Carbon Ratings Institute has developed a model for evaluating the energy consumption
of blockchains. The study indicates that systems based on the PoW protocol (e.g., Bitcoin) consume

97 There are blockchains that share native protocols and make cross-chain interoperability easier; however, these are
currently exceptions in the market landscape. An example of this is Polkadot, a native multichain blockchain that allows
cross-chain exchanges of data and assets between the ‘specialised’ chains that make up the Polkadot ecosystem.
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approximately 120,000 [Gwh/yeat], require approximately 1,700 [kWh] for transactions validation?
[78]. The PoW consensus protocol is inherently computationally intensive, necessitating the
resolution of complex mathematical problems. This, in turn, results in a significant energy
consumption. The study also indicates that other protocols, in particular those based on PoS, can be
defined as more environmentally friendly because they do not involve a high computational load on
the validators to perform the consent. The study demonstrates, for instance, that a PoS network (e.g.
Ethereum) consumes approximately 2.7 [GWh/year] [54].

4. Economic model

In order to guarantee the optimal functioning of permissionless blockchains, it is essential to utilise
a native token that enables the definition of financial incentives, thereby encouraging validators to
act in an honest and reliable manner and to maintain the integrity of the network. Furthermore, the
native token is employed to cover transaction execution costs, which are commonly referred to as
commissions or fees. In other words, while the underlying economic model of permissioned
blockchains is traditional and extrinsic in comparison to blockchain, the decentralised nature of
permissionless blockchains necessitates the existence of an intrinsic incentive mechanism, which
guarantees those who accept the role of validator a remuneration that makes it economically
convenient to continue to perform it. This economic incentive is constituted precisely by the native
tokens, which remunerate the validation activities.

4.1 Distribution of the native token

The technique of distributing the native token (if applicable) determines the initial value of the token,
the role and incentives of the main actors involved in the project, and the methods chosen to
sustainably incentivise the growth of the ecosystem over time. The initial distribution of tokens must
be evaluated in relation to certain fundamental quantities, such as the theoretical maximum number
of native tokens and the number of tokens actually in circulation at a given time.”

In PoS-based blockchains, the allocation of native tokens also determines the major stakeholders and,
consequently, the individuals or entities able to exercise greater control over the network. To evaluate
a blockchain, it is therefore necessary to analyse the methods adopted for the initial release of the
token, the way in which the stakeholders were selected and the resulting allocation. For example, a
blockchain that has entrusted the majority of tokens to an entity or a small group of beneficiaties is

exposed to increased risks of stake concentration in a few entities, which can affect its security and

reliability [55].

The most common initial distribution techniques — usually combined with each other with different
weights — are:100

®  _Allpcation to insiders: the distribution of tokens to internal beneficiaries (e.g. developers) that
takes place before the distribution or public sale, may be associated with constraints that
limit the transfer of the tokens received for a certain period.

®  Non-profit foundations: the issuance of tokens to foundations in charge of promoting the
platform and incentivising new projects in the ecosystem.

981700 kWh represent about the average annual energy needs of an Italian family of 2-3 people.

9 In case of total issuance of the token at the time of launch, the two dimensions may coincide.

100 The techniques described are usually used for non-native tokens. In the case of native tokens, it also includes the case
in which they are not distributed at all, as they are assigned exclusively as a result of the mining / staking process (this is the
case with Bitcoin).
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®  Private sale: the transfer to institutional investors (e.g. venture capital) based on bilateral
agreements.

®  Airdrop: the free distribution to the public (e.g. to users who have interacted with the
blockchain during the testing phase).

®  Public sale: sale through public auctions or ICOs.

4.2 Capitalisation

The term ‘capitalisation’ is used to indicate the total market value of all native tokens that have been
put into circulation. This value is calculated based on the market price at a given time. This parameter
can be employed in the analysis of the robustness and security of a blockchain, as it can influence the
economic effort required to control the network. However, there exist diverse incentive models,
which can result in varying effects on the capitalisation of the native token, depending upon the
specific case in question.

For instance, in PoW-based blockchains, an adversary is less motivated to attack the network if the
market value of the token is low. In this case, the costs of carrying out the attack (which do not
depend on the value of the token but for example, on the cost of electricity) could be higher than any
gains. Conversely, this line of reasoning may be overly simplistic if it is not also accompanied by
considerations of the opposite direction, namely the attractiveness of a blockchain for potential
miners. In fact, in the presence of an entry barrier to the 'mining market' consisting of the investments
in hardware necessary to participate in the validation mechanism, a high value of the token constitutes
an incentive to invest and therefore tends to contribute positively to the growth in the number of
validators, a phenomenon that makes the execution of attacks more difficult. In the case of PoS
consensus mechanisms, an attacker could exploit low market prices of the token to increase their
stake and thus gain decision-making power on the network. This would allow them to act maliciously
without suffering significant economic penalties (for example, in the case of slashing) [43].

4.3 Transaction Costs

The operation of blockchain platforms necessitates the payment of transaction execution costs by
users. These costs are levied in order to compensate validators for carrying out the validation process.
This process helps to make the network secure, preventing potential attacks or spam.
The cost of transactions is divided into two categories: flat cost and dynamic cost.

- The flat cost is a fixed fee that applies to all transactions, regardless of their type (e.g.
payment, execution of smart contracts).

- The dynamic cost is a variable fee that is determined by the type of transaction to be executed
or by network congestion. In the event of high network usage, the costs can increase
exponentially.

Some blockchains also allow users to incentivize the level of priority with which to request the
registration of their transactions, adding an additional reward to the validators. This functionality,
designed to enhance the overall efficiency of the system by enabling the execution of transactions at
reduced costs (i.e. where the user does not have a pressing need for the transaction to be completed),
could, however, result in platforms becoming less inclusive [29], as it discourages validators from
approving transactions with low rewards.
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5. Ecosystem and on-chain data
5.1 Governance

The governance of a blockchain platform is another useful parameter to evaluate its sustainability
and durability. It is important to note that blockchain systems, as they are decentralised, may not have
central authorities making governance decisions with respect, for example, to protocol updates or the
management of non-distributed native tokens. Consequently, it is necessary to identify which
governance mechanisms can be adopted depending on the context, in order to enable the relevant

actors to participate in the decision-making process.

In a blockchain permissioned system, where participants can only operate following specific
authorisation and with well-defined roles, traditional governance mechanisms, that is, centralised
governance, are more easily applicable. This is because they can be delegated directly to the
consortium managing the infrastructure. In fact, the controlling entities are able to modify the
software of the network nodes or make decisions regarding the permissions and roles of the
participants. Conversely, in a permissionless blockchain, it is not possible to identify the entities
responsible for the provision of the system's services with certainty, due to the decentralised nature
of the system. Consequently, different governance models can be applied.

In general, the design of the protocol, the development of the infrastructure and the tools for its use
necessarily require the involvement of a group of people. In certain instances, the development team
is responsible for protocol maintenance and update management. This may give rise to questions
regarding the extent of the system's actual decentralisation. In a context where there is no central
authority, the team must necessarily share the choices regarding network management with a
community of users and external collaborators. This is particularly relevant in the case of decisions

regarding the upgrade of the protocol.

These governance mechanisms, which may be defined as ‘off-chain’ and which sometimes also make
use of unconventional coordination mechanisms (for example, forums), are then flanked by the
platform’s native IT protocols, which regulate, for example, the process of validating transactions
and executing smart contracts. These mechanisms, together with other more sophisticated ones (e.g.
based on smart contracts and/or governance tokens), are referred to as ‘on-chain’. Furthermore, the
objective is to automate the processes by which participants cooperate to make decisions, for example
on protocol updates and the definition of new functionalities, but also on ecosystem incentive policies
or internal organisation (e.g. definition of new development or management teams) [57, 58, 66, 67,
68, 69, 70, 71, 72, 73].

5.2 Use of the platform

Another useful parameter for characterising a blockchain is the actual use of the platform. A system
that is not utilised to its full potential is unlikely to gain value. One parameter for assessing the
utilisation of a platform is the volume of transactions executed ‘on-chain’. If the maximum TPS is
identified as a fundamental metric for measuring the scalability of the system, the actual TPS can be
considered an indicator for measuring the extent to which the blockchain platform is utilised at any
given moment in time. The actual TPS depends on two factors: the number of confirmed transactions
within the ledger blocks during a given period of time and the maximum TPS.
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6. Application of taxonomy

This section presents a potential methodology for analysing a blockchain platform in comparison to
the parameters outlined in the preceding sections. In particular, the diagram below (Diagram 1)
presents a methodological approach for acquiring the information necessaty to map the qualitative
parameters with the blockchain solution under analysis. Subsequently, in the case of a blockchain,
the process involves the collection and analysis of data in three distinct phases.

The initial stage of the process entails the assessment of technical qualitative indicators:

1. Evaluate peer-reviewed publications as these should be considered as the primary source of
information for data pertaining to the technical characteristics of the platform.

2. Integrate technical information with the platform white paper (if any).

3. In the event of a lack of technical assessments (for instance, in the absence of information
regarding the type and functionality of the specific consent mechanism), consult the online
documentation of the platform.

The second phase is characterized by an economic analysis with respect to the tokenomics of the
project and the data relating to the reference market. This information can be obtained through
specialized data providers; however, in the current context assessing the credibility and reliability of
sources can be challenging.

Finally, the third and final step of the methodology is to collect data on the ecosystem and direct ‘on-
chain’ use.

N
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Diagram 1. Application of the analysis process to a new blockchain. Data acquisition phase.

6.1 Conclusions

The development of applications based on blockchain (or smart contracts) is strongly conditioned
by the characteristics of the specific technology used. In order to achieve this object

tive, this document commences with an analysis of the state of the art, which is then followed by a
list and description of the main characteristics of blockchain technology. The document also
proposes a methodological approach that could be used to capture the information needed to
describe and analyse blockchain platforms in relation to the parameters identified. In this context,
the proposed analysis process can be applied as an experimental exercise to a group of blockchains
with the objective of evaluating their fundamental characteristics and analysing their similarities and
differences.
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Section II - Taxonomy of the technical characteristics of smart contracts
1. Introduction

The purpose of this section is to describe, from a technical point of view, the phenomenon of smart
contracts and to identify their peculiarities (see the box below on the methodological approach —
Methodological Note 1). The section is organised as follows: Paragraph 2 introduces the technical
definition of smart contracts, their main functionalities and their life cycle. Paragraph 3 presents a
classification of key characteristics, distinguishing between technological characteristics and high-
level characteristics. In paragraph 4, the security issues of the smart contracts are addressed, with an
introduction to the main challenges for the secure development of decentralised applications
(DApps) and an initial analysis of the possible vulnerabilities that the technology introduces.

Methodological note 1

The section describes the technological and high-level characteristics of smart contracts and their
main features. In particular, the section’s contribution is based on literature analysis and selective
research of the methodological work. Existing works in the literature dealing with topics such as
the definition, comparison and regulation of smart contracts were analysed. In order to provide
the generic model presented in paragraph 3 (‘Smart Contract Overview’), systematisation work and
surveys on smart contracts [1, 2, 3, 4, 5] were examined. The technical analysis and benchmarking
work [2, 5, 6, 7, 8] was used to (i) provide a systematization of the technical characteristics of smart
contracts; (i)analyse differences and trade-offs between different execution environments; (iii)
investigate existing programming languages.

Finally, an evaluation of the security parameters to be considered in the development of
decentralized applications and related smart contracts is proposed. Specifically, the set of known
vulnerabilities in the sector is reported [8, 9, 10, 11]. The result obtained was partly inspired by
known wotks in the literature such as DASP - TOP 10 [12], the Smart Contract Security
Verification Standard [13] and the SWC registry [14] of known vulnerabilities.

2. Smart Contract Overview

In computer science, the notion of smart contracts was first introduced in 1990 as a digital computing
protocol capable of autonomously executing the terms of a contract defined in a transactional system
[15]. With the advent of blockchain, smart contracts have been the subject of renewed interest also
thanks to the significant increase in the number of decentralised applications (or ‘DApps’) developed
[57].

In general, the term DApp is frequently used to refer to any decentralized blockchain-based
application that includes, in addition to the underlying blockchain technology, the user interface
(usually a web interface) and smart contracts [19, 20]. As DApps are decentralised, they do not require
a service provider or, in general, a trusted party to manage their infrastructure. One of the main
benefits of using decentralised applications is to optimise inefficient execution flows.

Considering only the level of smart contracts, this section provides an analysis of them from a
technological point of view.

2.1 What are smart contracts?

In general, smart contracts are software programs developed in a specific programming language.
Bitcoin, for example, allows, using a non-comprehensive Turing scripting language, the development

62



Characteristics of Smart Contracts

of smart contracts to manage asset transferability [16, 17]. Ethereum [18], on the other hand, through
the computational abstraction of the Ethereum Virtual Machine (EVM), allows the execution of
smart contracts developed in complete Turing programming languages'0!.

Since smartt contract programs are based on blockchain and are therefore executed in a collective and
decentralized manner by the nodes of the network [1, 18], their execution is validated by the
underlying blockchain network and their reliability is connected to that of the blockchain [8, 11]. The
execution of a smart contract is deterministic and is based exclusively on data available on-chain. This
ensures that, during the distributed execution of the smart contract code, each node in the network
gets the same result (or output) given a set of input parameters and a certain state of the blockchain!02
[21, 22]. Examples of execution of a smart contract are: conditional approval of a payment between
two users (for example, you can approve the payment transaction to a beneficiary user if and only if
a certain time frame has passed); the exchange of an asset (for example, a smart contract that
implements a market place of collectible assets that can be exchanged between users) [3, 0].

The execution of a smart contract is typically triggered by a transaction known as a ‘call’. For example,
a smart contract can be invoked through a transaction that implements the sum transaction by passing
the transaction addends as transaction arguments (i.e. input parameters). Transactions invoking a
smart contract are approved and the code of the smart contract executed only if the protocol rules
of the underlying blockchain that determine the validity of a transaction are met.

Smart contracts inherit the traceability and immutability properties of the underlying blockchain. In
particular, the code of smart contracts is registered within the blockchain itself and therefore by its
nature cannot be changed. This feature is crucial to define security models based on decentralized
applications in which users are certain that the code is not altered. In this regard, the blockchain
maintains a unique track of both creation and all invocations to a smart contract. Moreover, even
with complex computational patterns that alter the execution of the smart contract and make it
possible to create new behaviours of the smart contract itself (for example, this happens in the ‘Proxy
Pattern’ update mechanism [23, 24]), it is always possible to reconstruct the trace of the smart contract
by observing the history of the ledger [8, 23].

Smart contracts that, as anticipated, are written in a specific high-level programming language (for
example, Solidity for the Ethereum blockchain [25]) or in a scripting language (for example, Bitcoin
Scripting [16, 17] for the Bitcoin blockchain), are compiled into a set of instructions directly
executable from the computational model implemented by the specific blockchain (bytecode). The
compiled bytecode of a smart contract is installed and executed within an execution environment.

There are several execution environments that generally fall into two categories [8, 26]: (i) memory
stack-based interpreters (e.g., Bitcoin Script interpreter [16, 17]); (i) virtual machine-based
interpreters (e.g., the Ethereum Virtual Machine - EVM |6, 18]).

Execution environments differ in the programming language they support, the type of interpretable
commands (e.g. instructions, functions, computational loops, jumps) and the type of memory used
[2, 7, 8, 27]. In paragraph 3 (Tundamental Characteristics’), we will present the different
characteristics of the execution environments, which will be followed by an assessment of the

respective trade-offs.

101 Ability to execute recursive code and loops within the program. Please refer to section 4.1.4 to learn more about the
differences between complete Turing languages and non-complete Turing languages.

102 Blockchain status means the latest version of the ledger — the set of blocks and transactions — validated and approved
by the majority of the blockchain network at any given time [18].
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2.2 Interacting with smart contracts

To interact with a smart contract, blockchain users typically send a cryptographically signed
transaction with their private key. The blockchain keeps track of both the creation and all invocations
to a smatt contract by storing them in the state maintained by the ledger.

There are two main state models on which blockchains are based: account-based and token-based.

An account is, in general, an entity that is able to send transactions to the blockchain and has a balance
sheet. In the account-based model, each account is allocated a memory space to save the status
information associated with the account (e.g. the balance of tokens held by the account) [6, 18]. The
local state of each account contributes to the definition of the global state of the blockchain [0, 8,
18]. Generally, this blockchain status model distinguishes two types of accounts: (i) standard
accounts, which atre associated with a public/private key pair and controlled by anyone who owns
the private key; (i) contract account controlled by the logic of the specific associated smart contract

[6, 18].

An alternative to the account-based model is the token-based model, of which the Unspent
Transaction Output (UTXO) used by Bitcoin [16, 17, 28] and the Extended UTXO [29] are particular
examples. In this model, the blockchain traces the available tokens through the transactions stored
in the ledger. As a result, a user's token balance can be spread across hundreds of transactions and
blocks. In a token-based model, there is no concept of account and associated balance sheet; there
are only tokens locked to be used by specific users. As a result, at a given time, the status of the ledger
is defined by all the tokens still available.

In this document, without claiming to be exhaustive, we mainly consider blockchain technologies
that adopt an account-based state model, which are currently the most widespread in the financial
sectof.

Therefore, in a blockchain technology with an account-based state model, smart contracts are a
particular type of account; As a result, they have an associated balance sheet and can be invoked
through transactions. However, they are not controlled by a user and are executed by the blockchain's
network of nodes. Each invoking transaction produces the execution of the logic contained therein
and the updating of the global state of the blockchain. In particular, given a user of a smart contract,
the execution steps can be summarized as follows [2, 31, 32]:

1. the user signs and sends an invoking transaction on the blockchain specifying a function of the
smart contract;

2. the blockchain software assesses the validity of the transaction, verifies the existence of the
requested smart contract and extracts the input parameters (if specified);

3. the required smart contract function is invoked and the coded logic is executed by passing the
input parameters (if specified);

4. Following execution, the resulting transactions and new status information are confirmed and
stored in the ledger in accordance with the protocol rules of the underlying blockchain.

These steps define the execution cycle of a smart contract.

2.3 Life cycle

This document describes a state model of account-based blockchains. In addition, smart contracts
executed in a virtual machine (VM)-based environment are considered (see paragraph 3.1.1). In this
context, it is possible to articulate the life cycle of smart contracts in six fundamental phases [2, 32]:
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® Development: translating the functional requirements of a specific contract or process into
the smart contract programming language. This phase follows the same traditional
programming principles, such as modular development and testing of programme functions;

e Compilation: generation of the smart contract bytecode for running on VMs; the source
code is processed by a compiler;

® Deplovment: the bytecode is validated by the blockchain software and instantiated within
the ledger; the smart contract account and its status are generated in the execution
environment; users can send invoking transactions to execute the smart contract logic;

® Execution: following an invocation, the VM executes the smart contract logic by applying
the inputs and generating a unique output; at the end of the execution, the VM updates the
status of the smart contract with the result of the output;

® Update: modification of the smart contract to a new version of the compiled bytecode. For
example, developers may decide to change approval conditions, troubleshoot code/bugs or
add new features; the updating procedure can be made arbitrarily complex (e.g. for Ethereum
smart contracts there are update patterns that developers can perform (e.g. Contract
Migration, Proxy pattern etc. [33]) [23, 24]. However, these mechanisms may vary depending
on the underlying blockchain; in general, this procedure requires the implementation of
governance permissions to avoid unexpected manipulations by actors not authorised to
change the execution logic [24];

e Cancellation: disabling the functions of the contract; the smart contract is inaccessible and
therefore not usable. This procedure requires the implementation of permits to avoid
unexpected manipulations.

2.4 Updating and Governance

In the previous section, the fundamental properties of immutability and irreversibility of smart
contracts have been highlighted, which offer guarantees of security both on the content of the
contract and on the operations envisaged during execution. However, it is possible to provide for an
update of a smart contract in the circumstance in which, for example, it becomes necessary to add,
change or remove a clause, or possibly solve technical problems related to unexpected execution
patterns, or vulnerabilities in the code. Updating a smart contract involves modifying the logic
performed while preserving the status of the contract. It is important to clarify that mutability and
updateability are not synonymous, especially in the context of smart contracts. It is not possible to
change the code: however, it is possible to change the logic performed when invoking a smart
contract, provided that appropriate precautions are taken.

In this section, we propose a focus on the techniques that can be used to manage the updating of a
smart contract. There are different patterns of updating a smart contract in the literature [23, 24],
which rely on different levels of governance and are optimized on individual blockchains [33]. Below
is a high-level description of possible upgrade patterns within two categories: (i) upgrade of individual
functions and (ii) upgrade of the smart contract. Finally, the governance mechanisms that the actors
involved can adopt to ensure a safe, efficient and democratic update of the code are highlighted.

e Updating individual smart contract functions: update pattern of a limited part of the smart
contract. In this scenario, some parameters of the smart contract can be modified or updated
(e.g. by sending new inputs) which consequently modify the execution of it (an example are
smart contracts that rely on a parameter passed as an input to influence the execution of the
business logic); in more complex scenatios, the execution of entire functions of the smart
contract is delegated to functions of other smart contracts [34] (for example, in Ethereum
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this is done through the ‘Proxy’ and ‘Diamond’ patterns [33] - Modification through
input/modification through modularity);

Updating the smart contract: the entire smart contract code is moved to a new version; this
procedure totally replaces the code of a smart contract with a new version; in platforms such
as Ethereum, this can be done through the cancellation of the smart contract [35] and the
subsequent deployment of a new version, or through proxy mechanisms that manage the
addressing of requests to new versions of the contract [33, 34].

Updating a smart contract can drastically change its functioning and therefore the business logics

performed. It is therefore essential to manage the permissions of the actors authotised to approve

these changes. In this sense, there are different approaches to managing the actors in charge of

updating [34] that are based on three directives:

individual administrator: entity known to the smart contract (identified with the blockchain
public key identity) in charge of petforming the update functionalities; this entity can be
written immutably in the code of the smart contract or can be made explicit programmatically
(for example by the creator of the contract itself);

group of administrators: group of entities authorised to update the smart contract, which are
usually identified by a ‘multiple’ blockchain identity (called a multi-signature wallet [36])
where the update is approved if and only if all members of the group of administrators sign
the transaction;

decentralised organisation: a decentralized system (usually based on smart contracts) in
which a set of participants, not necessarily administrators, agree through a democratic vote
on the approval or refusal of the update of the smart contract.
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3. Key features

This section describes the fundamental characteristics of smart contracts. On the one hand, the
technological characteristics are illustrated, also showing the trade-offs between the implementing
alternatives adopted to date by blockchain platforms, and on the other hand the high-level
characteristics that identify general parameters to be considered for the evaluation of smart contracts.

3.1 Technological features
3.1.1 Execution environment

Smart contracts run in a computational environment distributed across all nodes of the blockchain.
In general, the bytecode instructions of a smart contract are executed by an interpreter based on
dynamic memory allocation (stack-based) [7, 8, 26]. VM is an implementation of an abstract computer
model that virtualizes components such as CPU, memory and storage, and is often used to simulate
an isolated computational environment within a physical computer. In the field of blockchain
technologies, the VM used keeps track of the state of the blockchain, including the accounts, the
bytecode of the smart contracts and the memory used by them. Execution of the code is done by
evaluating the bytecode instructions sequentially if no error conditions occur.

The VM architecture may generally consist of the following components [7, 18]:

- stack: dynamic portion of memory that executes a set of instructions in a push-down manner
(towards decreasing memory addresses); usually has a limited length and is compatible with basic
data types such as bytes and integers; the stack is reset with each execution;

- memory: volatile (or temporary) memory space dedicated to a single execution that is not saved
to global state storage;

- storage memory: memory space saved on the global VM state, usually represented with a ‘value
key’ data structure. Some blockchains offer limited storage space for smart contracts, while

others define memory limits in order to optimize the execution and reading of information [0,
11, 18, 37, 38].

3.1.2 Tradeoff between Stateful and Stateless execution environments

The complexity of the execution environment and state management have a direct impact on the
performance of the system.

There are, in fact, trade-offs between the implementation of stateless execution environments and
stateful execution environments. In the first case, the execution environment does not store
information or references due to past executions [39, 40, 41]. The interpreter used by Bitcoin for
executing scripts is an example of a stateless execution environment [17, 41]. On the contrary,
execution environments that track information from past executions are called stateful [6, 18, 39].
The VM-based execution environment used in Ethereum is an example of a stateful execution
environment.

Thus, in the stateless case, the execution environment is restricted and limited, as it cannot rely on
conditions and information stored in memory. Stateless execution environments, however, enable
secure, efficient and cost-effective execution [7, 40, 41, 42]. On the contrary, in stateful environments
it is possible to rely on memory to maintain a state that can also be consulted in different executions
of the smart contract. This makes the system more flexible, as it allows the development of more
complex applications, but with higher management costs. In this regard, it is necessary to evaluate
the trade-offs on memory management. In the event that there are no memory limits, it is the
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developers who have to manage the memory of the smart contract in an optimal way, possibly
introducing risks related to possible bugs or inefficient implementations. On the contrary, having
limited memory helps to mitigate possible errors, at the cost of reduced flexibility [42].

3.1.3 Programming language

In stateful execution models based on VMs, a set of basic instructions (opcodes) [43] related to
logical, arithmetic and specific operations are executed on the VM stack to interact with the state of
the blockchain.

Bytecode is generated from a compiler and source code usually written in a high-level language. There
are different types of languages with which it is possible to develop smart contracts, usually dependent
on the blockchain and the reference VM. For example, for Ethereum the two most popular languages
are Solidity [25] and Vyper [44].

Programming languages offer many features such as [7, 25, 40, 43]:

- extension of the types natively supported by the VM (bytes and integers) for more complex
use cases;

- use of libraries: definition of functions that can be reused in the smart contract or invoked by
other smart contracts;

- support functions for manipulating the state of the VM.

These features determine the flexibility of a programming language, and in particular the ability to
develop complex applications through the tools offered such as types, libraries and functions.

3.1.4 Turing-Complete vs Non-Turing-Complete tradeoff

Smart contract programming languages differ mainly between full Turing and non-complete Turing,.
In general, literature defines a language as complete Turing if it is able to express a complex
computational problem solvable with a Turing machine (a computer) [45, 46].

In the field of smart contracts, Ethereum was the first platform to offer a VM capable of running a
complete Turing language (Solidity [25]). The advantage of Turing completeness is that smart
contracts are extremely flexible, allowing developers to reproduce any type of calculation directly on
the blockchain [8]. For example, a complete Turing language allows the development of programs,
even complex ones, that use loops or recursive functions. However, this introduces greater
complexity and thus makes the system itself more prone to errors and vulnerabilities (e.g., endless
code executions can occur) |7, 42, 47]. On the contrary, a complete non-Turing language sacrifices
flexibility in favour of a simpler language and less prone to errors / bugs. For example, the scripting
language adopted in Bitcoin is not Turing complete [17, 41, 47].

3.2 High-level features

This section describes the high-level features for evaluating smart contracts, such as deployment costs
and execution costs. These differ from the underlying blockchain and are described as follows:

® Deployment costs: the deployment of a smart contract takes place by sending a deployment
transaction on the blockchain. This transaction must contain the bytecode of the smart contract
that will be written on the ledger and instantiated in the context of the VM. In particular, the
VM will have to dedicate to the smart contract a memory space for the management of the
stack, memory and storage memory. For the execution of smart contracts, costs are determined
by the size of the bytecode and the memory space it requires to operate. These costs are also
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added to the transaction costs, i.e. the fees that users have to pay to deploy a smart contract on
the blockchain itself. [48, 49]

® Fxecution costs: In addition to deployment costs, there are execution costs. Every smart
contract, in fact, is invoked through a transaction that executes its logic. This involves the
consumption of resources, which on the blockchain represent a common and shared good. To
perform the operations of the smart contract it is therefore necessary to cover the execution
costs. For example, in Ethereum, this is done via the concept of gas [50].

4. Security considerations

We now illustrate security considerations to be evaluated for the development of DApp. Although
the DApp architecture may involve a large attack surface, determined by the entire application stack
(e.g. a backend that interacts with the smart contract, a frontend for the use of UI/UX, databases,
etc.), this section proposes an exclusive focus on the smart contract execution domain. The proposed
analysis is therefore divided into two parts. The first highlights the challenges related to the secure
development of applications based on smart contracts. In the second part, we illustrate the technical
and technological components of smart contracts that can make the system vulnerable to attacks and
therefore unreliable. In particular, it is already clear that there is a need for guidelines setting out in
detail how to prevent and react to any attacks on smart contracts allowed by vulnerabilities (i) in the
VM, (i) in the programming language and (iii) in the code.

4.1 Challenges for developing secure DApps

Smart contract programming paradigms for DApps require a different development process than
traditional software engineering approaches. Technology, on the one hand, provides opportunities
and, on the other, creates new risks due, for example, to cyber-attacks. In general, a failure of a smart
contract has a significant impact on the costs, as the value it controls or represents could be
compromised, lost or stolen. The main challenges that developers face in approaching secure
development of decentralized applications are defined below.

1. Accessibility: smart contracts are executed in a decentralized environment, and each phase
of a smart contract's lifecycle brings security challenges;

2. Modularity: support for comprehensible and robust applications requires architectural
models that consider all possible interactions within the VM (e.g. from other smart contracts)

and outside the smart contract (called by malicious actors through invoking transactions)
[52, 53];

3. Complexity: the smart contract compilation must generate simple bytecode to limit possible
unexpected execution patterns [8];

4. Test: to execute deployment in production, the smart contract must be tested and validated
from multiple sources; it is preferable to use, where possible, open-source components
developed in projects that have already been extensively tested (and preferably have passed
security audits). Once running, it must be ensured that all the functionalities of the smart
contract follow the contractual conditions [35, 54|;

5. Recovery: since smart contracts are programs written in machine language and executed in a
decentralized manner, they could be exposed to malfunctions, errors or even external
manipulations. In case of business logics for the management of value, it is therefore essential
to define recovery/cancellation models of operations with which developers (or entities
identified to the management) can update the smart contract and in extreme cases block its
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execution (or cancel it) and mitigate the risk of theft; for example, some state-of-the-art
solutions propose recovery patterns of tokenised assets [9];

Secure update: Paragraph 3.4 (‘Update and Governance’) introduced the mechanisms for
updating a smart contract and the relevant authorised actors; to ensure the security of a smart
contract, it is essential to propetly manage the governance of the update patterns, defining
the permissions and roles of the actors involved according to the use case;

Interoperability: smart contracts are installed and executed in the context of a single
blockchain platform; this places limits on the interoperability functions between blockchains
[55]. As highlighted in BOX 7 of Part II, Bridges are application solutions that provide for
the composition of smart contracts between different blockchains; these are vulnerabilities

for Dapps;

External inputs: smart contracts, and blockchains in general, do not have access to external
data. In particular, oracles [10] are used to access specific information, which provide,
depending on the use case, the information to be used in the business logic of the smart
contract; it is crucial for the security of DApps to validate inputs from oracles and limit their
use to avoid possible external manipulation.

4.2 Possible vulnerabilities

Smart contracts are executed on the blockchain in a decentralized manner and in the absence of trust.

To ensure fairness, we have seen in the previous sections how the use of complex systems is

necessary, starting from the underlying blockchain to the smart contract execution environment. This

section analyses the components of smart contracts that can hide security threats due to

vulnerabilities or code etrors.

The areas identified were obtained from a review of the existing work in the literature on smart
contract vulnerabilities (e.g., [10, 11, 51, 50]):

1.

the execution environment: the VM where smart contract instructions are executed is a
critical component for security. Appropriate tools are needed to prevent and repress issues
related to the enforcement environment. For example: a VM with too strict computational
constraints could cause unexpected failures in execution or bugs in the implementation of
opcodes could generate unexpected results. To develop or use a smart contract it is therefore
important to assess the vulnerabilities of the underlying VM;

the programming language: the smart contract bytecode executed on the VM is compiled
from a program written in high-level language. When compiling, it must be ensured that the
language itself does not generate errors or vulnerabilities. For example, it is crucial that the
high-level language offers controlled access method writing capabilities to avoid
manipulation by unauthorised users or that it ensures secure arithmetic libraries;

the code: although smart contracts are executed in a secure and reliable environment
guaranteed by blockchain technology, they are programs that can present errors due to
incorrect code or unexpected executions. A code is safe if it takes into account that, in an
execution context such as a blockchain, anyone can access the data written in the ledger or
interact with smart contracts through invoking transactions. Blockchain is a trustless
environment, by its nature, and smart contracts must be structured on this assumption.

5. Conclusions

In this section, smart contracts have been introduced on a technical and technological level.
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In the first part, the main components of smart contracts were analysed, presenting the account-
based and token-based status models and discussing their peculiarities and differences. In the context
of account-based models, the life cycle of smart contracts and the methodologies known for updating
and for governance have also been described. Subsequently, a taxonomy of the fundamental
characteristics of smart contracts was proposed, highlighting the trade-offs between stateful and
stateless execution environments and between complete and non-complete Turing programming
languages. The section concludes with high-level features focusing the study on the costs of
deployment and execution of smart contracts.

In the second part, an in-depth analysis on security was proposed, identifying the security challenges
that developers face for the creation of safe and reliable DApps as well as a classification of the
possible vulnerabilities that can affect smart contracts such as VM, programming language and code.
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Appendix

For a better understanding of the text, please find attached this summary table of definitions!®.

Term

Explanation

ASSET

Anything of value to a stakeholder.

BLOCKCHAIN(S)

A method to manage a distributed digital ledger in which
data is stored in blocks organized according to an append-
only sequential chain, which uses cryptographic tools to
validate the integrity of the data history through an
algorithmic validation of the logic of a TRANSACTION
and the confirmation of its registration by a pre-
established consensus mechanism between the NODES
that process the aforementioned TRANSACTIONS.

CODE

The language provides instructions to the computer. A
distinction can be made between source code and byzecode.
The source code is readable by those who know the
programming language. Otherwise, byzecode is generally not
readable by humans.

CRYPTOGRAPHY

Discipline that embodies the principles, means and
methods for the representation of a message or, more
generally, of data in a form that hides its semantic content,
prevents its unauthorized use or prevents its non-
detection, as well as its modification by third parties.

CRYPTO-ASSET

A digital representation of value (or, possibly, rights) that
can be transferred and stored electronically, using
DISTRIBUTED LEDGER TECHNOLOGY or a
similar technology.

DIGITAL ASSET

See CRYPTO-ASSET.

103 This table reproduces and adapts in the context of the document the definitions contained on pages 19 - 20 of the ELI

Principles on  Blockchain  Technology,

Smart  Contracts and Consumer Protection, available at

https:/ /www.curopeanlawinstitute.cu/ fileadmin/user_upload/p_eli/Publications/ELI_Principles_on_Blockchain_Techn
ology__Smart_Contracts_and_Consumer_Protection.pdf
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DISTRIBUTED LEDGER A type of technology that supports distributed recording

TECHNOLOGY of encrypted data. A BLOCKCHAIN is a subcategory of
the DISTRIBUTED LEDGER TECHNOLOGY.

NATURAL LANGUAGE Language that people use to communicate with each other
(e.g. Italian, English, French, German, etc.).

NODE Device or system participating in a DISTRIBUTED
LEDGER. Nodes can store a complete or partial copy of
the DISTRIBUTED LEDGER.

OFF-CHAIN Which is located, performed or performed outside of a
BLOCKCHAIN system.

ON-CHAIN Which is located, performed or performed within a
BLOCKCHAIN system.

ORACLE Device that updates a DISTRIBUTED LEDGER (e.g. a

BLOCKCHAIN) using data from outside a
DISTRIBUTED LEDGER (or outside a
BLOCKCHAIN). An ORACLE transmits OFF-CHAIN
information in a format readable by computers
participating in the network.

PERMISSIONED BLOCKCHAIN

DISTRIBUTED LEDGER system where its NODES
require an authorisation to carry out certain actions or
activities, in  particular  the processing  of
TRANSACTIONS.

PERMISSIONLESS BLOCKCHAIN

DISTRIBUTED LEDGER system where its NODES do
not require an authorisation to carry out certain actions or
activities, in  particular  the processing  of
TRANSACTIONS.

PRIVATE BLOCKCHAIN DISTRIBUTED LEDGER system in which a controlled
and limited set of NODES participates in the operation
of the system itself.

PUBLIC BLOCKCHAIN DISTRIBUTED LEDGER system in which participation

(as a NODE) in the operation of the system is not subject
to controls or limitations.

DISTRIBUTED REGISTER

A data storage system intended to be conclusive, definitive
and immutable and in which the archive itself is shared
through a network of computers (NODES).

76




Characteristics of Smart Contracts

TRANSACTION In this context, TRANSACTION means an action
registered on the BLOCKCHAIN those results in a
change of status on the BLOCKCHAIN itself. For
example, a TRANSACTION is the transfer of CRYPTO-
ASSET resulting in a reduction in the amount of
CRYPTO-ASSET available to the owner of private key A
and a corresponding increase in the amount of CRYPTO-
ASSET available to the owner of private key B.

SMART CONTRACT Computer program that, upon the occurrence of
predetermined conditions, is automatically executed
giving rise to predefined actions. A SMART CONTRACT
may or may not represent the terms of a contract or be
legally recognized. For the purposes of this document,
SMART CONTRACTS are considered only in the
context of DISTRIBUTED REGISTER SYSTEMS.
However, it is acknowledged that SMART CONTRACTS
are not limited to DISTRIBUTED REGISTER
SYSTEMS and that the term may have a different
meaning in other contexts.

VIRTUAL CURRENCY A digital representation of value, which is not issued or
guaranteed by a central bank or public authority and which
is not necessarily linked to a legal tender currency, but
which, is accepted by natural or legal persons as a means
of exchange, as it can be transferred, stored and
exchanged electronically.

WALLET A device for storing private and public keys that enables
DLT users to operate.
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In addition, for ease of presentation, this document briefly refers to some regulatory sources. In the
following table, for each normative source referred to in the text, the correct normative reference is

indicated in full.

Regulatory reference in the text

Regulatory reference

Fintech Decree

Decree Law 25 of 17 March 2023 (note 40 of the
document contains the number of the Decree),
‘Urgent provisions on the issue and circulation of
certain financial instruments in digital form and on
the simplification of Fintech experimentation’,

converted with amendments by Law 52 of 10 May
2023

Simplification Decree

Decree Law 135 of 14 December 2018, “Urgent
provisions on support and simplification for
businesses and the public administration’, converted
with amendments by Law 12 of 11 February 2019

DLT Pilot Regime

Regulation (EU) 2022/858 of the FEuropean
Patliament and of the Council of 30 May 2022 on a
pilot regime for market infrastructures based on
distributed ledger technology and amending
Regulations (EU) 600/2014 and (EU) 909/2014 and
Directive 2014/65/EU

DORA Regulation

Regulation (EU) 2022/2554 of the European
Parliament and of the Council of 14 December 2022
on digital operational resilience for the financial
sector and amending Regulations (EC) 1060/2009,
(EU) 648/2012, (EU) 600/2014, (EU) 909/2014
and (EU) 2016/1011

eIDAS Regulation

Regulation (EU) 910/2014 of the European
Patliament and of the Council of 23 July 2014 on
electronic identification and trust services for
electronic transactions in the internal market and
repealing Directive 1999/93/EC

MICA Regulation

Regulation (EU) 2023/1114 of the European
Patliament and of the Council of 31 May 2023 on
markets in crypto-assets and amending Regulations
(EU) 1093/2010 and (EU) 1095/2010 and
Directives 2013/36/EU and (EU) 2019/1937
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