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Cybersecurity challenges in the evolving 
global risk landscape  
(26-27-28 October)  
65 participants  
The webinar offered an overview of how Ban-
ca d’Italia is dealing with the evolving land-
scape of threats to the financial sector, 
through its own cyber resilience strategy and 
governance framework, as well as in its differ-
ent institutional roles with respect to key in-
frastructures and service providers.  

The first day was devoted to the explanation 
of the newly updated strategy and framework 
for cyber resilience. The opening remarks il-
lustrated the recent publications on cyber se-
curity by international standard setters, focus-
ing on what Banca d’Italia is doing to improve 
cyber risk management as a key component of 
its operational risk management framework. 
Finally, the speaker stressed the importance of 
effective cyber risk management also from a 
financial stability perspective. 

The following presentations dealt with the 
main features of the cyber resilience strategy 
and framework adopted by Banca d’Italia: 
overarching principles, organizational set-up, 
main roles and responsibilities.  

Then, the focus switched to the building 
blocks of the operational model: the role of 
operational risk management as a centralized 
integrator of different management systems 
(ICT, business continuity and crisis manage-
ment) and a description of the different steps 

for a comprehensive governance framework 
for cyber resilience. 

[Read more on page 9]  
 

Targeted communication: financial educa-
tion, inclusion, innovation 
(13-14-15 December) 
Participants 67 
The first day of the webinar was delivered by 
the experts of the Division dedicated to finan-
cial education for young people, as well as to 
the analyses and surveys on the financial edu-
cation competencies of the whole population, 
including small entrepreneurs. It offered a 
broad illustration of the potential benefits of 
designing a financial education strategy start-
ing from the young population within the 
framework of the National strategy for finan-
cial education and in the pursuit of sound and 
responsible financial inclusion. It illustrated 
the importance of surveys and analyses to 
identify vulnerable groups and new challenges 
posed by the evolution of the financial land-
scape and of financial needs. Special attention 
was then given to the programme “Financial 
education in schools”, the most structured 
programme that Banca d’Italia has been offer-
ing to school since 2008. The seminar de-
scribed the ‘train the teachers’ approach by 
addressing the challenges and opportunities 
for scaling up the programme when the sub-
ject of financial education is not compulsory in 
school curricula.  

[Read more on page 10]  

 

  

Webinars 2021 
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EU-funded ‘Programme for 
Strengthening the Central Bank 
Capacities in the Western Bal-
kans with a view to the integra-
tion to the European System of 
Central Banks’ 
 
On 16 December 2021, the WB6 EU-funded pro-
gramme was concluded. 

The project (see Newsletter – special edition 
May 2019) proved to be a successful example of 
how 20 central banks belonging to the Europe-
an System of Central Banks (ESCB), along with 
the ECB, jointly collaborated to achieve the com-
mon goal to support the enhancement of the 
accession process of the region, reaffirmed on 
several occasions by the EU Institutions. 

In this perspective, Banca d’Italia participated in 
Component 1 by hosting three multilateral sem-
inars in Rome: ‘The banking supervision frame-
work after the creation of the Single Superviso-
ry Mechanism’ (10-12 April 2019), ‘How to set-
up and manage a payment service from the re-
gulatory, project and operational perspective 
using the example of TARGET services’ (23- 25 
September 2019) and ‘Conventional and uncon-
ventional monetary policies: strategic and im-
plementation issues’ (20-22 November 2019). 

There were 51 participants from the central 
banks of Albania, Bosnia and Herzegovina,     

Kosovo, Montenegro, North Macedonia and Ser-
bia  at these events.  

In the framework of Component 2, Banca 
d’Italia carried out the bilateral project with the 
National Bank of Serbia on ‘Monetary and FX 
operations: financial benchmark transformation 
– Use and effects of the EU benchmark regulati-
on’ (see Newsletter 16 – July 2021).  

Banca d’Italia also conducted an internship on 
the Target Instant Payment Settlement (TIPS) 
with the Central Bank of Kosovo during the se-
cond  half of 2021. Various aspects of TIPS were 
presented, including its relationship with the 
European retail payments landscape, its current 
features and future developments as a technical 
platform, focusing on the application’s architec-
ture, network infrastructure, security require-
ments and the guarantee of continuous opera-
tions. 

Given the success of the project, together with 
the other central banks, we are working on a 
follow-up: the new programme would be simi-
lar to the previous one in terms of structure and 
financed by the EU. Stay tuned! 
 
 

https://www.bancaditalia.it/pubblicazioni/newsletter-cooperazione/2019-newsletter-cooperazione/newsletter_special_edition.pdf?language_id=1
https://www.bancaditalia.it/pubblicazioni/newsletter-cooperazione/2019-newsletter-cooperazione/newsletter_special_edition.pdf?language_id=1
https://www.bancaditalia.it/pubblicazioni/newsletter-cooperazione/2021-newsletter-cooperazione/newsletter_16.pdf?language_id=1
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EU-funded ‘Programme for Strengthening the Central Bank Capacities 
in the Western Balkans with a view to the integration to the European 
System of Central Banks’ (continued ….)  
 

First-hand opinions of some of the key players  

Mr Olivér Várhelyi, Commissioner for Neighbourhood and Enlargement:  

‘Enlargement policy is a geostrategic investment in peace, stability, security and economic growth on 

our European continent. It's a merit based process.’  

Mr Florian Hauser, Team Leader in the European Commission’s Directorate General for 

Neighbourhood and Enlargement Negotiations:  

‘The programme represents an important contribution to improving economic governance in the 

Western Balkans. It supports the preparation of central banks in the Western Balkans for their inte-

gration into the European System of Central Banks.’ 

Mr Giorgio Merlonghi, Banca d’Italia’s Head of International Technical Cooperation and EU 

Neighbour economies Division:  

‘Banca d’Italia was eager to participate in the programme, involving a wide range of resources, be-

cause we consider it important to contribute to shared ESCB goals. It was also a way to strengthen 

the collaboration with central banks of countries of strategic importance for Italy, sharing our best 

practices with them.’ 

Ms Miriam Di Battista, Banca d’Italia’s Programme Steering Committee member:  

‘Dealing with different people and needs was an enriching experience for me, always inspired to max-

imum collaboration in a situation of healthy competition. The challenges encountered to implement 

the project were more than rewarded by the results achieved in terms of human relations and output 

reached.’ 

Mr Igor Savić, National Bank of Serbia’s Programme Steering Committee member: 

‘Besides project results, the great benefit of this project is its diversity, involving many central banks, 

having a different angle of opinion. National Bank of Serbia was also able to present to other Euro-

pean colleagues its positive results and best practice in many fields (NPL resolution, monetary policy, 

payment systems, etc). The regional approach is definitely an opportunity because it gives a broader 

perspective on what the European Integration process is all about.’ 

Mr Florim Maxharraj, Central Bank of Kosovo’s Programme Steering Committee member: 

‘To our ongoing efforts to upgrade the national retail payment landscape, it has been vital that our 

involved staff members be able to listen to and discuss with experts in such a specialized and contem-

porary area as that of instant payments.’ 

Mr Salvatore Nasti,  mastermind of the bilateral programme  with the  National  Bank  of 

Serbia:   

‘Even if through remote arrangements, the activities performed proved to be very useful on the 

grounds of the multiple implications of the financial benchmarks reform on monetary policy, finan-

cial stability, and consumer protection. It was also a unique networking opportunity.’ 

Mr Massimiliano Renzetti, mastermind of the internship with the Central Bank of Kosovo: 

‘In taking part in such initiatives, no matter whether sharing with others your expertise or benefiting 

from somebody else’s knowledge, you are part of a bi-directional information exchange that allows 

all the actors involved to learn something new or to view things from a different perspective.’ 



https://prdwww.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-feb-2022/index.html?com.dotmarketing.htmlpage.languageD:/Dati/Profili/f555300/Documents/20200713-test%20Webex%2016_00-17_30(166657443069168056
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-1-trim-2022/index.html
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-1-trim-2022/index.html
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-1-trim-2022/index.html
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-apr-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-1-sem-2022/index.html
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-giu-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-9-sett-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-9-sett-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-28-sett-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-28-sett-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-ott-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-nov-2022/index.html
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2022/seminario-dic-2022/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2023/seminario-gen-2023/index.html?com.dotmarketing.htmlpage.language=1
https://www.bancaditalia.it/compiti/ricerca-economica/cooperazione-tecnica-internazionale/seminari-2023/seminario-mar-2023/index.html?com.dotmarketing.htmlpage.language=1


https://www.bancaditalia.it/homepage/index.html?com.dotmarketing.htmlpage.language=1
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(Webinar on ‘TIPS’, continued from page 2)  
 

The first day started with an introduction given by 

the ECB concerning the Eurosystem governance of 

TIPS, a high-level overview of the project and 

product organization, and of the link that exists 

between TIPS and TARGET2, the RTGS system for 

the euro. Thereafter, the main dish of the day was 

the detailed illustration of all the functional fea-

tures currently available in TIPS (such as the set-

tlement process, all interactions with TARGET2 

and other RTGS systems, and the mobile-proxy 

look-up service), an overview of the forthcoming 

enhancements and new functionalities (e.g. the 

pan-European reachability initiative, the analysis 

on cross-currency settlement, and the Request-to-

Pay feature) and other areas of investigation 

(concerning, for example, the very hot topic of  

central bank digital currency). 

While the first day focused on the what (i.e. what 

features TIPS provides or will provide to its partic-

ipants), the day after explained the how and was 

fully dedicated to technical topics, with the col-

leagues from the IT department illustrating all the 

bits and the bytes of the overall technical design of 

TIPS, its application architecture and underlying 

technologies. This was followed by a comprehen-

sive overview of the relevant security and cyber-

resilience framework and the continuous opera-

tions features implemented to ensure the service is 

available round-the-clock, together with a fully-

fledged description of the operational manage-

ment of the service, provided by a member of the 

Service Desk, our ‘single face to the customer’.   

Is this the end of the story? We hope and believe 

not. At this very moment, we are working together 

with the ECB and the TIPS user community to 

build a strategic roadmap for the next 3-4 years 

and several new and interesting initiatives are al-

ready part of this plan. So, it seems TIPS will keep 

on being an exciting journey for us and, if so, we 

will be more than happy to share the next steps of 

this journey on other similar occasions in the fu-

ture.  

Stay tuned.  

 

(Webinar on ‘Audit activities’, continued from 

page 2)  

A panel discussion, with the participation of rep-
resentatives from the Reserve Bank of India, the 
National Bank of Moldova and the Central Bank 
of Egypt contributed to a comprehensive debate 
about the topics. All participants took part in the 
discussion via instant polls and Q&A sessions 
with the panelists.  

The first day was aimed at sharing experiences 
on the impact of pandemic on audit activity and 
on the reactions of the internal audit function to 
face the crisis. A panel discussion, with the par-
ticipation of representatives from the Reserve 
Bank of India, the National Bank of Moldova and 
the Central Bank of Egypt contributed to a com-
prehensive debate about the topics.  

Webinars (...continued) 

 

 

 

 

 

 

 

Feedback from   

participants to the  

Internal audit  

webinar  
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(Webinar on ‘Audit activities’, continued from 
previous page)  
All participants took part in the discussion via in-

stant polls and Q&A sessions with the panelists. 

The outcome of the panel discussion highlighted 

the adequacy of the different organizations in 

terms of the resilience of their processes and the 

high capacity of reaction of the audit functions.  

The boost of digitalization, the development of IT 
tools and a widespread use of remote working 
produced overall an effective response to keep up 
the effectiveness of audit activity. 
Based on the lessons learned, the second day fo-
cused on the new role of the internal audit, on the 
adequacy of methodologies and techniques and 
on the key driver towards the “new normal”. 
The Internal Audit Directorate at Banca d’Italia 
showed its four drivers, strategic components to 
increase the effectiveness and the accountability 
of the audit function and to better support the or-
ganization during this transition phase. Making 
communication more effective and transparent, 
through a new strategy and advocacy policy for 
internal audit; improving accountability through a 
sound Quality Assurance Improvement Pro-
gramme; investigating the potentiality of hybrid 
audits, as well as pushing for IT innovation and 
tool developments. These are only a few of the 
key takeaways of this webinar, well represented 
by all participants through the final virtual white-
board session that visually represented the the 
train of thought of the two days and the common 
view of such a valuable community.  
 
(Webinar on ‘Cybersecurity’, continued from 
page 3)  
The first day’s session was enriched by an interac-
tive panel, in which Mr Slaven Smojver, from the 
Croatian National Bank,  presented an overview of 
the organization and main developments, drivers 
and challenges of IT supervision and cyber risk in 
his country, deepening some issues in the follow-
ing debate with other speakers. 
During the second day, the perspective shifted to 
the regulatory, supervisory and cooperative initi-
atives under way for enhanced cyber and opera-
tional resilience in the financial marketplace. In 
the context of the Digital finance package pub-
lished by the European Commission in September 
2020, the speakers focused on the Commission’s 
proposal for a Regulation on the digital operation-

al resilience of the financial sector (so-call Digital 
Operational Resilience Act, DORA). The speakers 
also described the regulatory framework for the 
oversight of payment systems and technical infra-
structure at European and Italian level, underlin-
ing the increased attention paid to cyber risk in 
this field. Turning to the banking sub-sector, the 
main aspects of cyber-risk related banking regula-
tion were presented (i.e. EU Directives and EBA 
Regulations) with some examples of supervisory 
practices and market solutions followed in Italy 
and the EU. This was complemented by details on 
fraud patterns and on initiatives to increase finan-
cial literacy and digital skills, also with a view to 
enabling users to actively protect their sensitive 
personal and financial data. Finally, a thematic 
session focused on the most relevant public-
private cooperative bodies that aim to enhance 
the cyber and operational resilience in the Italian 
financial sector: Codise and CERTFin.  
The third day focused on the security posture 
stance required to face evolving cyber threats to 
central banks. In a very interactive session, sever-
al panelists provided some impressions of the 
preventive, reactive and proactive defensive capa-
bilities developed by Banca d’Italia to counter 
such threats. The first panel focused on the im-
portance of having an IT risk analysis process em-
bedded in the IT project’s development to ensure 
a security by design posture, and demonstrated 
the significance of enforcing the cyber security of 
systems in operation by performing periodic pro-
duction security assessments that account for the 
evolution of the cyber threat landscape and the 
ongoing operational context. 

The second and the third panels were about Ban-
ca d’Italia’s reactive and proactive defence capa-
bilities, enforced respectively by the Security    
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(Webinar on ‘Cybersecurity’, continued from 
previous page)  
Operational Centre and by the Computer Emer-
gency Response Team (CERTBI). 
The fourth panel focused on the cyber threat in-
telligence service architecture used to standard-
ize, manage and automate CERTBI cyber intelli-
gence activities. 
The capability to produce actionable cyber threat 
intelligence has been described as a key factor to: 
ensure clear cyber situational awareness; prevent 
cyber attack impacts, enabling informed action at 
technical, tactical, operational and strategic levels; 
and to stimulate information sharing and streng-
then the collective defence endeavour in securing 
the cyber ecosystem. 

Q&A sessions and instant polls held during the 
presentations contributed to a very rich and enga-
ging discussion.  

 
(Webinar on ‘Targeted communication’, con-
tinued from page 3)  
The seminar reviewed some methods that might 
be appropriate to evaluate the effectiveness of 
public programmes, outlining pros, cons, pitfalls 
and requirements, and providing some examples. 
In particular, the speakers illustrated the experi-
ence of Banca d’Italia in evaluating the impact of 
‘Financial education in schools’, discussing the 
challenges encountered and the tips adopted to 
manage them.  
The second day of the webinar was dedicated to 
financial education projects and programmes for 
adults in the framework of the Banca d’Italia's 
customer protection activities. The financial edu-
cation activities are a tool to empower customers, 
providing them with the knowledge and skills 
they need to understand the features, risks and 
opportunities of using financial products and ser-
vices, as well as their legal rights and obligations. 

Adults need to be reached by appropriate means 
at times of need. They are often guided by stereo-
types, prejudices and crude assessments. In the 
adult world, problems depend not only on cultur-
al resistance, but also on the difficulty of finding 
places to reach people and ways to convince them 
of the importance of taking courses on these top-
ics.  
Financial education must be targeted at both gen-

eral audiences and specific groups. The experts in 

the Division dealing with programmes for adults 

presented “Economics for All”, the Banca d’Italia’s 

financial education website. Written in simple lan-

guage and with a friendly tone, the site offers - 

with various tools, including multimedia - eco-

nomic and financial material for the general pub-

lic. Speakers then talked about projects for specif-

ic target groups: women, who are even more vul-

nerable after the pandemic; small-scale entrepre-

neurs, the backbone of the Italian economy, for 

whom we are developing  an innovative financial 

education programme to be launched during this 

year; migrants and low-income people attending 

further education classes. We also provided an 

overview of the work-related experiences that 

Banca d’Italia offers to high school students who 

will soon be entering the workforce (only availa-

ble in Italian). 

The third and final day of the webinar focused on 

how communication can contribute to the dissem-

ination of information and messages to the wide 

array of central bank stakeholders. The session 

started out with an analysis of how digitalization 

has reshaped the world – enterprises and institu-

tions included –, paving the way for an authority 

shift  from  institutions  to  individuals,  and      

https://economiapertutti.bancaditalia.it/homepage/index.html?com.dotmarketing.htmlpage.language=3
https://www.bancaditalia.it/media/notizia/percorsi-per-le-competenze-trasversali-e-per-l-orientamento-pcto-anno-scolastico-2021-2022
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Activities by geographical area

The year in numbers 2021

Activities by Countries

Kosovo

15 Turkey
Albania18

14 Ukraine

12 North Macedonia
12

4%Latin America*

21%
10% Asia*

16% CIS*

Prospective EU* 20%

18%G20

7%

3% Sub-Saharan 
Africa*

Other 1%
 EU candidate and potential

candidate countries

* Not including G20 countries
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Consultations

3

39%

15%

42%

Video 
conferences

Webinars Projects’ Steering
Committee 
meetings

4%

51% 49%

Participants by gender
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operations
22%

Technical
issues

12%

Supervision
and financial
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12%

Statistics

8%

4%

Monetary 
policy

IV



Comparing the past three years 
2019-2020-2021

Breakdown of activities
2019-2020-2021

Topics
2019-2020-2021

From 2020, due to the emergency situation, the seminars were transformed into webinars;
therefore the green column in the graph refers exclusively to the number of webinars, which
in 2021 almost doubled. Also the number of written consultations increased, while that of the
VDCs and the EC steering committees decreased, due to the conclusion of the Twinning
project with the Bank of Albania.

In 2021, activities relating to central bank governance and technical issues increased
compared with the previous two years, while the ones on central bank operations,
supervision and financial stability, and on monetary policy decreased. Activities on statistics
increased in 2021 compared with 2020, reaching almost the same percentage as 2019.

V



Comparing the past three years 
2019-2020-2021

In 2021, we recorded a generalized increase in the participation from all geographical areas
compared with the previous year, due also to the higher number of webinars held. The
decrease in the share of the prospective EU countries was due to the conclusion of the
Twinning with Albania.

In 2021, participation in our events continued to be balanced in terms of gender composition.

Activities by geographical area
2019-2020-2021

Distribution by gender

50%

50%

2020

48%

52%

2019

49%

51%

2021

Participants by gender
2019-2020-2021
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Before the COVID-19 pandemic

64%
Yes

in a flexible way
smart working for one 
or a few days per week 
or per month 

36%
No

43%
Yes 57%

No

If so, 
for how many days per 

week? 

In your institution was it possible to work remotely?

on a standard basis
for most of your working 
time

VIII



During the COVID-19 pandemic

Which functions do you think present
the greatest challenges with higher
quotas of remote work?

• Cash management activities

• Safety and security

• Cyber security

• Risk management

• Payment systems

• On-site banking supervision

• Services offered to the public

Which are the three major 
lessons learnt from the crisis?

• Organizational adaptability, digitization
of processes with state-of-the-art
technology and strong cybersecurity are
critical to improving business continuity.

• Remote working is more effective than
anticipated and could be applied on a larger
scale, allowing better work-life balance and
reducing the staff's carbon footprint.

• Employees' motivation is key for their
effectiveness working from home.
Socialization and mental health should be
supported.

IX



After the COVID-19 pandemic

What is the status of your institution in terms of 
establishing or implementing a concept for the new 

normal?

• Increasing the amount
of remote working days
and updating human
resources policies

• Process adaptations to
strengthen business
continuity

• New safety and hygiene
measures

Further information on ideas being explored

X



After the COVID-19 pandemic

As regards working time,  are you going to introduce:

times when 
workers are 
online and 
contactable

clocking in and out 
on smart working 
days

mandatory days in which 
teams meet onsite (e.g.
team days)

Which time base will be used to calculate 
and distribute the days of remote work?

16%

84%

XI



After the COVID-19 pandemic

As regards workspace, are you going to introduce:

desk sharing

activity-based workspacesNo
42%

Not
decided

58%

No
42%

Not
decided

58%

XII



After the COVID-19 pandemic

What will staff receive when they work from 
home? 

• One-off allowance
• Compensation for expenses
• Meal voucher
• Compensation for over-time

100 % NO 86 % NO
Additional compensation not planned 
yet

XIII



After the COVID-19 pandemic

Which do you consider the 3 major challenges of 
a hybrid working model:

XIV



After the COVID-19 pandemic

Is your organization considering approaches to 
monitoring the effectiveness of its future model? 

YES
25%

Not
decided

75%
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