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# qubits #classical numbers to store

3 8=23

4 16=24

10 1024=210∼Kilo

20 1048576=220∼Mega

30 1073741824=230∼Giga

40 1099511627776=240∼Tera

50 1125899906842624=250∼Peta

60 1152921504606846976=260∼Exa

70 1180591620717411303424=270∼Zetta

128 340282366920938463463374607431768
211456=2128∼3.4x1038

230 172543658669764094685868896556925
636311277724304259663879063105594
9824=2230∼10100



New paradigm brings new possibilities

Designing 
new 
materials, 
drugs, etc.

Optimizing What 
else???

Sensing and 
measuring

Secure 
communication



What sorts of practical applications?
Possibilities include:
• Optimizing the design of new materials
For example, next generation materials could allow more efficient 
energy capture or transport or storage.

• Simulating chemical reactions at the quantum level
Potential applications include more efficient yields for chemical 
processes like the production of fertilizers.

• Optimization of designs or allocation or resources
For example, optimizing in the insertion of dampers in buildings to 
protect against earthquakes. 

What 
else???



Exploring a range of optimization problems in industry



Impact on any specific problem/sector?
Possibilities include:
• None at all.
• 10% improvement
• 1000% improvement
• Transformational 

Can unexpectedly and rapidly jump from one category to another.

Detailed and ongoing assessment is needed for each sector.

Are you a provider of technology impacted by quantum? And/or a user?
For users: do you want to depend on vendors who are not ready?







DESIGNING QUANTUM SOFTWARE

www.quantumindustrycanada.ca



Cyber attacks
www.theglobeandmail.com/business/commentary/article-the-
quantum-threat-to-cybersecurity-danger-meets-opportunity/



Crittografia: RSA, DSA, DH, ECDH, ECDSA,…, SHA, AES

Navigazione sicura, Update automatici, VPN,
Email sicura, Blockchain, etc…

Cloud computing, Sistemi di Pagamento,
Internet, IoT, etc…



• User errors

• Corrupt users

• Admin errors

• Corrupt admin

• Platform implementation errors

• Platform design errors

• Cryptography implementation errors

• Fundamentally vulnerable cryptography

Ma ci sono così tante vulnerabilità!



• User errors

• Corrupt users

• Admin errors

• Corrupt admin

• Platform implementation errors
• Platform design errors

•Crypto implementation errors
•Fundamentally vulnerable 

cryptography

Classificati, da male a peggio?



Ma dobbiamo preoccuparci adesso?

Depends on*:
• security shelf-life (x years)
• migration time (y years)
• collapse time (z years)
“Theorem”: If x + y > z,  then worry.

y

time

x
z

*M. Mosca: e-Proceedings of 1st ETSI Quantum-Safe Cryptography 
Workshop, 2013.  Also http://eprint.iacr.org/2015/1075

http://eprint.iacr.org/2015/1075


https://globalriskinstitute.org/download/quantum-threat-timeline-report-2021-full-report/



When will we have sufficient quantum resources

https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/

https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/


When will we have sufficient quantum resources

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-
View/Article/3148990/nsa-releases-future-quantum-resistant-qr-algorithm-requirements-
for-national-se/



Strumenti per crittografia quantum-safe
Crittografia tradizionale

quantum-safe Crittografia quantistica

Questi strumenti posso essere adottati entrambi
e lavorare bene assieme in un singolo sistema quantum-safe

http://www.idquantique.com/p
hoton-counting/clavis3-qkd-
platform/

Courtesy of Qiang Zhang, USTC

nota anche come distribuzione di chiavi quantistica
(Quantum Key Distribution - QKD)

nota come crittografia post-quantum
o Algoritmi Quantum-Resistant



Low Medium High

Convenience

Risk
Risk vs convenience

QKD

Post-Quantum

First layer of defense

Additional layer(s) of defense



10/12/2022©2021 RHEA Group | Company Confidential | INT-UQKD Presentation to LSA

INT-UQKD 
DEMOs

(Roberto 
Mazzolin)

Demonstration 1: Demonstrating a Pilot Use case over a fibre-based Terrestrial network between Belgium (ESEC ESA REDU) and Luxembourg
Demonstration 2: Demonstrating a Luxembourg-Canada-Singapore Pilot Use case employing a hybrid Space-Terrestrial network established through
fibre-based and satellite communication infrastructures
Demonstration 3: Demonstrating a Pilot Use case over Belgium (ESEC ESA REDU) and United Kingdom (ESA ECSAT Harwell) considering a hybrid
Space-Terrestrial network
Demonstration 4: Demonstrating Pilot use case considering Canada - United Kingdom (ESA ECSAT Harwell) using a hybrid fibre-based and satellite
communication infrastructure.
Demonstration 5: Assess the inter-connection of INT-UQKD Pilot Use case with other national and international QCI initiatives

Ground 
Segment 

LEO based 
Prepare&Measure 

QKD Satellite(s)  

LEO based 
Entangled QKD 

Satellite(s)  

Local Terrestrial Network

Metropolitan 

Space Segment

Ground Segment

Trusted nodes

Free space link with QDN technology

Fibre connection

REDU ESEC ESA 



We don’t get to call a “time-out” if we’re not ready!

“Execution is 90% planning and 10% doing”

x
1. Perdita di riservatezza e di integrità dei dati
2. Infrastrutture critiche interrotte, senza possibilità di ripristino immediato
3. Tentativi affrettati di preparazione:

– sono costosi
– rischiano di fare danni
– possono aprire nuove falle di sicurezza

4. Perdita di fiducia negli strumenti e nelle istituzioni alla base della nostra economia
digitale



Approaching “show-time”!

https://doi.org/10.6028/NIST.IR.8413



E’ possible testare ora l’implementazione
di algoritmi post-quantum

Altre implementazioni open-source:
https://github.com/mupq/pqm4
https://libpqcrypto.org
https://github.com/safecrypto/libsafecrypto
Sono disponibili anche tool-kit commerciali

openquantumsafe.org 

https://github.com/mupq/pqm4
https://libpqcrypto.org/
https://github.com/safecrypto/libsafecrypto
https://openquantumsafe.org/


Encouragement and best-practices: DHS on Preparing for PQC

https://www.dhs.gov/quantum

https://www.dhs.gov/quantum


https://lloydslab.com/wp-content/uploads/Quantum-Paper.pdf



https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf11618.html













Metodologia per la valutazione
del rischio quantistico

Fase 1 Identificare e documentare le risorse da proteggere
e il loro presente grado di protezione crittografica

Fase 2 Valutare lo stato di sviluppo delle tecnologie quantistiche, e
l’orizzonte temporale per lo sviluppo dei computer quantistici

Fase 3 Identificare e documentare le possibili minacce e l’orizzonte temporale Z in cui i malintenzionati
potrebbero avere accesso alla necessaria tecnologia quantistica

Fase 4 Identificare il tempo di conservazione X desiderato per le risorse/dati da proteggere, e il tempo di 
migrazione Y necessario per implementare la transizione dell’infrastruttura dell’organizzazione a una 
condizione di non-vulnerabilità (quantum-safe state)

Fase 5 Determinare il rischio quantistico calcolando se le risorse da proteggere potrebbero diventare vulnerabili
ad un attacco quantistico prima che la transizione sia implementata:

X + Y > Z ?

Fase 6 Identificare e dare priorità alle attività necessarie per mantenersi informati su sviluppi tecnologici
rilevanti, e per rendere la tecnologia dell’organizzazione quantum-safe

https://globalriskinstitute.org/publications/3423-2/

https://globalriskinstitute.org/publications/3423-2/


Build greater resilience against cryptanalytic attacks

Yesterday Today Tomorrow



Than    !  Grazie!

Domande e commenti sono benvenuti!

Michele Mosca
CEO, evolutionQ Inc.
michele.mosca@evolutionq.com
Geschäftsführer, evolutionQ GmbH
michele.mosca@evolutionq.de

@evolutionQinc 

https://evolutionq.com
/

mailto:michele.mosca@evolutionq.com
mailto:michele.mosca@evolutionq.de
https://evolutionq.com/
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