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What is Cryptography?

• Definition:

• - Cryptography is a technique to protect 
information by converting it into an 
unreadable format without a secret key.

• Main Objectives:

• 1. Confidentiality

• 2. Integrity



A little bit of naming

A cryptographic system is a system capable of 
encrypting and decrypting a message through 
the use of an algorithm and a key (an 
alphanumeric string). The message to be 
encrypted is called “plaintext” while the result 
of the cryptographic algorithm is called 
“ciphertext”



Alice and Bob are the two parties that intend to communicate 
securely through the network 

•They could be client and server programs, or devices (e.g. 
routers) … 

• Trudy is a third party that can listen to the messages 
exchanged by Alice and Bob and possibly alter them, delete 

them or create fake ones



Types of Cryptography

• Main Categories:

• - Symmetric Cryptography: One key for both 
encryption and decryption.

• - Asymmetric Cryptography: A pair of public 
and private keys.



Introduction to Homomorphic 
Encryption

• What is it?
• - A type of encryption that allows computations on 

encrypted data without decrypting it.

• Key Feature:
• - The computation result remains encrypted but, when 

decrypted, matches the result of working on plaintext 
data.

• Origin of the term:
• - 'Homomorphic' means 'same form' in Greek.



How Does Homomorphic Encryption 
Work?

• 1. Encryption: Data is transformed into encrypted 
form.

• 2. Computation on encrypted data: Operations 
like addition and multiplication are performed 
without access to plaintext.

• 3. Decryption: The encrypted result is 
transformed into plaintext, providing the correct 
output.

• Note: Computationally intensive but increasingly 
practical.



An example



Using homomorphic encryption on 
linear regression



The gradient descent approach to 
linear regression



Training time



Training time

Slow!



Training time on Cornami accelerated
Hardware



Statistical Analysis of the Results

RMSE: root mean square error

When n_rows>1000 we obtain good results



Conclusion

• We trained a linear regression model on fully 
homomorphic encrypted (FHE) data using the 
stochastic gradient descent algorithm.

• The estimated coefficients are comparable to the 
actual ones when the dataset contains more than 
1,000 rows.

• Although training time is relatively slow using 
software, it can be significantly faster using 
Cornami hardware.
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