Order of 22 June 2016

Measures relating to the authenticity and fitness checking and recirculation of
euro banknotes

THE BANK OF ITALY

Having regard to Decision 2010/14 of the European Central Bank of 16 September
2010, in relation to checks on the authenticity and fitness of euro banknotes and their
recirculation, as amended by Decision 2012/19 of the European Central Bank of 7
September 2012;

Having regard to Article 97 of Decree Law 1/2012, ‘Urgent provisions on competition,
infrastructure development and competitiveness’ converted into Law 27/2012 which
lays down standards for protecting the euro against counterfeiting (‘Amendments to
Decree Law 350/2001 converted into Law 409/2001, as well as to Decree Law
262/2006 converted into Law 286/2006°);

Having particular regard to paragraph 1 of the said Article which replaces Article 8 of
Decree Law 350/2001, specifying the obligations of cash handlers to safeguard the
authenticity and fitness for circulation of euro banknotes, and in particular paragraph 9
thereof, which gives the Bank of Italy the power to issue implementing measures also in
respect of the procedures and organization necessary to handle cash as well as the data
and information that cash handlers are required to submit;

Having regard to paragraph 7 of the said Article 8, which gives the Bank of Italy powers
of inspection over cash handlers;

Having regard to the amendments made to Article 145 of Decree Law 385/1993 by
Legislative Decree 72/2015;

Having regard to Article 146 of Legislative Decree 385/1993;

Having regard to Decision 2013/10 of the European Central Bank of 19 April 2013,
relating to denominations, specifications, reproductions, exchange and withdrawal of
euro banknotes;

Whereas the protection of the integrity and the good condition of the banknotes is
essential to maintain public faith in them as a method of payment and that this requires
their being subject to authenticity checks to quickly identify counterfeits and to verify
fitness so as to ascertain that the condition of the banknotes in circulation is of a good
standard;

Whereas suspect euro banknotes must be quickly detected and handed over to the
competent national authorities;

Whereas the said ECB Decision 2010/14 has specified common rules and procedures
for the checking of the authenticity and fitness of euro banknotes and their recirculation;
Whereas the experience acquired in the inspection and remote monitoring of cash
handlers following the entry into force of the Order of the Bank of Italy of 14 February
2012;
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adopts the following Order:

Article 1

The provisions set forth in Annex 1, which are an integral part of the present Order, shall
apply to cash handlers.

The parties that intend to engage in cash handling shall send prior notification to the Bank
of Italy according to the abovementioned provisions; cash handlers shall also notify the
Bank of Italy when they cease their activities.

Article 2

The list of administrative procedures within the competence of the Bank of Italy, attached to
the Order of 22 June 2010, is supplemented by the procedures contained in Annex 2 of the
present Order.

Article 3

The present Order enters into force on the fifteenth day after the date of publication in the
Gazzetta Ufficiale della Repubblica Italiana.

The Orders of the Bank of Italy of 14 February 2012 and 28 January 2014 are repealed.
Rome, 22 June 2016

The Governor
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ANNEX 1

BANK OF ITALY

PROVISIONS ON CASH HANDLING ACTIVITIES
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ANNEXES

- Minimum requirements for automated checks on the fitness of euro banknotes.

- Minimum requirements for manual checks on the fitness of euro banknotes.

- Equipment for the authentication and sorting of banknotes.

- Report forms for cash handling.

- Information for compiling a written report on the withdrawal of suspect banknotes.
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REGULATORY SOURCES

COUNCIL REGULATION (EC) No. 1338/2001 of 28 June 2001 laying
down measures necessary for the protection of the euro against
counterfeiting.

COUNCIL REGULATION (EC) No. 44/2009 of 18 December 2008
amending Regulation (EC) No. 1338/2001 laying down measures
necessary for the protection of the euro against counterfeiting.

DECISION OF THE EUROPEAN CENTRAL BANK of 16 September
2010 on the authenticity and fitness checking and recirculation of euro
banknotes (ECB/2010/14).

DECISION OF THE EUROPEAN CENTRAL BANK of 7 September
2012 amending the ECB Decision of 16 September 2010 on checking
the authenticity and fitness of euro banknotes and their recirculation
(ECB/2012/19).

DECISION OF THE EUROPEAN CENTRAL BANK of 19 April 2013
on denominations, specifications, reproductions, exchange and
withdrawal of euro banknotes (ECB/2013/10).

Article 8 of Decree Law 350/2001, converted into Law 409/2001, as
replaced by Article 97 of Decree Law 1/2012, converted into Law
27/2012.
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DEFINITIONS

In the current Order the following definitions apply:

— ‘compliant machine’: a machine for the authentication or the
authentication and sorting of euro banknotes that has been
successfully tested by a national central bank of the Eurosystem and
is included in the appropriate list published on the European Central
Bank’s website;

— ‘cash handling’: activities aimed at preserving the integrity and
good condition of banknotes by:

a) identifying suspect banknotes by checking their distinctive
characteristics and security features (authenticity checks);

b) checking those banknotes which, based on their condition, are
fit to be put back into circulation, both in teller counter
operations and via automated teller machines (fitness
checking);

— ‘banknotes’: banknotes denominated in euros;

— ‘damaged banknotes’: banknotes made unfit for circulation for
reasons other than physical wear and tear, such as, for example,
mutilation or deterioration caused by anti-theft devices, water, fire,
mould and dampness;

— ‘ECB’: the European Central Bank;
— ‘NCB’: a national central bank of the Eurosystem;

— National Service Card (NSC): a 2-factor authentication system to
access the Cash Portal which, as part of the national technical and
legal framework, is a computerized document for electronically
accessing the services provided by general government (Presidential
Decree No. 117 of 2 March 2004, ‘Regulation on the distribution of
the National Service Card’ and the related technical rules issued on
9 December 2004);

— ‘cash dispenser’: a customer-operated machine which, through the
use of a bank card or other means, dispenses euro banknotes to the
public, debiting a bank account. ATMs and self-checkout terminals
(SCoTs), with which the public can pay for goods or services either
with bank cards, cash or other payment instruments having a cash
withdrawal function, are considered cash dispensers;

— ‘Eurosystem’: the ECB and the NCBs of the European Union
member states whose currency is the euro;

— Remote branch: a branch of a credit institution or of Poste Italiane
S.p.A., authorized by the Bank of Italy to carry out manual checks
on the fitness of banknotes dispensed by automatic devices;
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‘cash handlers’: the parties that are required to check the integrity
and condition of euro banknotes for the purpose of identifying
suspect banknotes and banknotes which owing to wear and tear are
no longer fit for circulation. These are:

o banks;

o within the Ilimits of the supplying of payment services
involving the use of cash, Poste Italiane S.p.A., electronic
money institutions according to Article 1(2)(h-bis) of the
Consolidated Law on Banking (TUB), payment institutions
according to Article 1 (2)(h-sexies) of the TUB and other
payment service providers according to Article 114-sexies of
the TUB;

o other economic agents that take part in the handling and
distribution of banknotes to the public, including:

a) parties (service companies) that carry out banknote
counting, and banknote authenticity and fitness checks at
professional level, including parties authorized for the
transport and custody of cash pursuant to Article 14(1)(b)
of Legislative Decree 231/2007;

b) parties that carry out currency exchanges at professional
level, consisting in spot trading of means of payment in
foreign currencies;

c) other parties, such as traders and casinos, engaged on a
secondary basis in the processing and distribution of
banknotes to the public via automatic teller machines,
within the scope of this activity;

o Italian branches of foreign parties that are part of the
categories of agents indicated above;

GS1: an integrated system of standards that assigns unique
international codes to products, services and places. These codes
are distributed by the GS1 Association, an international non-profit
organization, through its national representatives. The following
GS1 system codes are important for statistical reports:

a) GLN — Global Location Number: for the unique identification
of a physical location belonging to a given party (e.g. a
counting room);

b) GTIN - Global Trade Item Number: for the unique
identification of products that are reported (e.g. denomination
and type of banknotes);

Help desk: General Cashier Directorate of the Bank of Italy;

Indicod-ECR: an association for the exclusive distribution of GS1
codes for ltaly;

‘future staff members’: cash handlers’ employees that have: a)
knowledge of the various public security features of euro banknotes,
as specified and published by the Eurosystem, and the ability to
check them; b) knowledge of the sorting criteria listed in Annex 2
and the ability to check euro banknotes following these criteria;
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‘cash portal’: an information system for acquiring statistical reports
from cash handlers. It consists of an Internet application portal,
accessible via user-to-application logic (U2A);

‘Recirculation’: putting back into circulation euro banknotes that
cash handlers have received from the public (as a payment or a
deposit) or from another cash handler, either at a teller counter or
by means of automatic teller machines,;

‘user’: a natural person who accedes to a cash portal to forward
statistical reports;

XML (eXtensible Markup Language): the language chosen to
structure and standardize messages to be sent to the Bank of Italy
via the cash portal.
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CHAPTER I

CASH HANDLING ACTIVITIES

Cash handling activities are aimed at preserving the integrity and good
condition of banknotes by:

a) identifying banknotes suspected of being counterfeit, by
verifying their distinctive and security features (authenticity
checks);

b) checking banknotes which, due to their state of preservation, are
fit to be put back into circulation both at bank teller counters
and via automatic teller machines. Checking that banknotes have
the qualitative features that make them fit to remain in
circulation (fitness checking) should comply with the minimum
requirements set out in Annexes 1 and 2.

Authenticity and fitness checks shall be carried out using compliant
machines; the types of these machines are described in Annex 3. A list
of compliant machines is published on the ECB website; the cancelling
of any machine from this list, as the result of failing a test, will be
published on the Bank of Italy’s website and communicated by the
Bank to each cash handler via email.

Parties intending to perform cash handling activities shall send prior
notification to the General Cashier Directorate of the Bank of lItaly,
using the form shown in Annex 4, and shall also communicate the
activities to be carried out, the organizational setup and the type of
machinery to be used. Cash handlers are also obliged to promptly
report any changes to the information submitted previously, with the
exception of changes to the machines used, which must be reported as
stipulated by the provisions on statistical reports, to which reference
shall be made (see Chapter VII).

Cash handlers shall also notify the General Cashier Directorate of the
Bank of Italy when they cease their activities.

Banknotes may be put back into circulation by means of automatic
teller machines only after authenticity and fitness checks have been
carried out using compliant machines. These checks are not required
for banknotes supplied directly to a cash handler by an NCB or by
another cash handler that has already run such checks in the same way.
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Authenticity and fitness checks on banknotes put back into circulation
can only be done manually at the counter, when dealing with the
public, by ‘trained staff members’.

Subject to prior authorization from the Bank of Italy, the following
tasks may be done manually provided that those involved are ‘trained
staff members’:

a. fitness checks on banknotes to be fed by bank, electronic money
institution and Poste Italiane S.p.A. employees into automatic teller
machines situated in remote locations and with modest levels of at
the counter transactions, provided that authenticity checks have
been carried out using compliant machines. The request for
authorization, complete with all the evaluation elements, shall be
sent to Banca d’Italia - Servizio Cassa generale, Via Nazionale 91,
00184 Roma. The person responsible for the procedure is the Head
of the General Cashier Directorate. The following shall be indicated
in the request: the branch(es) for which the request is being made;
the location and the reason why it should be deemed ‘remote’; the
number of employees to be considered ‘trained staff members’; the
quantity of banknotes (broken down by denomination) recirculated
by each branch mentioned in the request in the last 12 months; the
model and the hardware and software of the machines used for
authenticity checks.

Pursuant to ECB Decision 2010/14 and its subsequent amendments,
the volume of euro banknotes dispensed by automatic teller
machines by all the remote branches authorized by the Bank of Italy
may not exceed 5% of the total dispensed at national level by the
abovementioned machines.

For the purpose of granting authorization:

- to assess the remoteness of a location, the time it takes to get
to the nearest structure offering cash handling services is
considered (Bank of Italy branch and/or service company
counting room) and any other factors that may affect
transport routes, such as being located in mountainous areas
or on islands;

- to determine the modest volume of transactions with the
public using ATMs, the volume of withdrawals from the
ATMs of the branches in question is assessed.

In particular, authorization is granted based on the indicators
decided for each of the abovementioned variables and published on
the Bank of Italy website.

Authenticity and fitness checks on banknotes to be fed by bank,
electronic money institution and Poste Italiane S.p.A. employees
into automatic teller machines when there are exceptional and
temporary circumstances that significantly affect the supply of
banknotes. The request for authorization, along with all the
elements giving rise to the exceptional circumstances, shall be sent
to Banca d’Italia - Servizio Cassa generale, Via Nazionale 91,
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00184 Roma. The person responsible for the procedure is the Head
of the General Cashier Directorate. The following shall be indicated
in the request: 1) the nature of the exceptional event and the reasons
why it is not possible to ensure a regular supply of banknotes; 2)
the geographical area affected by the exceptional event and the
branches for which authorization is requested; 3) the length of time
expected for the manual processing of banknotes for recirculation
purposes; 4) the number of employees to be considered as trained
staff members for each branch for which authorization is requested.

If exceptional events occur, the Bank of Italy may on its own initiative
proceed to authorize manual cash handling.

Requests for authorization under a) and b) are subject to the
administrative procedures included in the Regulation of the Bank of
Italy dated 22 June 2010 on identifying the terms and the
organizational units responsible for the administrative procedures for
which the Bank of Italy is responsible, pursuant to Articles 2 and 4 of
Law 241/1990 and subsequent amendments thereof. The deadline for
the conclusion of these procedures is 90 days, starting from the date on
which the request is received.
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The Italian text alone is authentic.



CHAPTER 11

ORGANIZATIONAL REQUIREMENTS

1. Introduction

1.1

1.2

Cash handlers shall comply with the organizational requirements described
below so that cash handling activities are carried out according to established
production processes in compliance with the reference regulations to protect
against the specific risks of recirculation and, more generally, the operational
risks linked to cash handling activities.

The Bank of Italy shall monitor their application according to the principle
of proportionality, classified based on the size and complexity of the
transactions carried out by handlers.

Technological resources and equipment

Cash handlers must have adequate technological resources and make
exclusive use of compliant machines, as provided for in Chapter I. The
compliant machines — together with the other production factors — must
be suitable for the volume of banknotes to be processed.

These machines must be compliant with the hardware and software
versions published on the ECB website; they must also be used with the
standard factory settings, including any updates thereof, unless more
restrictive settings have been agreed between the Bank of Italy and the
cash handlers. Handlers must therefore periodically check whether the
software installed in their machinery corresponds to that indicated on
the list of machinery published on the ECB website.

Contracts for the supplying of machines must clearly state that their
installation and operation are in compliance with the standards
published on the ECB website and that maintenance of these standards
is monitored as part of periodical maintenance activities. Furthermore,
contracts must include the suppliers’ commitment to notify cash
handlers promptly of any changes in the machinery software and the
removal of machines from the ECB list.

Human resources

Cash handlers are obliged to use staff with professional skills suitable
for the tasks to be carried out and that are constantly trained by means
of appropriate training courses. Updating sessions must be scheduled
periodically on changes to the regulatory frame of reference and to
share best practices for the activities carried out.
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Staff handling cash must have knowledge of the various public security
features of banknotes, as specified and published by the Eurosystem,
and the ability to check them. Moreover, when circumstances permit
manual checks, staff must have knowledge of the sorting criteria
indicated in Annex 2 and must be able to check banknotes according to
these criteria.

These parties shall also be aware of the regulatory provisions, of the
correct way to operate the machinery and other instruments supporting
their work (e.g. IT procedure) so as to quickly recognize the signs of
malfunctions and help with the precise recording of management
operations to ensure that the administrative and counting system is
provided with correct information.

Non-employees who handle banknotes must also comply with the
abovementioned principles.

1.3 Operating procedures for cash handling

Cash handlers shall adopt documented procedures for carrying out the
various phases in the cash handling process, indicating the workers’
responsibilities. In particular:

a) operational conditions need to be defined for each phase of banknote
processing, which allow constant reporting to the party depositing the
processed banknotes and the prompt and distinct management of
banknotes suspected of being counterfeit, those deemed unfit for
circulation (including damaged ones) and those fit for recirculation.
The placing of banknotes in safe-deposit rooms shall satisfy the same
criteria. For the purposes of applying these segregation criteria, the
following shall be noted:

- for cash handling activities carried out directly, banks and Poste
Italiane S.p.A. are obliged to report regularly to the party that has
deposited banknotes selected as suspected counterfeits. Once these
counterfeits have been detected, banknotes may be handled without
distinction;

- service companies shall report suspect banknotes that were detected in
the processing of the cash to each of the parties from whom they
were acquired and, further, keep the remaining banknotes being
handled subdivided among individual banks, Poste Italiane S.p.A.
and other parties (e.g. mass retailing operators) for the part
attributable to each of these;

- when authentication and sorting take place in different phases, they
must be carried out in a sequence so that the processing cycle is
completed on the same working day, except in exceptional and
unpredictable cases, when handlers shall guarantee the orderly
storage of semi-processed banknotes and ensure the proper reporting
as well as the traceability of banknotes to the depositors;
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b) procedures shall be defined for the prompt compilation of the reports
on the withdrawal of banknotes suspected of being counterfeit and for
sending them to the Bank of Italy (see Chapter Ill); a procedure is also
required for delivering banknotes no longer fit for circulation to the
Bank of Italy, which can then promptly check the legitimacy and
quality of these banknotes;

c) procedures shall be established to prevent the improper use of
banknotes attributable to each depositing party, in a way that permits
general traceability, proper accounting records and traceability to
depositing parties;

d) procedures shall be defined to enable the allocation of responsibility
for the quantity and quality of banknotes if they are transferred to
another cash handler.

Cash handlers shall prepare internal information flows to ensure that staff
are aware of their role and acquainted with the procedures to be followed so
as to perform their tasks correctly. Handlers must therefore provide staff
with company documentation (organization chart, job descriptions manuals,
communications and so on) which specifies the roles assigned and the
relative tasks and responsibilities; they shall also make documentation
accompanying each machine available to staff (e.g. the user manual, also in
electronic form).

1.4 Internal control structure

The internal control system shall guarantee compliance with the
internal company rules and procedures and provide for the prompt
detection of shortcomings and anomalies, reporting them to the
competent control authorities and verifying subsequent repair
interventions. In this context, it is important to develop a ‘control
culture’ which, according to their roles and responsibilities, makes all
staff aware of the risks linked to the activities carried out, together
with the adoption of a system to measure operational risks to prevent or
contain the impact of potential financial losses.

The following shall be provided:

- first level checks (line) aimed at ensuring the correct performance of
banknote processing operations;

- second level checks to be assigned to a unit or to staff not directly
involved in the operational activities, who shall periodically check
on the currency stored in the vault and check the compliance of the
working processes with the procedures adopted and with the
contractual commitments undertaken. Moreover, there must be
monitoring on anomalous trends, on procedure and regulation
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infringements as well as on the functionality and reliability of the
overall internal control system;

- a specific internal auditing system for more complex companies (in
terms of volumes processed and number of counting rooms);

- a system that allows those responsible for first and second level
checks to report anomalies found in the work processes to higher
decision-making levels, so as to adopt the necessary corrective
measures and check their effectiveness.

It is also necessary to:

- define within the operational procedures the control points, methods
and periods of time for which the documentation showing the
effective performance of controls must be kept;

- report information on anomalies on cash handling activities to the
Bank of Italy.

An integral part of the internal control system is an adequate and
efficient IT procedure to support the work processes and that manages
the entire cash handling cycle. Moreover, the procedure shall make
available periodic reports (daily, weekly, monthly) for the use of staff
responsible for carrying out checks and/or managing the company.

1.5 Measures to safeguard the security of banknotes

Security measures must constantly accompany the handling of banknotes
(counting and sorting, packaging, internal movement and shipping, storage
and recirculation) with full observation of the regulations governing the
sector. To this end, only strictly necessary staff shall have access to where the
banknotes are manufactured.

The correct functioning of systems (e.g. video recording equipment) must be
ensured to guarantee the security of banknotes/money. Furthermore:

1. the storage of banknotes suspected of being counterfeit and damaged must
be organized separately from the rest of the banknotes and must be
completely secure (e.g. special cabinets);

2. the handling of banknotes in counting rooms and the movement of money
to and from storage areas must always take place in the presence of at
least two workers.

2 Outsourcing of cash handling activities

Cash handlers which outsource, wholly or partly, the handling of banknotes
must pay particular attention to assessing the professional skills and
organizational adequacy of the party entrusted with this task. In view of the
economic, legal and reputational risks involved, the checks carried out when
the contractual relationship begins must be accompanied by constant checks on

the correct performance of the outsourced activities.

Translation from the original.
The Italian text alone is authentic.



Parties that outsource remain responsible for ensuring proper compliance with
the obligations regarding the rules for cash handling.

The outsourcing party shall stipulate a written contract with the agent which,
in establishing adequate levels of service, shall include, among other things:

the obligation of the agent to comply with the Bank of Italy’s provisions
as regards the authenticity checks on and sorting of banknotes for
recirculation, with particular attention to the exclusive use of compliant
machines;

that the outsourcer may verify the performance of the service rendered,
also by accessing the premises of the agent to request corrective measures
where necessary;

the right of the outsourcer to recede, with no penalties, when the
counterparty repeatedly violates the contractual obligations;

the procedures for exchanging information and data.

The adequacy of the control procedures and services in place for outsourced
activities and the levels of service ensured by the agent must be verified and
assessed, at least annually, by those put in charge of internal controls by cash
handlers that outsource.

As regards the outsourcing of cash handling activities by banks and other
intermediaries, reference shall be made to the provisions issued by the Bank of
Italy regarding its supervisory powers over such parties.
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CHAPTER Il

REPORTING OBLIGATIONS FOR BANKNOTES SUSPECTED
OF BEING COUNTERFEIT

Cash handlers shall withdraw from circulation and consign to a Bank of
Italy branch any banknotes not classified as authentic following
automatic authenticity checks or, where permitted, manual checks.

Suspect banknotes shall be consigned immediately and in any case
within and no later than 20 working days from the date when the
banknotes were received.

The banknotes consigned shall be accompanied by the withdrawal
report containing the information as per Annex 5.

The list of branches to which suspect banknotes may be sent or
delivered shall be published on the Bank of Italy website.
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CHAPTER IV

CONTROLS

The Bank of Italy, in order to verify the observance of the
provisions governing cash handling, may obtain information, acts
and documents and carry out inspections.

Controls carried out on cash handlers are covered by the
obligation of official secrecy pursuant to Article 8-ter of Decree
Law 350/2001 converted into Law 409/2001, as replaced by
Article 97 of Decree Law 1/2012, converted into Law 27/2012.

In carrying out the institutional duties assigned by law to the Bank
of Italy with regard to controls on cash handlers, the inspectors
hold the title of public officials under Article 357 of the Criminal
Code.

During the inspections, the inspectors shall check:

— the organizational structure adopted, including the staff training
measures, the functionality of internal controls, and the capacity to
manage the risk of putting counterfeit or worn notes back into
circulation;

— the compliance of the machines for the authentication and sorting of
banknotes with the rules according to ECB Decision 2010/14;

— the functioning of the abovementioned machines and in particular
their ability to carry out authenticity and fitness checks;

— the procedures governing the operation and control of the
abovementioned machines;

— the handling of the banknotes submitted for checking;
— the way the manual authenticity and fitness checks are performed.

In order to carry out controls on cash handlers subject to
inspection by the Finance Police (Guardia di Finanza) pursuant to
Article 53(2) of Legislative Decree 231/2007 and subsequent
amendments thereof, the Bank of Italy may, also on the basis of
specific memoranda of understanding drawn up to that effect,
work with the aforesaid Police, which shall carry out the required
checks under its powers to audit value added tax and income tax.

Inspected cash handlers shall cooperate to the maximum extent in the
performance of controls. Failure to cooperate shall be considered in
and of itself as non-compliance and punishable pursuant to Chapter VI.

o
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Inspections shall be carried out by Bank of Italy employees provided
with a letter of appointment signed by the Governor or by his/her
representative.

Inspectors may ask for any document or act which they deem
necessary, carry out checks on banknotes processed by the cash
handlers and — having prepared a specific handover document — take
samples of banknotes so as to submit them for authenticity and fitness
checks at the Bank of Italy; in this case the inspected party has the
right to have its own representative present for the checks.

Within 90 days of concluding the controls, cash handlers shall be
notified of the inspection results in writing, and may also receive them
during a special meeting with the cash handlers and their pro tempore
legal representative. This term may be interrupted whenever the need to
acquire new information arises.

Within 30 days of being notified, the cash handler shall communicate
its comments on the inspection report’s findings and observations to
the Bank of Italy, and report on any measures already taken or to be
taken to rectify the irregularities found.

Where the irregularities found require the start of sanctioning
proceedings, the provisions of Chapter VI shall apply.
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CHAPTER V

CORRECTIVE ACTIONS AND PROHIBITION PROVISIONS

When the provisions governing cash handling activities are not
observed, the Bank of Italy, aside from the provisions on pecuniary
administrative sanctions (see Chapter V1), may ask the cash handler to
adopt corrective measures, according to the seriousness of the
irregularities found, indicating the timeframe for their adoption.

When the inspections carried out by the Bank of Italy find evidence of
a situation where there is a high risk of counterfeit or unfit banknotes
being put back into circulation, a measure to prohibit recirculation may
be adopted.

Until the non-compliance found has been remedied, the Bank of Italy
may, within 120 days of observing the irregularity, adopt a provision to
prohibit the putting of banknotes back into circulation.!

The prohibition provision may be adopted in the event of:

a) a high level of organizational disorder that entails a high risk of
unfit and suspect banknotes being put back into circulation;

b) repeated and serious infringements of the obligations provided
for by the rules governing cash handling activities.
In the above circumstances the provision may be adopted as a
precautionary measure.

The prohibition provision shall be adopted as a matter of urgency when
the tests on the functioning of cash handling machines carried out
during on-site inspections have a negative outcome.

A defect in the type of machinery used for cash handling may lead to
the removal of this machinery from the list of compliant machines
published on the ECB website.

The prohibition measure adopted by the Bank of Italy as regards cash
handlers is also published on the Bank of Italy website.

! The person responsible for the procedure is the Head of the General Cashier Directorate.
Translation from the original.
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CHAPTER VI

SANCTIONS AND ADMINISTRATIVE SANCTION
PROCEEDINGS

1. Introduction

Pursuant to Article 8(10) of Decree Law 350/2001, as replaced by
Article 97 of Decree Law 1/2012, converted into Law 27/2012, in the
event of non-compliance with that Decree Law article or with ECB
Decision 2010/14 and subsequent amendments thereto and with the
present Order, the Bank of Italy shall apply a pecuniary administrative
sanction of between €5,000 and € 50,000 to cash handlers.

The regulations on sanctions respond to the need to ensure that cash
handling activities are carried out in compliance with the rules
governing the checks on the authenticity and fitness of banknotes.

The presentation of a written defence and the possibility, during the
investigation phase, of requesting a hearing are both in observance of
the principles of the adversarial system and of participation in the
proceedings, which are corollary to the right to a defence of the parties
subject to the legal effects of the administrative proceedings.

Infringements of the provisions governing cash handling by banks and
other financial intermediaries and providers of payment services shall
be assessed by the Bank of Italy also as regards their possible
importance for the supervisory activities granted to such parties by the
rules governing the sector.

2. Criteria for determining sanctions

The amount of the pecuniary sanction, laid down within the limits
indicated by the law, is determined taking into account all the relevant
circumstances in order to understand the significance of the
infringement and the degree of offensiveness or dangerousness of a
particular case.

For these purposes, the possible consequences of the infringement
found on the integrity and good condition of banknotes in circulation,
also in relation to the extent of the activities carried out by the cash
handler.

In addition, as regards the type of infringement, the following factors
are taken into account:
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— the duration of the infringement;
— the seriousness of the particular infringement, with regard to:

— its effects, including potential ones, on customers, on other
qualified stakeholders or on the market;

— the possible recourse to measures for prohibiting cash handlers
from putting banknotes back into circulation;

— the cases in which, due to one act or omission, various provisions
are infringed or one provision is infringed several times;

— the repetition of the infringement;

— action taken to eliminate or mitigate the consequences of the
infringement, including cooperation with the control authorities.

3. Person responsible for the proceeding

The person responsible for the administrative sanction proceeding
is the Head of the General Cashier Directorate (Servizio Cassa
Generale).

The provisions of the Regulation of the Bank of Italy of 22 June 2010
specifying the terms and the organizational units responsible for
administrative proceedings that fall within the scope of the Bank of
Italy’s responsibility shall apply, pursuant to Articles 2 and 4 of Law
241/1990 and subsequent amendments thereto.

4. Stages of the proceedings

The procedure for applying administrative sanctions is divided into the
following phases: start of sanction proceedings, investigation, and
decision.

4.1. Start of sanction proceedings

Administrative sanction proceedings, governed by Article 145 of the
Consolidated Law on Banking and subsequent amendments thereof,
shall be started by a formal complaint from the Bank of Italy against
the party deemed responsible for the infringements found and shall be
laid down by the General Cashier Directorate.

The formal charge of irregularities by cash handlers shall be made by
the Bank of Italy in accordance with the procedures provided by Law
689/81 and within the terms set by the current provisions, which begin
from the conclusion of the phase of discovery of irregularities.

The letter of charges shall designate the General Cashier Directorate as
the organizational unit to which a written defence or requests for
hearings must be submitted within 30 days of notice, in which the
parties involved may participate with the assistance of a lawyer and
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examine the investigation documents. Where there are particular
reasons which prevent observance of the 30-day deadline for the
submission of a written defence or when a request for a hearing has
been submitted, the cash handler may request a brief extension (usually
no longer than 15 days).

Failure to submit a written defence shall not prejudice the continuation
of the sanction proceedings.

4.2. Investigation

The obligations in connection with the proceeding’s investigation shall
be dealt with by the General Cashier Directorate (Servizio Cassa
Generale), the organizational unit responsible for the proceeding.

The General Cashier Directorate shall analyse all the investigation
evidence acquired for the acts of the sanction proceeding and shall
submit the acts to the Commission handling the cash handler’s
irregularities, set up by the Bank of Italy.

Having examined the acts of the proceeding, the Commission shall
formulate a binding opinion for the purpose of a subsequent proposal to
the Governing Board by the General Cashier Directorate with regard to
the application of administrative sanctions or to the dismissal of the
case.

The proposal is submitted to the Governing Board, together with the
acts of the proceeding.

4.3. Decision

In accordance with the principle of separation between the
investigation stage and the decision stage, the decision to impose
sanctions or dismiss the case is taken by the Governing Board, having
sought the opinion of the General Counsel — or, in the case of absence
or impediment, of the Chief legal Counsel — in compliance with the
provisions of the Bank of Italy Statute.

The Governing Board may request further investigations and may
likewise deviate from the results of the investigation, indicating the
grounds for so doing in the final decision.

Any imposition of sanctions shall be adopted within 240 days of the
deadline for submitting a written defence.

In each phase of the proceedings there is always the possibility of
adopting specific measures with regard to cash handlers, pursuant to
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the provisions in Chapter V - Corrective action and prohibition
provisions.

The Bank of Italy shall notify the cash handler of the sanction measure
together with the reasons for it and arrange for it to be published on
the Bank’s website.

In the event that the decision to apply sanctions is appealed to the
judicial authority, the Bank of Italy shall announce the start of the
legal action and its outcome on its website together with the
publication.

The Bank of Italy, taking into account the nature of the infringement
and the parties involved, may establish additional ways to publicize the
provision, charging the related costs to the infringer.

4.4 Payment of sanctions and appeal against the decision

Pursuant to Article 145(9) of the TUB, the collecting of the
administrative sanctions shall be carried out following the terms and
conditions provided for by Presidential Decree 602/1973, as amended
by Legislative Decree 46/1999 and subsequent amendments thereof and
additions thereto.

An appeal may be lodged with the Court of Appeal in Rome against the
provision for applying the sanction. The appeal shall not lead to the
enforcement of the provision being suspended.

Translation from the original.
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CHAPTER VII

STATISTICAL REPORTS FROM CASH HANDLERS

1. Introduction

Cash handlers that qualify as reporting agents (see para. 2) shall send
periodical information to the Bank of Italy that is used to monitor
banknote recirculation and developments in the cash cycle. The Bank
of Italy may publish reports and statistics using the data obtained,
grouping them in such a way that they cannot be attributed to
individual reporting agents.

Even when a reporting agent outsources the preparation of reports, it
shall still be responsible for the accuracy of the information sent to the
Bank of Italy and for compliance with the deadlines for submitting
reports.

The parties required to submit statistical reports, the contents of the
information to be sent to the Bank of Italy and the frequency of reports
are defined below.

Technical instructions on how to submit reports are given in the Guide
for the Compilation of Cash Handler Statistical Reports (“Manuale
operativo per le segnalazioni statistiche dei gestori del contante”)
available to operators on the Bank of Italy website.

The Bank of  Italy’s Organization Directorate (Servizio
Organizzazione), via Nazionale 91, 00184 Rome shall be responsible
for handling the data relating to cash handlers.

The person responsible for the data handling shall be the pro tempore
Head of the General Cashier Directorate.

Some data may come to the attention of the abovementioned person
responsible and, as authorized, the employees of the branches and
directorates assigned to supervise cash handlers.

2. Reporting agents

The reports must be prepared by the cash handlers that deal with
recirculation by authenticating and sorting banknotes using compliant
machines. This category includes both parties that directly handle their
own banknotes received from customers (e.g. banks and Poste Italiane
S.p.A.) and parties (e.g. service companies) that handle banknotes on
behalf of third parties.
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Cash handlers that participate in recirculation exclusively via their own
cash dispensers must also send reports. These parties are not required
to send the entire data set, but rather only report the number of cash
dispensers they have and the number of banknotes dispensed (see
below).

3. Coding system

The monitoring of the banknote recirculation by parties required to
submit statistical reports requires registers that make it possible to
univocally identify the parties and the locations where they perform
their activities: for this reason, the GS1 coding system has been
adopted.

Each reporting party must have its own GS1 code.

The reporting party shall assign GS1 codes to its registered office, its
counting sites and any remote branches.

The reporting party shall be responsible for the proper use of such
assigned codes, paying special attention to safeguarding the
requirement of uniqueness, including over time, for its registered
counting sites.

The various banknote denominations shall be identified in the reports
by the GTIN codes supplied by the Bank of Italy.

4. Contents of the statistical reports

Statistical reports shall contain the information specified below.

4.1. Counting sites

These are sites where the cash handler has installed compliant
machines (whether they are reserved to the staff or can be used
autonomously by customers) which are used for authenticating and
sorting banknotes for subsequent recirculation. These include:
‘counting rooms’, where cash handling is performed exclusively with
Staff Operated Machines (SOMs), branches (e.g. banks, post offices,
shopping centres and so on) where cash handlers have installed
customer-operated cash dispensers (Cash Out Machines or COMs) or
Teller Assistant Recycling Machines (TARMSs) used to feed automatic
recirculation machines such as ATMs.

Cash handlers that participate in recirculation exclusively using their
own cash dispensers are not required to report counting sites.
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4.2 Master data

For each reported counting site, the cash handler shall report the
technological equipment available for handling cash, indicating the
number of authentication and sorting machines, separated according to
the model, and used for recirculation purposes. Each model shall be
uniquely identified by means of a code made available by the Bank of
Italy on its cash portal, which identifies the machines according to
their hardware and software configuration. In the case of TARMs and
Teller Assistant Machines (TAMs), the main mode of use shall also be
indicated (customer-operated or staff-operated).

The cash handler shall also report:

1. the total number of cash dispensers according to machine type
(‘ATM’, ‘SCoTs’ (Self -checkout terminals) or ‘other’);

2. the total number, subdivided by model, of automatic cash
machines available to customers that are not used for recirculation
(e.g. Cash In Machines - CIMs).

The data under 1 and 2 are not to be subdivided by installation site.

Machines used to handle banknotes distributed exclusively over the
counter by trained staff are not subject to the reporting obligations.

4.3. Operational data

Operational data consist in the number of banknotes (flow data)
handled during the reporting period (half-year). Such data involve,
separately by denomination (identified using the GTIN code made
available by the Bank of Italy), the number of:

e banknotes handled using compliant authentication and sorting
machines (PROCESSED), indicating the number of banknotes
deemed unfit for circulation (WORN) and of those put back into
circulation (RECIRCULATED). Data are distinguished according to
counting site and, for each site, according to the owner of the
banknotes handled. ‘Owner’ shall mean:

a. for a reporting party that directly handles its own banknotes
which come from its customers (e.g. banks and Poste Italiane
S.p.A.), the reporting party itself;

b. for a reporting party that handles banknotes on behalf of third
parties (e.g. service companies), the party on behalf of which the
service is performed.

The data must be reported by the cash handler that has handled the
banknotes. In the case of outsourced cash handling activities, the

parties (outsourcer and agent) shall specify and promptly notify the
Bank of Italy about which party is required to send the data.
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Where the processing procedure adopted by the reporting party
provides for a first phase of counting and authenticity checks and a
second phase of fitness sorting, which may or not be associated with a
new authenticity check, the process shall be only be counted once for
the purposes of calculating the numbers to be reported:

e total banknotes dispensed via cash dispensers;

e banknotes dispensed via cash dispensers used at remote branches.

5. How to send statistical reports

Reports shall be made electronically using functions made available on
the Bank of Italy’s Cash Portal (CASH - IT) which allow files to be
downloaded onto the site in XML format.

Access to the portal is via https://cash.bancaditalia.it.

A reporting agent may assign the task of sending reports through the
Portal to one or more users.

Moreover, a user may be appointed by more than one reporting agent.
In this case the user can forward reports related to several reporting
agents by sending a single XML message.

For accreditation to the Portal, the reporting agent shall notify the
Bank of Italy of information related to the chosen users by certified
email.

The reporting agent shall subsequently send the X.509 digital
certificates of the national Services Card via certified email for all the
users for whom authorization has been requested. In the same way the
agent shall forward requests for cancelling or modifying the users that
were previously reported.

Reporting agents shall refer to the Operations Guide for the sending of
statistical reports. In any case, it is specified that:

before sending data to the Bank of Italy, the relative XML files must
undergo formal coherence checks using the XSD file supplied to the
reporting agents by the Bank of ltaly;

the correction of the reports of master and operational data may only be
made after correction, by resending the full data set. Therefore reports
of partial corrections are not permitted.

6. Frequency of reports

Reports related to system data and operational data shall be sent twice
a year in the periods indicated below:
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REFERENCE PERIOD PERIOD FOR SENDING REPORTS

FIRST HALF OF THE YEAR 1 July - 31 August

SECOND HALF OF THE YEAR 1 January - 28 February

Counting sites shall be reported when they are first opened.
Furthermore, cash handlers shall promptly notify the Bank of Italy, and
in any case no later than the deadline of 30 days, of the cessation of
activity or any change of address, in order to keep the information on
cash handling sites constantly updated.
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ANNEX

1) MINIMUM STANDARDS FOR AUTOMATED FITNESS CHECKING OF EURO
BANKNOTES

2) MINIMUM STANDARDS FOR MANUAL FITNESS CHECKING OF EURO BANKNOTES
3) BANKNOTE HANDLING MACHINES

4) REPORTING FORM FOR CASH HANDLING ACTIVITIES

5) INFORMATION FOR COMPILING THE WRITTEN REPORT ON THE WITHDRAWAL OF
SUSPECT BANKNOTES
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AMMEX Illa

MINIMUM STANDARDS FOR AUTOMATED FITMESS CHECKING OF EURD BANKMOTES

Thiz Annex layz down minimum standards for awtomated fitness checking of euro banknotes by banknote handling
machines.

In the course of the fitness checks, euro banknotes with any defect in respect of which 2 mandatory requirement has been
defined ax set out below are unfit.

The acceptable tolerance level for the fitness checks by banknote handling machines i 5 %. Thiz means that 2 maximum of
5 % of the euro banknotes that do not meet the fime= criteria may be misdlazsified by the machines and zorted az fit

Table 1

Lizt of sorting criteria for aoromated fitnes sorting

Diafiact Dafinision
(. Sail General distriution of dirt across the entire suro banknaote
b Stzin Localized concentration of dirt
3 Graffiti Added image or lettering written or marked in any manner on 2 euro banknote
4. De-inked note Lack of ink on part or whole of the euro banknote, ep. 2 washed euro banknote
5. Tear Selfexplanatory
b Hale Selfexplanatory
7- Mstibation Eure banknotes with partfs) mizing, along at least one edpe (in contrast to holes)
B. Repair Partz of one or more eure banknotes joined together by tape or phie or other meanz
9. Crumples Muktiple random folds
10 | Limpnes Structural deterioration resubting in 2 marked lack of stiffness
11. | Fold Selfexplanatory
12. | Folded comer Selfexplanatory

Further information on sorting criteria

1. Sail

Soil increases the optical density of euro banknotes. The following table specifies the maximum denzity increaze of limit
samples compared to new euro banknotes that euro hanknaotes may exhibit to be dassified az fix

Table 2
Optical densicy levels
Denomanation Maximem density incmas of mit =mpls comparsd Filtar
o mew surn banknoss
EUR 5 0,06 Mapenta
EUR 10 0,06 Mapenta
EUR 20 0,08 Magenta
ELUR 50 0,07 Magenta
EUR 100 0,07 Magenta
EUR 200 0,04 Magenta
EUR 500 0,04 Magenta

Translation from the original.
The Italian text alone is authentic.



L 26712

=] Official Journal of the Furopean Union

2.10.2010

Fure banknote: not mesting these criteria are unfit. NCBz keep reference euro banknotes showing 2 coil level derived
from theze criteria. The densitometric measuremen= of the reference suro banknotes are bazed on the following criteria:

—  Seandard for denzity measurements: 150 3 parts Jand 4
—  Standard for the fikers: DIN 16536

—  Absolute meazurement: standard calibration {white cile]
—  Polarization filter: on

— Aperture: 3 mm

—  [lumination: D&5]2

—  Background: white tile standard calibration

The denzity increase of a reference banknote is the highest value between the averapes of at least four meanrement
pointz measured on the front and on the back of the banknote in the unprintsd area and withoue any watermark
modulation.

Staim

Eure banknates with a localized concentration of dirt covering at least 9 mm by 9 mm in the non-printed area or at
leazt 15 mm by 15 mm in the printed area are unfit.

Graffici

At present there & no mandatory requirement to detect praffiti

De-inked note

De-inking of euro banknotes can ocomr, eg if they have been washed or subjected to appressive chemical agentz. Theze
kinds of unfit eura bankmotes might be detected by imape detectors or UV deteciors.

Tear

Eurn banknotes with tears which are open and not partly or fully covered by the machine’s transport beltiz) are unfit
if the size of the tear iz preater than indicated below.

Table 3
Tear
Dersczion ‘Width Lemgth
Vertical 4 mm B mm
Harizontal 4 mm 15 mm
Diizponal 4 mm 18 mm )

{7} This is measurad by drawing a straight line from the psak of the tear to the edgs of ths banknots wham the taar beging irecangaar
promction), mthar than measuring the kmgth of the tar isalf.

Haole

Fure banknotes with holes which are not partly or fully covered by the machine’s tranzport beltiz) are unfit if the area
of the hole iz greater than 10 mm®.
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Mutilation

Eure banknotes with lengths reduced by & mm or more or widths reduced by 5 mm or more are unfit All measure-
mentz relate to differences from the nominal lengths and widths of the euro banknotes.

Repair

A repaired euro banknaote iz created by joining parts of surc banknoteiz) topether, eg. by using tape or glue. A suro
banknote with tape covering an area greater than 10 mm by 40 mm and which is more than 50um thick & unfic.

Crumples

Crumpled eure banknotes can normally be identified if their level of reflectance or stiffness iz reduced. There i no man-

datory requirement.

. Limpnesz

Az far az poszible, euro banknotes with very lictle ctiffness are sorted = unfit. As limpoes: normally comrelates with
soiling, limp euro banknates are gpenerally also detected via soil sensors. There iz no mandatory reguirement.

. Fold

Folded sure banknotes, becauze of their rediced length or width, can be detected by zensors checking the size of the
euro banknotes. In addition, they can be detected by thickness zenzor. Howeser, due o technical imimtionz. only folds
fulfilling the criteria laid down for mutilationz, i.e. folds leading to 2 reduction in length preater than § mm or 2 reduc-
tion in width greater than 5 mm, can be identified and are unfit.

. Folded carner

A euro banknote with a folded comer with zn arez of mare than 130 mm” and 2 minimm length of the cmaller adge
preater than 10 mm iz unfit.
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ANNEX IUE

MINIMUM STANMDARDS FOR MANUAL HITMESS CHECEING OF EURD BAMKMOTES

Thiz Annex layz down minimum standard: for manual fitmes checking of suro banknotes by trained staff members.

In the courze of the fitnesz checks. suro banknotes with any defect az zet out in the table below, or with 2 cleardy noticeable
defect in one of the visible security features. are unfic. However, folded euro banknotes and sure banknotes with folded cor-
ners may be rectified by mamual unfolding where posible. The fitness checks are camied out by 2 visual inspection of the
indivichial euro banknobes and do not reguire the uze of any tools.

Feturs Deciption
1. | Sail Vinually noticeable disribution of dirt acrosz the euro banknote
1 | Seain Vinully noticeable localized concentration of dirt
1. | Graffit Vinually noticeable added image or lettering written or marked in any manner on a
eura banknoee
4. | De-inked note Vinually noticeable lack of ink on part or whole of the suro banknote. ep. 2 wached
eura banknoce
5. | Tear Furo banknate with at least one tear at the edge
& | Hole Furo banknote with at least one visually noticeable hale
7. | Mutilation Iium':la.l:hkl:bul:zwiﬂ'l a part/parts mizing along at least one edge fin contrast to holes),
£.f. 3 missing comer
& | Repair Fartz of one or more euro banknotes joined topether by rape. plue or other meanz
9. | Crumples Euro banknote with multiple andom folds acroes it that strongly affect its vinual
appearance
10, | Limpoe= Furo banknote with stmacharal deterioration resalting in 2 marked lack of siffnes:
11. Folded euro banknots Fura banknote that & folded, including a euro hanknote that canmot be unfolded
11 | Folded comer Furo banknote with at least one clearly noticible folded corner
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ANNEX 1

BANKMOTE HAMNDLING MACHINES

General technical requirements

. To qualify ax a banknote handling machine, a machine has to be capable of processing basches of euro banknores, clas-

sifying the individual euro banknaees and physically separating che euro banknotes according wo their classifications
without the intervention of the machine operator, subjece to Armex [12 and 1b. Banknote handling machines need to
have the required number of dedicared output seackers and Jor other means vo ensure the reliable separation of e euro

banknotes proceszed.

Banknote handling machines have to be

adaptable eo ensure thar they are capable of relisbly derecring new counter-

feitz. Moreover, they have to be adapeable to enable the sexing wp of more or les: restriceive fitness sorting standards,

if applicable.

Categories of banknote handling machines

Banknote handling machines are eicher customer-operated machines or seaff-operated machines:

Table 1

Customer-operated machines

A, Customer-operated machines where cash is deposited with customer tracing

1. Cash-in mzchines (CIMs)

CIMs allow customers, by using a bank card or other meanz, o Tnm
banknotes in their bank accounss, but do not have any cash-dispensing
funceiom. CIMz check euro banknotes for zuthenticiey and zllow for erace-
ability of the accoune holder: fitmess checks are optional

1 | Cash-recycling machines
{CRM)

CRMs allow cusromers, by using 2 bank card or other means, oo deposit
euro banknoess in cheir bank accounes and to withdraw euro banknates
from their bank accounts. CRM: check euro banknoees for authensicity and
fitnesz and allow for eracebility of the account holder. For withdrawals,
CRM: may use genuine fit euro banknotwes that have been deposited by
other Customers in previous transactons

1 Combined cash-in machines
{CCMs)

COM: allow cuseomers, by using a bank card or other means, v deposit
euro banknoees in cheir bank accounes and w0 withdraw euro banknotes
from their bank accounes. COM: check euro banknotes for authendciey and
allow for eracesbility of the account holder; fieness checks are optional. For
withdrawals, CCMs do noe use euro banknotes that have been deposited by
other cutxamers in previous wramsacdons bue only euro banknoter loaded
separately invo chem

4. Cazh-oist machines {COM)

COMz are cazh dizpensers which check euro banknaotes for authendiiry and
fitnezz before dispenzing them eo customers. COMs use euro banknates
loaded into ﬂﬂnﬁn;’% handlers or ather auromared syzeems (2. vend-

ing machines)
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Table 2
Staff-operated machines
1. Banknote procesting machines | BPM:z check euro banknotes for auchencicivy and fines:
[BPhiz)
2 Banknote authenticadion BAMs check euro banknotes for aushensiciry
machines [BaAMs)
1 Teller assiseane recycling TARME: are cash recycling machines operared by cash handlers thar check
machines (TARMs} euro banknotes for aurhensicity and fieness. For withdrawals, TARM: may
wze penuine fic euro banknotes that have been deposiced by acher cuscomers
in previpus tranzactions. In addidon, they keep euro banknotes in szfe
cusendy and allow cash handlers to credit or debir the bank accounts of
CUSEOIMIErs
4. | Teller aszistant machines TAMz are machines dnEemed by cash handlers that check euro banknoesz
(TAMSs) for authenticiry. In addition, they kesp euro banknores in safe custody and
allow cash handlers eo credit or debit the bank accounts of customers

Where customers feed suro banknotes to be deposived ineo TARM: or TAME, or take the suro banknotes dispented by
these machines, these machines have eo be conzidered cuscomer-operated machines and have to classify and meat the
euro bankmotes in accordance with Annex [la.

Types of banknote handling machines

The Eurosyzrem teses types of banknoee handling machines. Types of bankmots handling machines can be distinguiched
from each other througn their specific detector syseems, zoftware and other components for the performance of cheir
core funcrionalisiss. are: (3) the authenticarion of genuine euro banknotes: (b} the detection and separation of
euro banknoees suspected to be counserfelt: () the detecrion and separarion of unfit euro banknoees from fir euro ban-
knotes, if applicable; and (d) che tracing of objeces identified ar suspect counerfeit euro banknotes and of euro ban-
knores that are not clearly authendcared, if applicable.
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ANMEX Ila

CLASSIFICATION AND TREATMENT OF EURO BANKNOTES BY CUSTOMER-OFERATED MACHINES

Fura banknotes are classified invo one of the following catepories 2nd are physically separaced b} carepary. Machines which

do noe check euro banknotes for fimes: do noe need o distinguish berween carepories 4a and 4b.
Table i
Classification and treatment of euro banknotes by customer-operated machines in which cash is deposired with
customer tracing
Category Propertie: Treatment
1 Objects noe Mot recognized az ewro banknotes becaure of | Return by che machine to the customer
recognized as euro | any of dhe following:
OtES —  non-euro banknoees
— euro banknoee-like objeces
— wrong image or formar
—  large folded comer(s) ar missing pars(s)
— feeding or transporaadon error of the
machins
2 Suspect counterfeit and format rec butm:ne ormore | Withdraw from circulasion
euro banknotes ET ication fearurs lt the marhme
not derecred or clearly our of To be handed over for authenticasion, rogecher
with information related o ehe accoune holder,
to the competent national aushoride: mmedi-
areh at the lztest 20 working days afer deposic
in the machine. Do not credit to tie accoun:
hul.d.er
3 Furo banknoees Image and format ised, but not all | Withdraw from circulasion.
that are not clearly | zuthentication fearures checked by the
authenticared machine are recognized because of qui:';y The eurc banknoces are processed separasely
and for tolerance deviations. Inmost cases and handed over for zuthenticasion to the com-

euro banknotes

Erent national authoricies immediately, ae the
tere M0 working days after deposi in the
machine

Informasion on the account holder is stored for
eiphe weeks after the euro banknoees have been
detected by the machine. This information is
made availzble on reques o the competent
natonal zuthorides. Alernarively, in apresment
with the competent narional aurhorites, infor-
mation zllowing the traceability of the account
holder can be over rogether with the
euro banknoees 0o chose authorides

May be credited to the account holder

43 Furo banknoees

All zuthenticiey and fitnesz checks carried out

Can be used for recirculagon

that are identified | by the machine giving positive resuls
as genuine and fir Credised to the accoun holder
4t Furo banknoees All auhenticity checks carried our by the | Cannot be used for recirculadion and are
that are identified | machine piving posicive resules. At least one | retumned o the NCB
xﬁnuine and fitnesz criterion checked piving 2 nepasive
un ezl

Credived to the account holder

Translation from the original.
The Italian text alone is authentic.
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Caregories 2 and 3 euro banknotes are not returmed ro the customer by 2 machine if the machine allows the cancellarion of
a depesit eransacton. Resainin

porary srorage area in the m

aﬁ_j:.d&mhmhm when a eranzaceion i cancelled can be done by seoring them in 2 ram-

An NCB may agres with 2 cash handler tha casepory 3 euro banknotes may noe be physically separated from caregories 42
and #4b euwro banknotes, and that in such a caze all three caragories must be ereated as casegory 3 euro banknose:,

Tabie 2

Classification and treatment of euro banknotes by other customer-operated machines

Category Properties Treatment
A () Objects not rec- [ Mot recognied s eure banknoter | Withdraw from circulagion
opnised a1 eurg because of any of the following:
banknotes; or —  nom-suro banknotas To be handed aver far aud?e_n:i_catinn to the
] ) comperent nasionz| aurhorities immediarely,
[} smpect counser- —  euro banknoeelike objeces at the |atese 20 working days afer detection
feit euro ban- —  wrong image or formee by the che machine
knoees or ) _
—  large folded comeris} or missng
(i} euro banknoees pam__s} )
char are noe —  feeding or transportation error of
clearty authenti- the machine
cated
i} Identified as suspecr counterfeit euro
banknoees becaure imapge and format
recognized, bur one or more authens-
carion fezmure checked by the machine
not derected or dearly out of rolerance
fiii) Euro banknotes thar are not clearly
auchenricated becauss image and for-
mat recopnized, but not all authendca-
tion feanures checked by the machine
recopnised because of quality andfor
tolerance deviations. In most cases
unfie euro banknotes
Bl Furo banknotes that All authenticiey and fieness checks carried | Can be dizpensed o customerz
are idencified az penu- | out by the machine piving positive resules
ine and fit
B2 Furo bankmotes thet All authenticity checks carried out by che | Cannot be dispensed ro cusromers and are
are idencified as genu- | machine piving positive resules. Acbsaze one | rerurned o the NCB
ine and wunfie fitnez= criserion checked giving a nepative

ezl

Translation from the original.
The Italian text alone is authentic.
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ANNEX Ith

CLASSIFICATION AMD TREATMEMT OF EUROQ BANKMOTES BY STAFFOPERATED MACHIMES

Furo banknotes are classified into one of the following catepories and are physically separared by carepory. Machines which
do noe check ewro banknotes for fitness do not need to distinguish between casepories B1 and B

Classification and treatment of euro banknotes by staff-operated machines

Froperties Treatment
Ofbjects not recognized as euro | ([ Mot recopnised a: euro ban-

anknoees; knores becauss of any of the fol-
bowing:

Category

A Retumn by the machine w0 the operator

for fureher evaluasion and ereztment

{iy objects noe recognized az euro
bankmotes: after vizual E'-ra]ua:iun
by 2 staff member these are
rased from the suzpece
gure banknotes and ewro ban-
lmotes chat are noe clearly
aisthenticated:

(i) suspect counterfeic euwro ban-

knoees or — non-eurs banknotes

—  euro banknote-like objeces

{if) euro banknoees that are not

clearly authenticared —  wrong image or format

— large folded commer(s) ar

ressing pant {if} suspect counterfeit euro ban-
— feading or transporeztion knoves: and
error of the machine
{ifi) eurc banknoees thar are not

clearly authenticared: these are

[} ldentified as suspecr counterfeit
BUrD I:Ianlnmpgcacause imape processed separasely and handed
and Formae recopnised, but one over for final authenticadon o
or more authensication fearure the comperent national authori-
checked by the machine ot ties Jmmad.lard}t;r the Lzrese 20
deractad or clearly ou of eoler- “m’ﬂﬂe da.'rs afer deposit in the
ance machin
(i) Furo banknotes thar are not
clearly authenticared because
image and formar recognized,
but noe all authendication fea-
tures checked by the machine
because of guality
and|or tolerance deviasion:. In
minzx cases unfit euro banknoes
Bl Euro banknotes that are identified ar | All authendeity and fitness checks | Can be uzed for recirculasfion.

genuine and fit

B2 Furo banknotes that are identified az
penuine 2nd unfit

carried out by the machine giving
pocitive resules

All authenricity checks carried out by
the machine piving positive remilis.
At least one fitness crirerion checked

giving a nepative resule

Credired to the acocount holder

Cannot be used for recirculasion and
are returned vo the NCB.

Credited to the account holder

Spedific dassification and sorting rules for some staff-operated machines

1. BPMs cassify and phyzicall isurt eura banknotes nto caregpories 4, B1 and B2 as set out in Annex Ilb, for which at least

three dedicated outpur sta

Translation from the original.

ers are needed to avoid the mtervention of the machine operaror.

The Italian text alone is authentic.
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2. BPM: with only two dedicared ousput seackers may however classify and sore euro hanknotes # che following require-
menss are ful

a

b}

The authenricity and fieness checks are conducred in the same pass. In this pasz, any caregory B1 euro banknotes
st be soreed o one starionary output seacker, whereas both caregory A and B2 euro banknoses must be soreed
into @ separae statiomary outpue stacker that does not have any phyzical coneace with any category Bl euro
hanknote.

If 3 category A eurs banknoee iz idensifisd az being present in the second ousput zeacker, the operatar must re-run
the euro banknoes(z) from the second output seacker. In this second pass, euro banknotes suspected w0 be coun-
terfeirs must be separated from the category B2 euro banknotes by sorting the former into a dedicared output
stacker.

3. BAME: classify and physically sort euro banknotes into catepories A and B, for which ar least two dedicared ouput srack-
er: are needed to void the incervention of the machine operacor.

4. BAM: with only one dedicated ourput seacker may however dassify and sore euro banknotes if the following require-
ments are ﬂu]Elf;d

a

b
fch

id

Each time 2 category A euro banknote is processed, che machine must stop the processing immedizeely and keep
the category A eurc banknee in a position thae aveids any phyzical coneact with authencicared eure banknose:.

The resule of the aurhensicity check must be ndicared for any single caregory A eure banknote on 2 display.

The machine must check for the presence of a ca?-an A euro banknote when it stops proceszsing, and proces=ing
:znuuhberﬁurrmd&tﬁ&leph}'sxalmma] the caregory A euro banknoes by che operator.

For each srop of the processing mode no more than one catsgory A euro banknote can be accessible o the operaror.

Translation from the original.
The Italian text alone is authentic.



ANNEX 4
REPORTING FORM FOR CASH HANDLING ACTIVITIES (1)
FORM for cash handlers that use machines for authenticating and sorting banknotes and/or cash dispensers
To: BANCA D’ITALIA - AMMINISTRAZIONE CENTRALE
SERVIZIO CASSA GENERALE
VIA NAZIONALE, 91
00184 - ROMA

gL To T o g =T PPN

cash handler, ABI code ABI (only for banks), fiscal code, address of the registered office and the company’s
certified electronic email for official communications.

notifies

the performance of the activity of recirculating euro banknotes using machines for authenticating and sorting
banknotes and/or cash dispensers.

In this regard, the following information is provided:

TYPE OF OPERATOR (bank, service company, provider of payment services (specify), other operator
(5351503 i)

GLN CODE OF THE REGISTERED OFFICE (if the cash handler has one) (4)

1 How to send the form is published on the Bank of Italy.
2 Specify position/level/role held at the cash handling company.
3 Attach document demonstrating power of proxy as representative.

4 The GLN code belongs to the GS1 standard which makes it possible to univocally identify products,
packaging and locations. The codes are assigned in leasing to the individual parties that apply for them by
the national representatives of the GS1 international association, which guarantees their global uniqueness.
For Italy, the sole representative for GS1 International is the Indicod-Ecr company.

COMPANY REPRESENTATIVE FOR THE RECIRCULATION OF CASH Name(s), organizational unit,
address, telephone number

Translation from the original.
The Italian text alone is authentic.



ANNEX 5

INFORMATION FOR COMPILING THE WRITTEN REPORT ON THE WITHDRAWAL OF SUSPECT
BANKNOTES.

The written report on the withdrawal of banknotes suspected of being counterfeit shall contain the following:

A) ldentifying particulars of the party compiling the report

1) Date of report (dd/mm/yyyy/)
2) Reporting party
- company name
- address
- street number
- city
- postal code
- province
- phone number
3) ABI Code, if available
4) CAB Code, if available
5) Any other identifying code
6) Date of detection of banknotes suspected of being counterfeit (dd/mm/yyyy)

B) Identifying particulars of withdrawn banknotes

1) Denomination

2) Series (the letter ‘A’ identifies the first series issued in 2002, subsequent series are identified by the letters
‘B’, ‘C’ and so on)

3) First serial number
4) Second serial number, only if different from the first one
5) Plate number

6) Number of banknotes of the same denomination and series, with the same serial number (or the same
serial number combinations, see points 3 and 4) and the same plate number

C) Withdrawal procedure

1) Withdrawal in the presence of the person presenting the banknote (e.g. at a teller counter)

Translation from the original.
The Italian text alone is authentic.



2) Withdrawal in the absence of the person presenting the banknote (e.g. banknotes found in a customer
operated device)

3) Other useful information on relative procedures (e.g. turned in spontaneously by a person who asks for the
note’s authenticity to be checked, declarations on the provenance of the note by the person presenting it)

D) identifying particulars of the person presenting the note

1) Surname and name
2) Date of birth (dd/mm/yyyy)
3) Place of birth

4) Residence

e address

e street number
e City

e postal code

e province

E) Information to be given to the person presenting the note

1) The banknotes withdrawn as suspected counterfeits are sent for analysis to the National Analysis Centre at
the central administration of the Bank of Italy in Rome.

2) If the examination finds that the banknotes are authentic, the Bank of Italy will inform the party compiling
the report and reimburse the person who handed in the note for the amount involved.

3) If the examination confirms that they are counterfeit, the Bank of Italy will inform the reporting party; in
this case there is, of course, no reimbursement for the person handing in the note.

* * k%

The report on the withdrawal of suspected counterfeit euro banknotes, signed by the party compiling the
report and the person who handed in the notes, if the latter is present, shall be sent with the banknotes —
within the deadline specified in Chapter 111 of this Measure — to one of the Bank of Italy branches indicated
on the bank’s website in the ‘Banknotes and coins’ section.

A copy of the report shall be given to the person who handed in the notes.

Pursuant to Article 97(2) of Decree Law 1/2012, the Ministry of Economy and Finance shall establish
through its own measure, published in the Gazzetta Ufficiale della Repubblica Italiana, the procedures for
sending to the Ministry the information and data relating to the withdrawal of suspected counterfeit
banknotes from circulation. Parties compiling withdrawal reports may use a report drafted according to the
abovementioned provisions in order to send suspected counterfeit banknotes to the Bank of Italy and to give
a receipt to the person who handed in the banknotes.

Translation from the original.
The Italian text alone is authentic.



ANNEX 2

LIST OF ADMINISTRATIVE PROCEDURES

PROCEDURE UNIT TERM LEGISLATIVE SOURCE
RESPONSIBLE | (days/months)

Article 8 of Decree Law 350/2001

1 | Authorization for General Cashier’s converted into Law 409/2001, as replaced
manual fitness Directorate 90 days by Article 97 of Decree Law 1/2012,
checking of converted into Law 27/2012
banknotes to feed
automatic teller Bank of Italy Order of 22 June 2016
machines at ‘remote
branches’

Article 8 of Decree Law 350/2001

2 | Authorization for General Cashier’s converted into Law 409/2001, as replaced
manual authenticity Directorate 90 days by Article 97 of Decree Law 1/2012,
and fitness checking converted into Law 27/2012
of banknotes to feed
automatic teller Bank of Italy Order of 22 June 2016
machines in
exceptional and
temporary

circumstances

Article 8 of Decree Law 350/2001
3 | Ban on recirculation General Cashier’s converted into Law 409/2001, as replaced
of banknotes Directorate 120 days by Article 97 of Decree Law 1/2012,
converted into Law 27/2012

Bank of Italy Order of 22 June 2016

Article 8 of Decree Law 350/2001

4 | Sanction proceeding General Cashier’s converted into Law 409/2001, as replaced
for infringement of Directorate 240 days® by Article 97 of Decree Law 1/2012,
rules on cash converted into Law 27/2012
handling and of
obligations to Bank of Italy Order of 22 June 2016
withdraw suspected

counterfeit banknotes
and consign them to
the Bank of Italy

2 From the deadline for the submission of a written defense by the party on whom the enforcement proceeding has been
imposed
Translation from the original.
The Italian text alone is authentic.



